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CoBpeMEHHbIN BpeAOHOCHbIWN KO MHOrorpaHeH

Angler

HenpepbiBHOE 3abpacbkiBaHne
«KPHOYKOB B BOAY» YBENMYMBaeT

YaspumocTu Flash LIAHC Ha KOMMPOMeTaLIo
N i ER ) =y, @
st BriokupoBaHne Web  BnokuposaHue IP CkaHuposaHue Email  PeTpocnekTuBHbIN aHanua AHTMBUPYC Bawwra lNK
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cuctema

[ToCTOsIHHbIE OOHOBMNEHUS YBENUYUIKN YPOBEHL NPOHNKHOBEHUS Angler oo 40%
B aBa pa3a acdhhekTuBHee, yem gpyrue exploit kits B 2014



Dridex: KpaTKOCPOYHOCTb U MOCTOSIHHAA MyTauug

Mcnonb3oBaHne «CTapbix» METOAO0B, KPAaTKOCPOYHOCTb M MOCTOSIHHAsA MyTaLms
NPMBOANAT K CMOXHOCTAM B OITOKMPOBaHNN

O O O
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KamnaHus O6HapyeHa ¢ NoOMOLb  AHTUBUPYCHbIN ABUXOK Ho 3noymblILnNeHHNKn Bce
cTapToBsana Outbreak Filters obHapyxuaeT Dridex paBHO NMPOHUKIIN B CUCTEMY

Mbl 0OHapyxunm ¢ Ha4ana roga 850 yHuKarnbHbIx 06pa3uoB paccbiiok Dridex,
OENCTBYHOLLMX HE Boree HECKOSTbKMX YacoB



Bpems obHapyXeHUs BTOPXKEHUU CITULLKOM BENMUKO
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[lenaeTte nu Bbl YTO-TO HE TONbLKO Ha NepumMeTpe?
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YTo mMeluaeT yBnaeTb Bce Ha nepnmMmeTpe”?

A Hanuune Wi-Fi A OTcyTcTBME MOHUTOPUHra

CrOXHO KOHTPONIMPOBaTb COGCTBEHHbIX NONIb30BaTE0EN ®okycupoBKa Ha KOHTpoOrie nepMmMeTpa U NofiHoe oTCyTCTBUE
MOHUTOPUHIra BHYTPEHHEN ceTn

A IleBble Touku goctyna n 3G A Bpelun B HacTpoikax MC3
Hepa3pelIoHHEIS TOUKN AOCHIEE U 3G-MoaeMEl HekoppeKkTHO HacTpoeHHble MC3 unu 3abbiTble npaBuna
Pnewkm n CD OTcyTCTBMe BU3yann3aumnumn

OTcyTCTBMe BUOANMMOCTU pacnpoCcTpaHeHnsa noao3pUuTesibHbIX

NMonapaHue BpeaoOHOCHOro Kkoga, MUHys 3alKUTHbIN nepumeTp (baﬁnoa 1 BPeAOHOCHOro KoAa

A OTtcyTtcTBUe aHanu3a BI1O

CnoXHOCTb aHanuM3a nofgo3puTtenbHbIX hannos



Bbl HE MOXeTe 3dlLlNTUTb TO, Yero He BnanTe
Ha nepumeTpe Bbl BUANTE TOMbKO BEPXYLLUKY ancbepra




YTo ceTb MOXeT caenatb Ansa Bac?

CeTb KaKk ceHcop

OOGHapyXuUTb aHOMarbHbIU TpacnK N BpeAOHOCHI

Hanpumep, KOMMyHUKaLMK C BpE4OHOCHBbIMK canTamu unun anngemmio BrO BHYTpu cetun

OOGHapyXuUTb UCNONb30BaHME NPUSTOXXEHUN U
HapyLweHue nosib3oBaTesiaiM1 NONNTUK

Hanpumep, goctyn k domHaHCOBOMY cepBepy, paboTy no Skype unm yTeuku gaHHbIX

OOGHapyXuTb NOCTOPOHHUE YCTPONCTBA B CETU

Hanpumep, paboTy HecaHKUMOHNPOBaHHbIX 3G/4G-ModeMa Unmn To4kn gocTtyna



C NoMOLLIbIO Yero ceTb 3TO MOXET AenaTb?

CeTb KaK ceHcop

BuanmMocTb ceTun, KOHTPOSIb, KOHTEKCT N aHannTuka

ACI Vision: Policy Based, Automated Security at Scale

Yctpouncrteo Tpadumk MpunoxeHus Monb3oBaTen BpenoHochbl
]

‘ BEETEmie Mﬁ@wﬁeﬁﬁmmmr@@ Mo
O6Ha@WMB@WHW%BWW&&@%@@EIEMWCOW)
OB HRPYHEIBIFTHRATTOME WSBRRBPESSHEIRd LB rBHTP (INBIRIBIO VY. dsdtsaPe)

O6HapyxeHune yTeyek aaHHbix (NetFlow, Lancope)
Cuctema paHHero npegynpexaeHus (Cisco Security Intelligence Operations)



ObHapyXeHne NOCTOPOHHMX YCTPOMNCTB

Profiling

I

—

Android

Apple-Device

Applera-Device
Aruba-Device
Avaya-Device
BlackBerry
Brother-Device
Canon-Device

CareFusion-Alaris-Pump

Cisco-Device |

Cisco_CIUS
DLink-Device
Draeger-Device
Enterasys-Device
HP-Device
HTC-Device
IP-Phone
ISE-Appliance
Konica-Device
Lexmark-Device
Microsoft-Device
MotorolaMobile-Device

Apple-MacBook
Apple-iDevice
Apple-iPad
Apple-iPhone
Apple-iPod

Cisco-Router
Cisco-Switch

Cisco-TelePresence

Cisco-IP-Camera

Cisco-IP-Phone

Cisco-WLC
Cisco-DMP

Cisco-Access-Point

Linksys-Device

Cisco-IP-Phone-7902
Cisco-IP-Phone-7905
Cisco-IP-Phone-7906
Cisco-IP-Phone-7910
Cisco-IP-Phone-7911
Cisco-IP-Phone-7912
Cisco-IP-Phone-7940
Cisco-IP-Phone-7941
Cisco-IP-Phone-7942
Cisco-IP-Phone-7945

Cisco-IP-Phone-72945G

Cisco-IP-Phone-7960
Cisco-IP-Phone-7961
Cisco-IP-Phone-7962
Cisco-IP-Phone-7965
Cisco-IP-Phone-7970
Cisco-IP-Phone-7971
Cisco-IP-Phone-7975
Cisco-IP-Phone-7985
Cisco-IP-Phone-9971
Cisco-IP-Phone-9951
Cisco-IP-Phone-8961
Cisco-IP-Phone-8941




Buayanusaumsa nHopMaLUnOHHbIX MOTOKOB

« MogenupoBaHune ceTeBbIX
NMOTOKOB «KaK NpaBuIIbHO»

* [Moka3s pearsibHbIX
NHPOPMaALIMOHHbIX
NOTOKOB MeXAy y3namu n

Payment

rpynnamu y3snos c ) 2 | s Grd  Untrusted

Application

HY>KHbIM YPOBHEM
AeTanusauumn KapTbl CETU

« OTCcnexmunBaHune oWwnboK B
HaCTpPOMKax MEXCETEBbIX
9KpaHOB N ObHapyXeHune
«IreBbIX» NOAKMHOYEHUN




OnbIT Cisco: ngeHTndpukauus n 6nokmposaHne NoCTOPOHHNX
BecnpoBOAHLIX YCTPOMNCTB

. ! - [ g =10 d: i )
[ i 1 — — |

:89:b6

:9 Rogue APs
]
EM Rogue Adhocs

« Camo MOGMNbHOE YCTPOMCTBO HE MOXET CKasaTb, YTO OHO «YYXKOEe» 2 Rogue Clients
© Hy)KeH BHELUHUN HE3aBUCUMbIN KOHTPOJ1b C MOMOLLbKO CUCTEM KOHTPOJIA AO0CTYNa, B T.4. U 6eCI'IpOBO,EI,HOFO

« Cisco Wireless Controller / Cisco Wireless Adaptive IPS / Cisco Wireless Location Services
nomMoraroT KOHTponupoBaTb 6becnpoBogHon acup

» Bce ato yactb pyHkumoHana nnargopmbl Cisco Mobility Services Engine

14



OnbIT CiSCO: KOMOUMHUPYUTE METOAbl ODHAPYXEHUA

B npownom 2012 2013
Signature Signature Behavior
Flows Signature
Flows
Intel Intel Intel

HeobxogmMmo ncnonb3oBaTtb pasfiMyHble CNocobbl U3yYeHUs yrpos
CeteBble notoku | NoseneHne | CurHatypeol | ccrnenoBaHus

15



UTto Takoe NetFlow?

Start: 06M2 - 06:49:19 AM 10.201.3.78
End: 06/12 - D6:51:20 AM ﬁ o RFC 1918
Duration: 2m 1s athel
14.7d:c5:bf;
View Details

BeicokomacwTabnypembin cbop
Bbicokoe cxxaTtne => goNroBpeMeHHoe
XpaHunuiie

G01TATCP

11.72KB | 63 packets

30.53KE | 45 packets

BOTCP

184.75.210.3
[[#] Canada

( Bonblue KoHTeKkcTa

Flow Detailed Summary: 10.201.3.78

Search Subject Details

Packets: 63

Packet Rate: 0.52pps

Bytes: 11.72KE

Byte Rate: 99.15bps

Percent Transfer: 27.7%

Host Groups: Sales and Marketing, End User
Devices, Atlanta

Payload: GET http:/f'www.acronymfinder.com
I~Istfiidigg.gif

Totals

Packets: 108

Packet Rate: 0.89pps
Bytes: 42.24KB

Byte Rate: 357 .48bps
Search Subject/Peer

Ratio: 0.38

TCP Connections: 12
RTT: 70ms

SRT: 4ms

Peer Details

Packets: 45
Packet Rate:
0.37pps

Bytes: 30.53KB
Byte Rate:
258.33bps
Percent Transfer:
72.3%

Host Groups:
Canada
Payload: 200 OK



ObHapyxeHune BpegoHOCHOro koga Ha 6ase NetFlow

« YTO penartb, Koraa Bbl HE
MOXeTe NnocTaBuUTb ceHcop IPS
Ha KaXkAbll CEerMeHT ceTn?

« Y Bac xe ectb NetFlow Ha
Ka)KOdoM KOMMYyTaTope u
MapLupyTmnsaTope

« OTpante ero anst obHapyxeHus
aHOMasIbHOU aKTUBHOCTU
e CkaHunpoBaHue
» LleneHanpaBneHHble yrpo3bl
e Onuaemuun BpeaoHocHoro MO _
+ DD0S gl bl (Uil
* YTeykn gaHHbIX

e BoTHETDLI

17



NetFlow — cepaue nogxona «CeTb Kak CEHCOP»
NetFlow B gencteun: ataka B npouecce peanmsaumm

DOOO

Ctagua ataku

Ucnonb3oBaHue ysa3BuMocTen

3noymbIWNeHHUK ckaHupyeT |IP-agpeca n nopThl AN NOUCKa
yasBumocten (OC, nonb3oBaTenu, NpuUNoXxeHus)

O6HapyxeHue

NetFlow moxeT 06HapyXnTb CKaHMpoBaHWe anana3oHoB |IP

NetFlow MoXeT 06HapyXMTb CKaHMPOBaHUE NOPTOB Ha
Kaxxgom IP-agpece

YcTaHoBKa BpegoHocHoro MO Ha nepBbIN y3en

Xakep yctaHaBnuBaeT NO ana nony4yeHus goctyna

NetFlow MoXeT 06HapyXMTb BXOAALLMUIA yNpaBNSOLLNA
TpaduK C HEOXXMAAHHOIO MECTOPACTONOXEHMUS

CoepuHeHue ¢ “Command and Control”

BpegoHocHoe MO co3paeT coeauHeHue ¢ C&C cepBepamu
ANSA NoslyYeHNA UHCTPYKLUMN

NetFlow moxxeT 06HapYyXnTb MCXoasALLmMIA TpaduK K
n3BeCTHbIM agpecam cepBepoB C&C

PacnpocTtpaHeHue BpeaoHocHoro MO Ha gpyrue y3nbli

ATaka Apyrux cuctem B CE€TU Yepe3 UCMornb3oBaHue
ysi3aBUMOCTEMN

NetFlow MoxeT 06HapyXuTb CKaHNPOBaHWE Anana3oHoB IP

NetFlow moxeT 06HapyX1Tb CKaHMPOBaHWE NOPTOB Ha
Kaxxgom IP-agpece BHyTpeHHero ysna

YTeuka gaHHbIX

OTI'IpaBKa AaHHbIX Ha BHelWWlHMe cepBepa

NetFlow moxeT obHapyxuTb paclumpeHHble notokn (HTTP, FTP,
GETMAIL, MAPIGET u gpyrve) n nepegady AaHHbIX Ha BHELLHUE
y3nbl



ObHapyxeHune BpeaoHOCHOro koga ¢ nomoulbto NetFlow

Malware Spreading Inte

Concern Index - 33 records summarized into 33 records N Worm Tracker Chart

Host Groups ’

Atlanta, Sales and

e s = : = Prioritized Threats

Vietnam s

(123.30.184.158)

China reverse.gdsz.cnenet.net
(58.251.136.170)

Atlanta, Virtual Desktop 10.201.32.82 140%: NG
Russian Federation 77.232.1.125 1329 I
United States 209.130.193.202

Worm Propagation Alarm Trends

10.110.10.254]

10 subne

10.2010.254

e s e s g
@‘9\ fb‘:"fb\ fb‘?\ ,,)(E‘\ S

I:l Wiorm Propagation




bHapyXeHne BpegoHOCHOro koga ¢ nomollbio NetFlow

%] Malware Spreading Internally >
¥ Filter & Domain : Lancope

Concern Index - 33 records summarized into 33 records BN ‘ Worm Tracker Chart .Orlginatlng Hos

Host Groups %
[ — e —

Aflanta Caloc —nd L
= ng Iy =|[~] 10.201.3.24 =

¥ Filter & Domain : Lancope ® Time : Today
& Host : jbuchanan-d2.lanrana lnecal 10 201 3,24

Identification Alarms Top Active Flows Identity, DHCP & Host MNotes Exporter Interfaces

Host is Source of CI Events (High CI) - 1o recoras

Start Active Time s
R1 Apr 18, 2012 12:16:38 AM Apr 18, 2012 10:15:54 PM Atlanta 209.182.176.0/24 5,714,406 | Addr_Scan/tcp-445(11406)
(22 hours 6 minutes 10s ago) (6 minutes 54s ago)
: . : 7 A *
Apr 18, 2012 12:16:38 Apr 18, 2012 10:15:54 PM Atlanta 209.182.178.0/24 5,032,044 | Addr_Scan/tcp-445(10044)
{22 hou minutes 10s (6 minutes 54s ag

Atlal

.
Apr 18, 2012 12:16:38 Apr 18, 2012 10:15:54 PM Atlanta 209.182.179.0/24 4,229,442 | Addr_Scan/tcp-445(8442)
(22 hours 6 minutes 10 (6 minutes 54s ago)
: : : 7 324,478 Aad eriepRasenry
Apr 18, 2012 12:16:38 Apr 18, 2012 10:15:54 PM Atlanta 209.182.182.0/24 1,626,246 | Addr_Scan/tcp-445(3246)
{22 hou minutes 10s (6 minutes 54s ag
: ; 7 A A
Apr 18, 2012 12:16:38 Apr 18, 2012 10:15:54 PM Atlanta 209.182.183.0/24 1,241,478 | Addr_Scan/tcp-445(2478)
(22 hours 6 minutes 10 (6 minutes 54s ago)
: : : 7 A N

10 subne |




ObHapyxeHune BpeaoHOCHOro koga ¢ nomoulbto NetFlow

Malware Spreading Internally =
¥ Filter & Domain : Lancope

Concern Index - 33 records summarized into 33 records - 5 @ .Orlginatlng Hos

Host Groups

Atlanta Calac and vpd On
10.201.3.24 =

¥ Filter & Domain : Lancope ® Time : Today
& Host : jbuchanan-d2.lancope.local (10.201.3.24)
Identification Alarms Security CI Events Top Active Flo Exporter Interfaces
Identity and Device Table - 1 record

Apr 18, 2012 3:19:28 PM Apr 18, 2012 9:24:17 PM m_user_8153 f8:1e:df:82:22:2d Unknown Expc-rter GigabitEthernet
(7 hours 23 minutes 2s ago) ({1 hour 18 minutes 13s ago) (Apple, Inc) (10.42.42.42) 3/7

User Identity i

| sever %] = username = #| art Active Time End Active Time

=
-
MAC Address - MAC Vendor Start Active Time End Active Time =

00:19:b9:40:33: 24

10 subne |




ObHapyxeHune BpeaoHOCHOro koga ¢ nomoulbto NetFlow

%] Malware Spreading Internally >
¥ Filter & Domain : Lancope

Concern Index - 33 records summarized into 33 records | B H Worm Tracker Chart
Host Groups
WAL
x |:| 10.201.3.24 <

¥ Filter & Domain : Lancope ® Time : Today
& Host : ibuchanan-d2.lancope.local (10.201.3.24)

CI Events Top Active Flows Identity, DHCP & Host MNotes Exporter Interfaces

Identificatin

Alarm Counts - + vevuru
Appliance Informational

18(0)

FlowCollector g
(10.192.0.181)
oo e w @ E

Alarms - 18 records
Start Active Time
Multlple Hosts

Apr 18, 2012 10:19:00 PM High Concern Index ]hl.lcharl.an—dz.lancope.local Observed 37.17M points.
utes 595 ago) (10.201.3.24) Policy maximum allows up to 10M points.
{Double-click for details)
ved 37.12M points.
um allows up to 10M points.
(Double-click for details)

jbuchanan-d2.lancope.local Multiple Hosts

High Concern Index
(10.201.3.24)

Apr 18, 2012 8:19:00 PM High Concern Index jbuchanan-d2.lancope.local Multiple Hosts
(10.201.3.24) Policy maximum allows up to 10M points.

{2 hours 8 minutes 59s ago)
{Double-click for details)
ved 34.08M points.
um allows up to 10M points.
(Double-click for details)

jbuchanan-d2.lancope.local Multiple Hosts

High Concern Index
(10.201.3.24)

Apr 18, 2012 7:19:00 PM




|} Concern Index =

Domain : NinjaMNet

Host Group : Outside Hosts

® Time : Today

-

Country Host -

Cl -1

Alerts -

Client Services

|- = 70.46.194.122_nw.nu
United States VOX.Net

- = 10-234-115-208|rev
United States erse.lstn.net

e ag8l-14-226-150|net
Germany —-htp.de

183.110.241.106
Korea, Republic Of

86.12.142.61.broad.d

g.gd.dynamic.163c ata
LCOMm.cn
211.143.23.13¢2
211.141.79.28

61.160.107.253

58.221.28.142

28,545,681

7.226.510

2,362,728

2,131.262

1,919,609

1,908,593

31.052

12,035

9.018

Excess_Clients,
Long_Ping, Mew_Host,
Pirng. Ping_Scan, Rejects,
TCP_Scan

Extess_Clients, TCP_Scan

TCP_Scan

Extess_Clients, TCP_Scan

UDP_Scan

UDP_Scan

UDP_Scan

Ping_Scan

MNew_Host, TCP_Scan

VMware-client, auth, bgp, dnstcp, finger,
ftp, h323, hp, http-alt, https, imap4,
ipp. isakmp, kerberos, ms-rpc, ncp,
netbios-ss, nntp, pop, pop3s, rsp,
samba-web, slp, smb, smtp, ssh, tacacs,
telnet, time, unix-rpc, whois, wins, 17 ftcp,
30/tcp, 199/ 1cp, 256 /tcp

icq. kazaa, mc—client, ms-rpc, rat, socks,
1032 /cp, 1034 ftcp, 1036 /tcp, 1042 /tcp

smb

UPRnP, bittorrent, dc+ +, finger, h323, htp,
ipp. irc, macromedia, ms-olap, ms-sms,
msn—im, mysgl, netmeeting, postgressql,
remote-desktop, rsync, smtp, vnc, wbem,
¥windows, 655 /tcp, 730/tcp, 1044 ftcp,
3339 /1cp

sql-server

sqgl-server

sql-server

6239 /tcp, 14433 /tcp, 18530 /tcp,
22627 /tcp

(AllIARAEESERAREEERARRAEARRAAEEEAI

Addr_Scanfudp
App_Fakejtcp
App_Fake judp
Bad_Flag_ACK
Bad_Flag_all
Bad_Flag_MNoFlg
Bad_Flag_Rsrvd
Bad_Flag_RST
Bad_Flag_SYM_FIN
Bad_Flag_URG
Bad_Flags
Frag:First_Too_Short
Frag:Packet_Too_Long
Frag:Sizes_Differ
Half_Open_aAttack
ICMP_Comm_Admin
ICMP_Dest_Host_Admin
ICMP_Dest_Host_lUnk
ICMP_Dest_MNet_Admin
ICMP_Dest_Met_Unk
ICMP_Flood
ICMP_Frag_Meeded
ICMP_Host_Precedence
ICMP_Host_Unreach
ICMP_Host_Unreach_TOS
ICMP_Met_Unreach
ICMP_Met_Unreach_TOS
ICMP_Fort_Unreach
ICMP_Precedence_Cutoff
ICMP_Proto_Unreach
ICMP_Src_Host_lsolated




Buayanusaunsa aBumxeHuUs BPeOOHOCHbIX dbansioB B CETU

« Kakue cucremsl 661111 MIHOULUMPOBAHBLI?
« K10 ObIN1 HPUUMpPOBAH?
« Korga 310 npousoLwwno?

« Kakon npouecc, ysen unm
nosib3oBaTtesib 6binT OTAPaBHOW TOYKON?

« [loyemy aTo npomsowno?
« Y710 ewie nponsowno?

« C KeM KOHTaKTMpoBars 3apaXeHHbIn
y3en?

Context Explorer  Connections »  Intrusions v  Files » Netwark File Trajectory ~ Hostsv  Usersv  Vulnerabilities v

Network File Trajectory for f02elbbl...3b483204

File SHA-256
File Names

File Type ) Seen On Breakdown

Time
Event Type File
1P Address 5%
SentTo = 0
File Name gcolloguially-mortgages pdf
Dispasition (& Malware
Action Malware Cloud Lookup
Application Protocel | HTTP
Client ] Web browser

Correlation v




YTo Takoe «ceTteBas TpaekTopusi»?

Overview IELEIEEN Policies Devices Objects | FireAMP @ Health System Helpv admin v

Context Explorer Connections v Intrusions » Files » Network File Trajectory Hosts v Users v Vulnerabilities » Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on [={ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on [Bf 10.4.10.183
File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Dispasition {3 Malware &/ Seen On Breakdown 2 senders — 3 receivers

Threat Score eee " High &)

Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10
10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events &) Transfer &) Block +) Create ) Move P) Execute Scan +) Retrospective Cu) Quarantine

Unknown  {) Malware  ( Custom Unavailable

Event Type Sending IP i File Name . Client

2013-12-06 10:57: Retrospectiv.

2013-12-06 17:40: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06: Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller. NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:10: Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:14: Retrospectiv...

2013-12-06 18:14: File Quaranti.. 10.5.11.8 WindowsMedialnstaller....

2013-12-06 18:17: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... . Malware Block Firefox
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Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on [={ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on Bf 10.

File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Dispasition {3 Malware &/ Seen On Breakdown 2 senders — 3 receivers

Threat Score High &3

Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10 1B:14

10.4.10.183 S £
10.5.11.8 : - &
10.3.4.51

10.5.60.66 Time 2013-12-06 17:40:28
Event Type File Sent
Events € Transfer IP Address !_1_;_- 10.4.10.183 frrmes o o
Dispositions Unknowr Sent Te Ej] !,E.E.!,!,.E HemsBeCTHbIM (bamn HaXO,D,MTCﬂ

_FIIa N-a-ma u{ufnagw;maiajngtal[ar.exg no |P-ap‘pecy: 1041 0183
- ‘ bt S OH 6bIn 3arpyskeH Yepes Firefox

2013-12-06 10:57: . Application Protocol
2013-12-06 17:40: 1 Client [ | Firefox ,

2013-12-06 18:06: Transier 1u.s.1L.e 1U.3.8.51 windowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6

iption
Malwa

fsMedialnstaller. Unkn Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6

2013-12-06 18:10: Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:14: Retrospectiv... Malwa...
2013-12-06 18:14: File Quaranti.. 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox
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Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on [={ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on [Bf 10.4.10.183
File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Dispasition {3 Malware &/ Seen On Breakdown 2 senders — 3 receivers

Threat Score

Trajectory

Dec 06,
2013

10:57 17:40 18:06
10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66
Time 2013-12-06 17:40:28
Events €. Transfer Event Type File Received ospecti

Dispositions Unknowr IP Address =i 10.5.11.8 . “ “
Bacsivad o 51 10820:080 B 10:57 HensBecCTHbI charin

Events -File N.a.rne WindowsMedialnstaller.exe C IP-aﬂpeca 1041 0 1 83 6b|ﬂ
e Pisposition - Unknown nepenaH Ha IP-agpec 10.5.11.8

2013-12- :57: Action Malware Cloud Lookup
2013-12- :40: Application Protocol [ | HTTP lowsedialnstaller. Unkn Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6

ition

2013-12- :06: Client [ ] Firefox lowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6

2013-12- 110: Iransrer 10.5.11.8 10.5.60.66 windowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
2013-12- 114 Retrospectiv... Malwa...
2013-12- 114 File Quaranti.. 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12- 117 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox
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Context Explorer Connections v Intrusions » Files » Network File Trajectory Hosts v Users v

Network File Trajectory for 0517f034...588e1374

File SHA-256
File Name
File Type
File Category

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

{3 Malware &/

oo High &

First Seen
Last Seen
Event Count
Seen On
Current Dispasition
Threat Score

Trajectory

Dec 06,
2013

10:57  17:40  18:06
10.4.10.183

10.5.11.8

10.3.4.51

10.5.60.66

Time

Event Type

IP Address
Received From
File Name

2013-12-06 18:06:03

File Received

= 10.3.4.51

mf 10.5.11.8
WindowsMedialnstaller.exe

Events Transfer

Dispositions

Orm

Unknown

Events

Time Event Ty

2013-12- Retrospe:

Disposition
Action

Application Protocol

Unknown

2013-12- Transfer

2013-12- Transfer

[] NetBIDOS-ssn (SMB)

2013-12- Transfer Unkn

2013-12- Retrospectiv... Malwa...

2013-12- File Quaranti.. 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12- Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa...

Vulnerabilities v

Seen On Breakdown

@ Health System Helpv admin v

Correlation » Custom v Search

2013-12-06 10:57:13 on [={ 10.4.10.183
2013-12-06 18:17:27 on Bf 10. 83
7

4 hosts

2 senders — 3 receivers

Cemb yacoB cnycTs ¢ann 6bin
nepenaH Yyepes 6usHec-
NPUNOXeHNe Ha TpeTbe
yctponcteo (10.3.4.51)

ri Dec 6
ri Dec 6

NetBIOS- Retrospective Event, Fri Dec 6

Malware Block Firefox




YTo Takoe «ceTteBas TpaekTopusi»?

Overview IEUEIEES Policies Devices Objects | FireAMP

Context Explorer Connections v Intrusions »

Network File Trajectory for 0517f034...588e1374

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

{3 Malware &

eee- High &

File SHA-256

File Name

File Type

File Category
Current Dispasition
Threat Score

Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10
10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66
Events

&) Transfer &) Block

L) Malware

Time

Event Type

IP Address
Received From

Dispositions Unknown

Events

Time Event Type

2013-12-06 10: Retrospectiv File Name

2013-12-06 17: Transter Disposition
Action

Application Protocol

2013-12-06 18: Transfer

2013-12-06 18: Transfer

2013-12-06 18: Retrospectiv...

2013-12-06 18: File Quaranti.. 10.5.11.8

2013-12-06 18: Transfer 10.4.10.183 10.5.11.8

Files » Network File Trajectory

Hosts v Users »

2013-12-06 18:10:03
File Received

= 10.5.60.66

=f 10.5.11.8

WindowsMedialnstaller.exe

Vulnerabilities v

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

Unknown

[] NetBIOS-ssn (SMB)

WindowsMedialnstaller....

WindowsMedialnstaller....

Malwa...

Malwa...

Correlation »

Malware Block

@ Health System Helpv admin v

Custom v Search

2013-12-06 10:57:13 on [={ 10.4.10.183
2013-12-06 18:17:27 on [Bf 10.4.10.183
7

4 hosts

2 senders — 3 receivers

Monuyaca cnycTta ¢ NOMOLLbIO
TOro e npunoxenunsa cdann ebin
CKOMMPOBaH eLle pa3s Ha
4YeTBEPTOE YCTPONCTBO
(10.5.60.66)

Firefox
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Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on [={ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on [Bf 10.4.10.183
File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Dispasition {3 Malware &/ Seen On Breakdown 2 senders — 3 receivers

Threat Score @eeC High &

Trajectory

Dec 06,
2013

10:57 17:40 18:06

10.4.10.183 G & £ " .
5@ @ € B Pewenne Cisco® Collective

o s05s gpe.: Time 20131206 18:14:10 Security Intelligence Cloud
Events @ Transter P mock  @crear  Eweant Type Retrospective Event OnlplEniElaENe), SRR ST d)avm
wipastions O tricown Lyravre Qo pyic oo ciion &3 Malware SBMAETCS BPEAOHOCHBIM. ans

cente Action BCEX YCTPOMNCTB ObINO

Time ot Typa | ganiog 1 HEMeANeHHO Co34aHo

PETPOCNEKTUBHOE CObbITNE

12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn a L HiTF FIrerox KETr0SpPectve EVent, Fri Uec o

12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
12-06 18:14:10 Retrospectiv... Malwa...
12-06 18:14:23 File Quaranti.. 10.5.11.8 WindowsMedialnstaller.... Malwa...

12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox
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0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Files » Network File Trajectory

File SHA-256
File Name
File Type
File Category Executables
Current Dispasition {3 Malware &/
Threat Score @eeC High &

Trajectory

Dec 06,
2013

10:57  17:40  18:06  18:10
10.4.10.183 Q &
10.5.11.8 S Q Q &
10.3.4.51 9 &
10.5.60.66 9 &
Time
Event Type
IP Address

File Name

Events €) Transfer &) Block ) Create

Dispositions Unknown QMa\warn ‘Z.Z.E'Clnan

Events

Time Event Type Sending IP

Disposition
Action

12-06 10:57:13 Retrospectiv.

12-06 17:40:28 Transfer 10.4.10.183

12-06 18:06:03 Transfer 10.5.11.8

12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66

12-06 18:14:10 Retrospectiv...

12-06 18:14:23 File Quaranti.. 10.5.11.8

12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8

Hosts v Users » Vulnerabilities v

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

2013-12-06 18:14:23
File Quarantined
Ef 10.5.11.8

WindowsMedialnstaller.exe

Correlation »

@ Health System Helpv admin v

Custom v Search

2013-12-06 10:57:13 on [={ 10.4.10.183
2013-12-06 18:17:27 on [Bf 10.4.10.183
7

4 hosts

2 senders — 3 receivers

ToTyac e yCTpONUCTBO

c AMP ansa Endpoints
cpearnpoBano Ha
peTpocnekTuBHoe cobbiTne
N HEMEAJSIEHHO OCTaHOBUIO

{3 Malware

WindowsMedialnstaller. Unkn
Malwa...
WindowsMedialnstaller.... Malwa...

WindowsMedialnstaller.... Malwa...

Malware Block

BIMO n nomectnno B kKapaHTUH
TONbKO YTO onpefeneHHoe
BpegoHocHoe N0

Firefox
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Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on [={ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on [Bf 10.4.10.183
File Type MSEXE Event Count 7

File Category Executables Seen On 4 hosts

Current Dispasition {3 Malware & Seen On Breakdown 2 senders — 3 receivers

Threat Score eoeC High &

Trajectory

Dec 06,
2013

10:57  17:40  18:06  18:10  18:14
10.4.10.183

10.5.11.8

10.3.4.51

10.5.60.66 & Time 2013-12-06 18:17:27 Uepes 8 yacos nocrne nepsomn
Event Type Fll Sent aTaku BpefoHocHoe MO
Events €) Transfer ) Block T) Create  (3) Move IP Address mj10.4.10.183
L vaware O Clean Custom Blocked Recipient m=f|10.5.11.8 NbITanocb nOBTOpHO
File Name WindowsMedialnstaller.exe npOHI/IKHyTb B CMCTeMy \-Iepe3
Events Disposition {J} Malware
T Event Type Sending IP Action Malware Block MCXO'D'HyI.O BXO'D'HyI.O TOqu,

2013-12-06 10:57: Retrospectiv Application Protocol [ | HTTP HO 6bIJ'IO paCI'IO3HaHO
2013-12-06 17:40: Transfer 10.4.10.183 Client [] Firefox H n 336J'IOKI/IDOBaHO

2013-12-06 18:06: Transfer 10.5.11.8 1U.3.8.31 WINUUWSMEUIE LTS LATIET unkrn NetBIOS- Retrospective Event, Fri Dec 6

Dispositions Unknown

2013-12-06 18:10: Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:14: Retrospectiv... Malwa...
2013-12-06 18:14: File Quaranti.. 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17: Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block Firefox
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[leTanbHbI aHann3 nNoao3puUTernbHbIX dannos

Behavioral Indicators

© Process Modified an Execulable File

© Process Created a File In the Windows Startup Foldar

A new fie was addad to the Windows StartlUp folder 1o ensure tha
Piease review the Disk Artifacts’ section in order to view edditiona

Process 10

15065221

0 Potential Codo Injoction Datocted

QO Dynamic DNS Domein Detected

© PE Has Sections Marked Execulable and Writsble

© Possible Fast Flux Domain Detected [Betal
comamsin DNS Traffic

QO P COFF Ham

0 PE Cptional B @ Query Type: A, Query Data: ale

© PEDOS Heady TTh = Timestamp: +101.195

Query ID

D PE COFF Hex Timestamp

Nameserver Records

Data

HTTP Traffic

© POST hittpoialexrpi.th.B0/solar!
Server IP; Server Port
O POST httpoifalexrpl.t.B0/solar/

Server IF: 3. Server Port

TCP/IP S

© POST hitp:iialexrpi.tk:B0/solar/

Sarver IF: 12

Registry Activity
© Created Keys

Created Key
SETTINGS! DEID

© Modified Keys
© Deleted Key Values

@ Filesystem Activity

Path
CADocu siAdministratoriLocal Sett
solar[1].htr
Cr\Documents and Sett
solar1].him

ngsiAdministratoriLocal Settings\ Te

Processes

© Name: 15e65a21af32dd3b5fe65dad80Tbe2e.exe
PID: 1100 Children: 1 File Actions: 3
© Name: Isass.exe

PID: 1600 Childran: 0

Process Name Isass. exe
Image Filename C ments an: 3
Analysis Reason Parent is being analyzed

File Actions: 3

Registry Actions: 2

Registry Actions: 0

(= Line  “C:\D and 5!
Children
New true

Artifacts

o Relation to Process

Esnachast fonmn mnnnnn

Files

ry Intarmet Filas\C

C:\Document: et rt Menu\FrogramsiStartupllsass exe

AUT:

gsiadministratoriLocal Settings! Ten

\Start Menu\F

Access List

ENUMERATE_SUB_KEYS , CREATE_SUB_KEY

Files Created: 3

FID

1148 (Exp

1148 (Explorer.E

1100 (15e65a21af32dd3

Files Read: 17 Files Medified: 5

Analysis Reason: Is target sample.

Analysis Reason: Parant is baing analyzed

Started At Tue Sep 30 2014 13:41:00 UTC
‘Current Directory Ctemp’.

Image Base Address

Process Graph

Parent: 1100

Window Title [= and
Shell Info

Desktop Info WinStad\Default

Option List
REG_OPTION_NOMN_VOLATILE

Files Deleted: 0

Action

Created

Craatad

Created
Read
Medified

pllsass.axe




He 3abbiBanTe Npo pasrpaHnyeHne gocTyna Ha YpoBHE

cetu

Monb3oBaTtenb Mpoune

Authorization Policy At A Glance

First Matched Rule Applies

Standard

Status Rule Mame

E Enabled Profiled Cisco IP Phones

E Enabled Game_Console

E Enabled Domain_Computer

B Enabled Employee-Wired

E Enabled Employee-Wireless

E Enabled Employee-iPAD

E Enabled Contractor-iPAD

B Enabled Guest-Wired

E Enabled Guest-Wireless
Disabled Default-Posture

Enabled Default

Apple-iPad

Android Apple-
iPad Apple-
iPhaone Apple-
iPod BlackBerry,

CTpOMCTBaA

Groups
co-IP-Phone

Game_Console-Registered

MecTononoxeHue Bpems

Other Conditions

MeTton poctyha

Permissions

Workstation

demo.local:Exter uy Ill=ers/Domain
Any Computers CERTIFICATH Subject Alternative
L adius: User-Name MATCHE
Any Employee_Wired P-:stLllV_C-: mpliant

Pasture_Complian

Posture_Compliant

Fosture_Compliant

Moaorth_America

MNorth_America

DEVICE:Device Type EQIUALS All Device
Posture_Compliant

DEVICE:Device Type EQUALS All Device
Pasture_Compliant

aTpuobyThI

Cisco_IP_Phones

Game_Console

AD_Login

Employee
Employee_Wireless

Employee_iFPAL

Contractor_iPAD

Guest

Guest_Wireless
CwWa_Posture_Remediation

Central_Web_Auth
35



5 npMHUMNOB OOHapYyXeHua HeobHapyXKMBaemMmoro

3awuTta nepmumeTpa u paboumx ctaHuUmM — 3TO
‘ BaXKHO!

370 HeobxoaMMO, HO y>Xe HeJoCTaTO4YHO

Bkntounte n aHanusupymnte NetFlow
‘ MonmuTe, YTO Y Bac 3HA4YUT HOpMaribHO

ObGHapy>xuBaviTe HeoOHapyxuBaemoe... 3apaHee

KoHTponupyute paguoacpup
MoHuTtopbTe Wi-Fi, 3G/4G

UaoeHTudmumpynte n npocdmnmpymnte yctpomcrea
B CEeTn

Bbl 0OMKHBI 3HATb, YTO Yy Bac B CETU MOXeT ObITb, @ YEro HeT

Ucnonb3ynte nnatcgopmbl Threat Intelligence

AHanwsmpyVlTe TO, YTO NponycKkaeTcA BCeMU cpencreamMmu 3aLliuUThbl

BugumocTtb PoKyc Ha yrposbl NMnatdopmbl



[ie Bbl MOXeETe y3HaTb bonbLue?

232 [lvwmTte Ha security-request@cisco.com

22  BbITb B Kypce Bcex nocneaHux HoBoCcTen Bam NMoMoryT:

f http://www.facebook.com/CiscoRu
’ http://twitter.com/CiscoRussia
http://www.youtube.com/CiscoRussiaMedia

m http://www.flickr.com/photos/CiscoRussia
http://vkontakte.ru/Cisco

’W http://blogs.cisco.ru/

! http://habrahabr.ru/company/cisco

in http://linkedin.com/groups/Cisco-Russia-3798428
http://slideshare.net/CiscoRu

Th https://plus.google.com/106603907471961036146/posts
http://www.cisco.ru/
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