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This presentation is intended to provide an overview of GDPR and is not a definitive statement of the law.



Providing clarity and consistency for the protection of
personal data

The personal privacy rights
(GDPR) imposes new

rules on organizations in the European duty for protecting data

Union (EU) and those that offer goods and

services to people in the EU, or that collect breach reporting

and analyze data tied to EU residents, no

matter where they are located.
penalties for non-compliance

Microsoft believes the GDPR is an important step forward for clarifying and enabling individual privacy rights



What are the key changes to addressthe GDPR?

A\l I\
7

Personal Controls and Transparent IT and training
privacy notifications policies
Individuals have the right to: Organizations will need to: Organizations are required Organizations will need to:
* Access their personal * Protect personal data using L% e Train privacy personnel &
data appropriate security * Provide clear notice of employee
e Correct errors in their * Notify authorities of data collection e Audit and update data
personal data personal data breaches e Qutline processing policies

e Employ a Data Protection
Define data retention Officer (if required)
and deletion policies

e Obtain appropriate consents
for processing data

* Erase their personal data 1 purposes and use cases
[

* Object to processing of
their personal data

~ » Create & manage
compliant vendor
contracts

* Keep records detailing data .
processing >

= ¢ Export personal data




Who's Who Under GDPR

Employer

Data Subject Processor

N

Determines Processes
purposes and personal data on
Natural person means of the behalf of the Suppliers with
whose personal processing of Controller access to
data is being personal data of personal data
processed the Data Subject through

Processor



Fxtraterritorial Jurisdiction

GDPR applies to processing of personal data either:

In the context of an “establishment” in the EU:
« An establishment can be a branch or subsidiary;
e Processing need not be in EU
e Minimal nexus can trigger application

In relation to either the (i) "offering of goods or services” to “data
subjects” in the EU, or (i) “monitoring” the behavior of data
subjects in the EU

« Can apply even if the entity has no presence in the EU;



In case of GDPR non-compliance:

Failure to comply with GDPR may result in fines applied EU
Commission

« 10 000 000 EUR or 2% of the total worldwide annual turnover of
the preceding financial year (whichever is higher)

e 20000 000 EUR or 4% of the total worldwide annual turnover of
the preceding financial year (whichever is higher)




O6bwuin PernamMeHT no 3aumTte
nepcoHanbHbIX AaHHbIX (GDPR)

(49) ObpaboTka NepCcoHanbHbIX AaHHBIX OPraHaMM rOCYAAPCTBEHHOM BNACTH, LIEHTPaMM
PEearnMpoOBaHMA Ha KOMMbIOTEPHbIE Ype3BblvanHbie npouncectsnd (CERTS), LeHTpamu
DEearvpoBaHMA Ha MHUMAEHTbI, CBA3AHHbIE C KOMMbOTEPHOM He3onacHOoCTbrO (CSIRTS),
MOCTaBLLUMKAMMW CEeTEN INEKTPOHHBLIX KOMMYHMKALMM 1 YCAYT, a TakXke NOCTaBLLUMKaMM
TEXHONOTUM W YCAYr NO 0becneyeHno 6e30MacHOCTN ABNAETCA 3aKOHHbBIM MHTEPECOM
COOTBETCTBYHOLLErO KOHTPONEPA AAHHbIX B TOW MEPE, B KakOM OHa Heobxoanma U
COpa3MepHa a uenam obecneyeHna ceteBou 1 MHGOPMALMOHHOW 6€30MacHOCTY, TO
eCTb CMOCOBHOCTU CETU UMM MHDOPMALIMOHHOW CUCTEMbI MPOTUBOCTOATL, Ha 3a4aHHOM
YOOBHE LOCTOBEPHOCTH, CIyYaHbIM COBBITUAM, HE3AKOHHBIM UM MPEeAHAMEDPEHHbBIM
AENCTBMAM, KOTOPbIE KOMMPOMETUPYHOT AOCTYMHOCTb, MOAJMHHOCTL, LIeNOCTHOCTL M
KOHPUAEHUMANBHOCTE COXPAHEHHbIX UM MepeiaHHbIX NepCoHaNbHbIX JaHHbIX, a TakXe
6€30MacHOCTb COOTBETCTBYROLLMX YCYT, MEePeLaHHbIX Yepes yKasaHHbIe CeTM M
CUCTEMbI. TaKOW 3aKOHHbIN MHTEPEC MOXET BK/IKOYATh B CEOH, K MPUMEpY,
NpeLoTBpaLLleHmne HeCaHKUMOHMPOBAHHOTO AOCTYMa K CETAM 3NEKTPOHHbIX
KOMMYHWKaLMW 1 pacnipOoCTpaHeHne BpesoHOCHOTO KOAa, a TakxXe NpeceyeHme CeTeBbIx
aTak 1 yrpo3 A8 KOMMbHOTEPHbLIX M 3NEKTPOHHbBIX CMCTEM CBA3MN.



O6bwuin PernamMeHT no 3aumTte
nepcoHanbHbIX AaHHbIX (GDPR)

(83) [na Toro utobbl obecneymtb 6€30MacHOCTb M MPEeA0TBPATUTL 0OPabOTKY B
HapylleHme HacTodAulero PernamMenTa, KOHTPOMED Man 0BpaboTUmK AOKHbI
OLIEHWTb PUCKM, CBA3AHHbIE C 0BPaAbOTKOM, M UCMOIb30BATb MEPbI MO CHUXEHWHO
3TVX PUCKOB, TakMe Kak KpunTorpadurueckad 3auimTa. Takme Mepbl A0KHbI
obecneynTb COOTBETCTBYHOLLIMI YPOBEHDb 3aLLUMTbI, B TOM YMCNE
KOHOUAEHUMANBHOCTH, MPUHKMMAA BO BHUMAHME YPOBEHb PA3BUTUA TEXHUKN U
DACXOA0B Ha MPUMEHEHME B OTHOLLIEHWM PUCKOB, a TakXe Xapakrep
NnoAnexXallyx 3almTe nepCcoHa bHbIX AaHHbIX. [1pKr oueHKe prcka An4 3alTbl
AAHHbIX HEODXOAMMO YAEANTE BHUMAHWE PUCKAM, UMEOLLMM MECTO Mpu
0bpaboTke MePCOHaNbHbIX AaHHbIX, HAaNPUMEP, CayYarHOMY MK HE3GKOHHOMY
YHUUTOXEHMHO, NOTEPE, M3MEHEHWHO, HECAHKLIMOHMPOBAHHOMY PACKPbLITUIO MM
HECaHKLMOHMPOBAHHOMY AOCTYMY K MepecoHabHbIM AaHHbIM, COXPaHEHHbIM
MM VHBbIM 0Bpa3omM 0bpabaTtbiBaeMbIM AaHHbIM, KOTOPbIE MOTYT MPUBECTU K
GM3NYECKOMY, MaTePMAIbHbIM WM HEMATEPWAbHBIM MOTEPAM.



O6bwuin PernamMeHT no 3aumTte
nepcoHanbHbIX AaHHbIX (GDPR)

(85) YTeuka nepCcoHanbHbIX AaHHbIX, €CIM OHa HaAaexXallyM 0b6pa3oM 1 CBOEBPEMEHHO
He Dblia YCTPaHEHA, MOXET NPUBECTU K GU3UYECKOMY, MATEPUATIbHOMY WK
HeMaTepuanbHOMYy YUEPOY A8 GUINUECKUX L, TaKUM Kak yTpaTta KOHTPOA Haj
NepCoHaNbHbIMM AAHHBIMW MW OTPAHMYEHKE MX MPaB, AUCKPUMUHALMA, Kpaxa
MAEHTUOUKALUMOHHbBIX AaHHbIX MK MOLLIEHHUYECTBO C NEPCOHaIbHBIMWU JAaHHbIMY,
GUHAHCOBbIE MOTEPU, HECAHKLIMOHMPOBAHHbBIW OTKa3 OT MNCEBAOHUMM3aLNK, yLLepb
pernyTaumm, HapyLeHne KOHOUAEHLMAaAbHOCTY NepCOHaNbHbIX AAaHHbLIX, 3aLUMLLEHHbIX
NPOMECCNOHaIbHOM TaHOW, UK NHOObIE UHblE CYLLIECTBEHHbIE SKOHOMMUYECKME NN
couManbHble NoTepKn ANd COOTBETCTBYHOLLNX GU3NYUECKMX nL,. [103TOMY, KaK TOJIbKO
KOHTPONIEPY CTAaHET M3BECTHO OO yTeUKe NepCOHaNbHbIX AaHHbBIX, KOHTPONED AOIKEH
He3aMeAINTENIBHO YBEAOMUTL OO yTeuke NepcoHabHbIX AaHHbIX HaA30PHbIM OpraH, be3
HeonpaBAaHHOW 3a1ePXKM W, KOra 3T0 BO3MOXHO, He NO34Hee Yem yepes /2 Yaca
MOC/E TOrO, Kak emy CTafo U3BECTHO OO 3TOM, 3@ MCKNKOUEHMEM C/TYYaeB, KOraa
KOHTPONEP MOXET Z0Ka3aTb B COOTBETCTBUM C MPUHLMNMOM NMOAOTHYETHOCTU, UTO yTeuKa
MepPCOHabHbIX AaHHbIX e4Ba M OO6EPHETCA pUCKaMK A8 NMPaB 1 CBOHOLA PU3NUECKMX
anL,. Eciv Takoe yBeOMEHWE HE MOXET ObITh CAENaHO B TeUEHMe /2 4acOoB, MPUYMHBI
3a/1ePXKM JOMIXKHbBI ObITh YKa3aHbl B YBEAOMIEHWM, a MHOOPMALIMA MOXET
MPeAOCTaBAATLCA MO3TANHO 63 HeONpPaBAAHHOM AabHEMLLEN 3a4EPXKM.



Preparing for the GDPR

GDPR

Compliance

Simplify your Uncover risk &
privacy journey take action
Elevate your privacy practices Use our solutions to expose areas of risk
with our cloud and respond with agility and confidence

Leverage guidance
from experts
Use our partner network to help you meet

your privacy, security, and compliance
goals
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[Noaxoa MankpocodT kK 6e30onacHOCTH

SAWLNTA

BCEX KOHEYHbIX TOYEK — OT
NAaTYMKOB [0 LLeHTpa
06paboTKN AaHHbIX

OBHAPYXEHWE

Ha OCHOBE LeneBblX COObITUMN,
KOHTPO/S NOBEeAEHMUA U
MaWWUHHOTFO 0byyeHUsn

HALJ HOBbIW
noaxon K

BE3OMACHOCTHU

PEATMPOBAHWE

ANnsa 6bICTPOro nepexona
OT OOHApPYXEHUA K AENCTBUIO



YHNKaNbHOCTb NOAIOXKEHMA MankpocoPT Ha PbIHKE

g

bonee 1 wH
KOMMbHOTEPOB
KopropaLym Maiikpocodr

.

1,2 wipzycTpoiicTs
cWindows,
OTTPABNAKOLLIMX OTHETDI

BkeaHeBHbI aHam3 1 MaH
¢dainos

=

11 m/H KopnopaTMBHbIX
KOMMbIOTEPOB,
OTTNPABAIOLLYX OTYETb

2,5 TP/H nHaeKenpyembix URL-
aapecos 1 600 MIH 3aNpocoB

penyTaLym
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OyHKUMM 6e30onacHocT Windows 7

BitLocker Admin
and Monitoring

TexHonorusa BitLocker

LLeHTp 06HOBNEHMA
Windows

[loBepeHHbIN BpaHamaysp Windows
nnatPOpPMEHHbIN
BitLocker to Go

moaynb (TPM) TexHonormsa SmartScreen

O6Hapy>keHue HapyLue-

3awmTa yCcTpomncTs 3almTa oT yrpos 3au.:,m;a:-|¥|:lexmblx 3awmra AaHHbIX HuA 6e3onacHOCTK:
. paccnegoBaHue
N pearmpoBaHue
[0 ATAKA MOCJIE ATAKU
> >




Windows 10: 6e30nacHOCTb Ha COBPEMEHHbIX YCTPOUCTBaX

besonacHocCTb Ha OCHOBe
BUpPTyanansaumm

LLndpoBaHme ycTponcrea
YnpaBneHue
6e30MacHOCTbHO?

BitLocker Admin YcnoBHbIN gocTyn
and Monitoring

be3sonacHas 3arpy3ka UEFI Device Guard
Windows Defender Credential Guard
Application Guard
Ana Microsoft Edge

[loBepeHHbIN BpaHamaysp Windows
nnatPOpPMEHHbIN
moayab (TPM)

LleHTp o6HOBAEHUA
Windows

TexHonorusa BitLocker
BitLocker to Go

5

O6Hapy>keHue HapyLue-
3awuTa yCTpoiicTB 3awuTa ot yrpo3 3almTa yueTHbIx 3alWmTa AaHHbIX HuA GesonachocTu:
AaHHbIX paccnepoBaHue
N pearvpoBaHue
[0 ATAKMU MOC/E ATAKU

TexHonorna SmartScreen




Advanced Threat Protection
B 3auumtHmke Windows




Advanced Threat Protection B 3atuutHmnke Windows

nomoraetT KopnopatTuBHbiM K/INEHTaM 06Hapy)KMBaTb CNOXHbIE€ aTdKN U
YA3IBUMOCTU AAdHHDbLIX U UCNPaBAATb UX NOcCneancTteuUA

i & 2

[JnHaMmunyecKme AaTumnKm O6nayHas aHaAUTUKA LleHHOCTb AaHHbIX Bbille
N CpeacTBa BeZleHUA }KYPHa/IoB C MalMHHbIM 06yueHnem 6narogaps coobuwecTsy HalLNX
Ha CTOPOHE KAUEeHTa, obpabaTbiBaeT AaHHbIE «OXOTHUKOB Ha yrpo3bi»
perucTpupylolLne nosegeHue c camoro 60nbLWoro yncna N UccnepoBaTenei,
Ha KOHEYHbIX TOUKax, paboTtatoT NaTYMKOB B MUpe a TaK)Ke aHa/IMTUKe Yrpos3

COBMECTHO C UMeLWMMUNCA
TEXHONOTNAMU ANA 3alLNTHI
KOHEYHbIX TOYEK

BcTpoeHo B == Windows10



Windows Defender

Advanced Threat Protection

BoisBndeT n ycTpaHsaeT nepesoBble kKnbep-ataku

BctpoeH B Windows 10 Ny Fp-
He TpebyeT AOMNOAHUTENBLHOTO Pa3BepPThbiBaHWSA Ny - O - ST
Bceraa o6HOBAEH, CHUXKAET 3aTpaThbl ' i b e

MoBegeHUeCKMN aHaIn3, MalMHHOe obyyeHue
CurHanbl NO N3BECTHbIM U HEVU3BECTHbIM yrposam
PaboTa ¢ TEKYLLNMU N NCTOPNYECKMMUN AaHHBIMW

~r [k

.......

bonblie BpeMeHU ana paccnesoBaHuA
Jlerko noHATb MacwTabbl HapyweHunn. JaHHble cobupaeTcs ¢
koHeuHbIx K. Fnybokunn aHanns pavnos n URL.

(-

YHukanbHaa 6a3a 3HaHUN Knbep-yrpos

.|||||‘| UcocTtaBneHne npoduia ataku € y4eTOM AaHHbIX M3 MHOXEeCTBa
NCTOYHUKOB. VIcnoab3oBaHMe Kak CO6CTB€HHbIX, TaK N AaHHbIX OT
NnapTHEPOB




Ob6na4yHada 3alWmTa: paclumpaemas cucrtema
KnaccuPuKkaLmm N pearmpoBaHmA B peasbHOM BpeMeH!




Demo screens

am Windows



EMAIL NOTIFICATION

Windows SECUI’ity Center Preferences setup Analyst@WDATPContoso.onmicrosoft.com !
>
Preferences setup
®
General 0 Get email notifications for new alerts on Windows Defender ATP
o Advanced features
=l Email notifications Choose alert severity to be notified on:
@ B High
B Medium
y [ Low
© Email recipients to notify on new alerts:
| ©
Analyst3@company.com @]
Analyst2@company.com @]
Analyst1@company.com @

Send test email Test email was sent to the recipients




MACHINE LEVEL RESPONSE

Windows Security Center | Machine L @ @& 7 | Analyst@WDATPContoso.onmicrosoft.com @

> Machines view > ericlaptop

Machines view > ericlaptop

® £ ericlaptop ine Reporting

Domain: northamerica.corp.mig
0S: Windows10 64-bit

2 ericlaptop

y= Most frequent user: 2 northa
Logged on users count: & 1 "
Actions v
3 3 days ago
2 Collect investigation package |(com

©) Alerts related to this .E!.

Isolate machine ersciple

08.26.2016 |
03:25:04

Action Center

08.26.2016 |
03:24:07

Machine timeline

< Older

BE Export CSV

Filter by events: All - account: A

Alerts related to this machine

11.03.2016

08.26.2016 |

A suspicious Powershell commandline was found on t
03:25:04




FILE LEVEL RESPONSE

Windows Security Center | File Analyst@WDATPContoso.onmicrosoft.com
> Search results > File

® File worldwide T
= [ Sha1: ffb1d8ea ction Prevalence worldwide
a

erprme—— [3 Sha1l: ffb1d8ea3039d3d5eb7196d
@ Sha256: eaef901b31b5835 1 4 2 k

Size: 20.0 KB \ Virus Total .
£33 Signer: unsigned Actiﬂns N/ :

I : unk

EOF R r AV detection: First seen: 4 years ago
@ Last seen: 7 hours ago

Kill and guarantine 7fc89caab04

: )75302f94fee27288ce4
Deep analysis Block file

Deep analysis request &

53 Deep analysis summary » ®
Action Center
Alerts related to this >
11062016 A port Low Suspicious Activity New
06:46:30
1032016 A port Low Suspicious Activity New
00:29:49
:;:gijzm I A port scanning tool was detected besb Low Suspicious Activity New
:\:i::igm [ A port scanning tool was detected col-dpm-16 Low Suspicious Activity R



ENHANCED ALERTS VISUALIZATION

Windows Secu I'Ity Center Alert - £33 2 Analyst@WDATPContoso.onmicrosoft.com @

> ericlaptop > A suspicious Powershell commandline was found on the machine

Of A suspicious Powershell commandline was found on the machine

— D) 16 09:34:17 [ 72d Medium Suspicious Activity & ericlaptop | R northamerica/ersciple
Alert process tree Recommended actions New
t be used gsina 1 C ing tha D £Chall H s

g Db

T B¢ wmipvseexe Jy attacker| |ncident Graph S0 acis
| usually|
& B- @ mshta.exe " Chmg th Alert contest Alert evidence Evidence was also observed on these machines for the first ime (3]
\
@ O B- @O powershell.exe )
| E o cont-allenmenL A Requires attention
@ B @ regsvr32.exe \coding E a
cont-lzbea o % salaries.docx 04:05:12 | 07.26.2016
[8. 365010.Ink o ,Q\ > [ powershell command  12:35:3407.212016
regsvr3Z.exe created file 365070.Ink
—[3 365011Ink s
regsvr32.exe created file 365017 1.Ink + ‘u"l volandawil O At risk
il E—@ abc.exe ‘ Yy = a
aries.docy * Uy i 032101 | 07262016
o & powershell comman 12:35:34 | 07.21.2076
Incident Graph &
@ Install.exe o O cont-summarfros A Requires attention

04:04:02 | 07252016

¢
g ericlaptop

: °
powershell.exe
ran command




SER ENTITY

Windows SE.‘CUI"ity Center Machine o g Analyst@WDATPContoso.onmicrosoft.com

£ Logged on users (ast 30 days)

3

Most frequent: B northamerica/ersciple
Least frequent: A northamerica/lilzbean

R Logged on users (30 days)

User Last observed - First observed

R northamerica/ersc ple (primary) 11.03.2016 | 19:48:56 03.20.2016 | 23:59:59

o)

? Analyst@WDATPContoso.onmicrosoft.com | ,Q.

&8

Windows Security Center | User

ericlaptop > A suspicious Powershell commandline was found on the machine > northamerica/ersciple

i Filter by: 30 days
o northamerica/ersciple Prevalence: machines ilter by: 30 day

Most frequent machine: B ericlaptop 2

First seen: 6 months ago
Last seen: 10 minutes ago

Alerts related to this user

08.26.2016 s o
e ! | A suspicious Powershell commandline was found on the machine B ericlaptop Medium Suspicious Activity New
g:i:;: ¢l | A suspicious Powershell commandline was found on the machine H ericlaptop Medium Suspicious Activity New

Observed in organization

09.202016
9

| I I I 1 1
Apr 2015 May 2016 Jun 2016 Jul 2016 Aug 2016 Today

Machine User last observed User first observed Total observed users Most frequent user

2 ericlaptop 11.03.2016 | 14:20:34 06.10.2016 | 19:03:15 1 8 northamerica/ersciple




HEALTH REPORTING

alyst@WDATPContoso.onm

Filter by: 30 days All health states ~  All Malware Categories

Last Seen Internal IP Health state Active Alerts v Active Malware
Detections
10.19.2016 08:38:58 192.168.1.8 Le I 3 I 6 9 0
10.19.2016 10:31:37 10.190.98.173 Le I 2 I o 0 0
Partial reporting, Machine tampering |
10.02.2016 01:07:07 192.168.0.9 L Partial reporting, M... I 2 I [ ] 0
10.19.2016 08:13:04 10.171.47.44 Le I 1 I 0o 0 [}
08.13.20176 06:03:51 172.25.152.25 L Partial reporting, M... I 1 IO 0 0
08.18.2016 04:20:28 10.121.92.131 L Inactive I 1 I [ ] 0
09.16.2016 21:30:33 10.81.229.213 L Inactive I 1 I 0o 0 0
09.29.2016 06:40:06 10.93.152.139 L2 Inactive I 1 I 0o 0 0
10.19.2016 06:23:50 192.168.1.47 Lo I 1 I [ ] 0
10.16.2016 16:05:19 192.168.7.27 Le I 1 I 0o 0 0
10.18.2016 15:06:13 192.168.0.6 Le I 0 I 73 10 0
10.19.2016 10:10:59 172.18.58.47 Lo I 0 I 38 0 0
10.19.2016 10:31:02 10.172.145.32 Le I 0 I 29 |0 [}
10.19.2016 09:20:22 10.172.88.77 Lg I 0 I 25 10 0
09.27.2016 21:52:39 10.176.107.31 L Inactive I 0 I 19 Jo 0
10.19.2016 05:57:31 10.172.118.86 Le I 0 I 18 |0 0
(-



MocTosiHHO pencTBytOLLNE
nosegeHYecKne AaTunkm
Ha KOHeYHbIX TOYKax

C6op aKcnepTHO-
aHA/IMTUYECKMX AAHHbIX

NcnpaBneHune

KoHconb onepaumi
H6e3onacHoCTM

‘ WNccnepoBaHune

‘ OnoBeLeHus

‘ PearnpoBaHue

N

SIEM /
LLleHTpa/bHbIN
nHTEepdenc

AHannTuka
6e3o0nacHoOCTU

MoBeneHYeCKnii cnoBapb
MHAMKATOPOB aTakK

l;‘-ﬂo N3BecCTHble BpeaOHOCHbIE ‘
=

nencTeums

‘ HewnssecTHble ‘

JdeTtoHauua ¢anos n URL-agpecos

L S ———

NMonb3oBaTeNnbCKUM KANeHT Azure

@ AHannNTVKa OT «OXOTHMKOB Ha Yrpo3bl»
Mawnkpocodt

I

+

«OXOTHUKW Ha APT-yrpo3bi»
éz Windows, otaen no 6opbbe

c knbepyrposamm MCS

AHanvTtuka yrpos ot napTHepoB

t

Habop peweHni
MawnkpocodT
Ana obHapy>keHus
yrpos

2@ Windows10

] Office 365

%
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BpenoHocHoe 10 B AencTsmnm

KoMbuHaumsa MalMHHOro
0byYeHNA 1 MPaBU
nccneaoBaTenen AN 3alTbl
Npv NepBOW BCTpeYe

Ha nocneayrolimx satanax
BK/IFOYaETCA aBTOMaTM3aLmA

3aBUCUT OT HaIM4YnNA o6pa3|_|,a)

¥ MpaBwna Ha OCHOBE MAWKWHHOro 0GYYEHHA
I MpaBwna Ha OCHOBE MAWKWHHOro 0GYYEHHA
[ IBpWCTHKE MCCNELOBATENEM

B ABTOMATHMIALMA

B PelwEHWA WCCNEqOBATENEH

v
HIIHI|‘||””JJH‘;I|111.II;.{f[f

ilf

BblCOKONPUOPUTETHbIE
YrpO3bl aHaIM3MPYHOTCA

+ IBPUCTHKKN NCCNE0BaTeNeH

nccnea0BaTeNAMM
BPYYHYHO

TpaauMoHHOe NpeaoCTaBAEHNE
CUrHaTyp 1 obHapyxeHmne

CKkopocTb 610KMPOBKM




Noxasarenwm
AaHTUBUPYCHOM 3alUUTDbI

am Windows



Maiikpocodr

3awyruk Windows
B HosBpe 1 gexabpe 2015 roga Mt HenpepbIBHO oueHuBan 20 4oMaLLIHWX BEPCUIA NPOAYKTOB
He30MacHOCTI Ha CTaHAAPTHLIX HacTpolikax. Mbl BCerga UCnonL30Bank Camble akTyansHble
13 0BLLEAOCTYMNHBIX BEPCMIA Bcex NpoayKTos. OHW MOrIM 0BHOBAATLCA B to6oe BpemMA

e Y1 0BpallaThea K cBOM 0baa4HbIM cepencam. Mbl MCronb3oBan peanncTidHbIe CLeHapmn
TECTKPOBaHWR, NPeAnaras CnpaByTLCA C peanbHbIMK YTpo3ami. MpoayKTb! 40/KHb! Bblk
NPOAEMOHCTPMPORETE CBOM BOBMONHOCTH, MCMO/L3YA BCE KOMMOHEHTI 11 YPOBHU 3aLLMTHI,

OueHkun 3awmTel MaiikpocodT

B cpennen
Hontps Hexabps o oTpack

3awuwra ot atak BpegoHocHoro MO HyneBoro gHs, BKAOYas yrpossl B MHTepHete
M 3/EKTPOHHOM NoyTe (TECTMPOBaHME B peankHbIX YCI0BUAX) 97,5 % 90,0% 97,1%

140 ucronb3oBaHHbIX 0bpasLos

O6Hapy eHUe LUMPOKO PacrpocTpaHeHHbIX M NpeobafalolMX BpeloHOCHbIX
nporpamm, HalAeHHbIX 3a nocnegHne 4 Hegenw (Habop obpasuos AV-TEST) 99,6 %, 99,6 %

& 0 aa MCHO LI0BAHHBIX G0 DS ol
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Microsoft's Antivirus Scores Soar
BY NEIL |. RUBENKING SEPTEMBER 28. 2015 » 22 COMMENTS

In the fatest round of testing by German antivirus lab AV-Test, the general score trend was dowmvard. Microsoft proved
the exception, with a huge increase in score and ranking.
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HacTpoeHnAa MeHAoTCA.

Mybnnkaumm:

NMoka3aTtenu aHTusmupyca MavikpocodT B3netrenm sBeepx
(Microsoft's Antivirus Scores Soar)

MaiikpocodT c 6areckom npoLuna Tect aHTUBUPYCOB
(Microsoft Aces Antivirus Test)

MaikpocodT 60sbLIe Heb3Aa Ha3BaTb 1IErKOU A06bIYEen ANA XaKkepoB
(Microsoft Sheds Reputation as an Easy Mark for Hackers)

Noka3aHo: aHTusupyc 3awmutTHMK Windows ot MaukpocodT ctan
HaMHOro ayywe

Microsoft Aces Antivirus Test

Dennis Labs b

* [lybauyHele 3aaeneHus Dennis Technology Labs

* WcnpaBneHua paboTaloT: perynapHan yCTaHOBKa
obHoBneHnn Windows 3HauMTe/IbHO NOBbILLAET YPOBEHb
3alKNTbI. ﬂpO,D,yKT MaﬁKPOCOd)T NA 3aWKnTbl Microsoft Sheds Reputation as an Easy Mark for
oT BpegoHocHoro MO semecte c o6HoBAeHMamU Windows flackers
obecneunsaloT 3aLMUTY HA YPOBHE 99 NPOLEHTOB.
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® n oNnb30BaTeiun M icrosoft Secu rity Esse ntia I S’ Ho s nocneHvie oAbl MaﬁKpU'ﬁépT BB;ﬂaCb 33 YM: ﬁiﬂaﬁmb BMEYATIUTL Aaxe
TAKOO rypy Be30NacHOCT, kak Mukko XunnoseHa (Mikko Hypponen), seayuiero
VCTa HOBUBLINE HA MOMEHT TECTU po BaHWUA BCE wecheaosatens F-Secure, drHCKOM KOMNaHWA — 3kCnepTa no 6e30r|&;cr—|ocm,
obHoBNEeHUA u ucn Ea B/AIeHUA, NONYy4aloT ypoOBEHb MPESKAE OH CKEMTAYECKY OTHOCUACA K NOMbITKaM MabikpocodT yTeepanTsea
3allunThl, CrMocobHbIN nocnopuTb C 1Iy4lWMMHMN NNAaTHbIMU 8 370 chepe.

AaHTUBUPYCaMM. «OHW B511 NOCNEAHUMY, 8 CTANM NYULLIMMIA, — CKa3aN I-H XMINOHEH.



http://www.pcmag.com/article2/0,2817,2492125,00.asp
http://mobile.pcmag.com/news/61235-microsoft-aces-antivirus-test
http://mobile.nytimes.com/2015/11/18/technology/microsoft-once-infested-with-security-flaws-does-an-about-face.html
http://www.pcworld.com/article/3025889/windows/tested-microsofts-windows-defender-antivirus-is-less-awful-than-it-used-to-be.html#tk.rss_security

J

. Windows For business Learn v Try Buy Deploy Get help v Stay connected

Windows Defender Advanced Threat
Protecﬂon (A1P)

Protectlng. our gn;erprlse wstomers has never been more challenging. Sechﬁty threats are mcreasmgly brazen and highly sophisticated. A
new, Wi‘ﬁaows 10 sﬁw%&@} helps our customers to detect, investigate and respond to targeted and advanced attacks.on their network
ad ‘:- - (‘ - 5 . # o . : J = - . -

I_‘?START;RW'? | 7. Jal TR T o W e, s, " .‘3.: -
e ' % . T . _.'._..,

". ‘s "b- ,'- < ; .

[onpobyitte GecnaatHo @ https [/aka ms/wdatp

TechNet - https://aka.ms/technet-wdatp

] CONTACT ME



PaxmeT!

YnaH KAPAXNTTOB
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