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Bpenonocnoe 110 62.1% 69.4%
He aBTopu3oBaHHBIN 10CTYII 42.5% 51.2%
VTeuka qaHHBIX 38.5% 43.4%
ATP unu MHOTOCTYIIEHYATas aTaka 33.3% 35.7%
I m bornee VYTeuka yepes coTpyIHUKA 28.2% 25.2%

WUHIOUIEHTOB

- Araka Ha 0TKa3 B 00CITy’)KHBaHUU 27.6% 21.7%

3 HecaHKImoHUpPOBAaHHOE MTOBHIIIICHUE 21.3% 21.7%
. IpUBUICTHH

. Ataka Ha OTKa3 B 00CITy>KMBaHUU JIs 15.5% 11.2%

OTBJICUYCHHSI BHUMAaHUA

_ . Araka HalpaBJICHHAs HA 14.9% 14.0%
. HaHeceHwWe NpsMoro yuiepoa
| JIpyrue 1.7% 5.4%
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Heckonbko Mecsnes
HewusBecTHO / 3aTpyIHUINCH OTBETUTH 2.2% /

7.09% ____— Heckonbko Henenb

I[Toutn MOMEHTAJIBHO =

8.19% 19.08 %

B TeyeHnn cunTaHbIX 4acoOB__ 14.19 %

28.67 %

\ Heckonbko nHei

20.58 %
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** Kaspersky Security Bulletin 2016
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Ransom In Big Scale
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Ransom In Blg Scale
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llopsioka 600 cmanyuu u cepsepos nocmpaoao 8
MmecmHoMm unuane

Oxono 8000 no écemy mupy

llapanuzosana paboma Komnanuu
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o 3auugposanvl 0OKyMeHmbl, 0A3bl
OAHHBIX, Pe3epPBHble KONUU

D07-TRY-READ-ME-TO-DEC.htmil
D08-TRY-READ-ME-TO-DEC.htmil
009-TRY-READ-ME-TO-DEC. html

O PacmupeHUﬂ ¢aﬁﬂ06 UBMECHEHO HO adib orlite - 25-2-12.pst.weareyourfriends

BATL Printing Job.pdf.weareyourfriends

.WearyO U rfr i e n dS booking form.pdf.weareyourfriends

CONTACT.CSV.weareyourfriends

o Ilocmpadanu éce 8KitouUeHHbIE HOUBIO e
cepsepwl u pabouue cmanyuu
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o 23/01/2017 06:15:44 Blocked by Access Protection rule NT AUTHORITY\SYSTEM
C:\WINDOWS\SYSTEM32\CADIKOMIN2.EXE  C:\Program Files (x86)\Common
Files\McAfee\Engine\signlic.txt.weareyourfriends Common Standard Protection:Prevent
modification of McAfee Scan Engine files and settings Action blocked : Create

o 23/01/2017 06:15:44 Blocked by Access Protection rule NT AUTHORITY\SYSTEM
C:\WINDOWS\SYSTEM32\CADIKOMIN2.EXE  C:\Program Files (x86)\COMMON
FILES\McAfee\Engine\x64\signlic.txt Common Standard Protection:Prevent modification of
McAfee Scan Engine files and settings Action blocked : Write



O—va » Computer » Local Disk (C:) » WINDOWS » SYSTEM32 » v|«;,|

[ Search svsTEM32

Organize Open » Burn

New folder

ﬂ' Favorites hame

M Desktop cadikominZ.exe

l]. Downloads

Date modified
19/01/2017 23:53
14/07/2009 04:38

"l Recent Places

Libraries
Documents
J Music
[&5] Pictures
B videos

14| Computer
£, Local Disk (C3)
e ALS22A1 (E)
% My Documents (\\loc

f! Network

cadikomin2 exe Date
Application

@ lE @ E L EE @ EEEE @ E

General | Compatibilty | Securty | Details | Previous Versions |

Type
Application

Application

cadikomin2 exe

Type of file:
Description:

Application (exe)

noproblem

Location:
Size:

Size on disk:

CAWINDOWS\SYSTEM32
52.0 KB (53,248 bytes)
52.0 KB (53.248 bytes)

Created:
Modified
Accessed

Today 2017 1¥127 237 hours ago
2017 19 wnn o, 23:53:10

Today 2017 1¥127 237 hours ago

Read-only Hidden

[ Advanced.. |

52KB
897 KB
255 KB
S3KB
25KB
462 KB
S5KB
513 KB
9 KB
1317KB
1KB
5KB
101 KB
141 KB
1107 KB
54 KB
410 KB
453 KB

gl cadike

il Indicators (2/7)

-9 Virustotal (wait.)
.0 DOS Stub (64 bytes)
[ DOS Header (64 bytes)
#ull File Header (20 bytes)
-0 Optional Header (224 byte
-0 Directories (5/15)
[0 Sections (3)

-0 Imported libraries (1)
.0 Imported symbols (1)
0 Exported symbols (0)
-0 Exceptions (0)

.. 0 Thread Storage (n/a)
-0 Relocations (2)

4 Resources (2)

abe Strings (40/474)

gk Debug (n/a)

H Manifest (invoker)
~-{ta] Version (1/15)

E Certificates (0)

] Overlay (n/a)

Property

Signature

Machine
NumberOfSections
TimeDateStamp
PointerToSymbolTable
NumberQfSymbols
sizeQfOptionalHeader
32bit Processor
Relocation stripped
Large Address Aware

The file should be run enly on a uniprocessor computer

System Image
Dynamic-link library
Executable

Debug information stripped

If on & removable media, copy and run from the swap
If on a Netwark, copy and run from the swap

Value

(00004550
Intel
3

0x58813544 (Thu Jan 19 23:53:08 2017)

0x00000000
00000 (0)
0:000 (24 bytes)
true

falze

false

false

false

false

true

falze

falze

false




Id CVTRES EXE

bl w2t EXE

] COMPATTELRUNNER.EXE
I DELFILE2 EXE

I PSEXESVC EXE

] CADIKIMINZ EXE

bl CHROME EXE

il nTose00T

Special privileges assigned to new logon.

Subject:

23/m/2m7, 000
23/72m7. 01:00
23m/i2my, 0357
2/N2N7. 040
23/ /27, 0609
23/M/2m7, 06:09
23/0/2m7, 08:51
2327, 08

Security ID: S-1-5-21-803202442-2430849016-2014793278-59720
Account Name: {_scomadmin |

Account Domain: ORF

LogonID: Oxdeea2’s2

Log Name: Security

Source: Security-Auditing
Event ID: 4672

Level: Information

User: N/A

OpCode: Info
MoreInformation: Event Log Online Help

Legged: 23/01/2017 06:09:57
Task Category: Special Logon
Keywords: Audit Success
Computer:
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CkaHupoBaHue CkaHupoBaHue u Kpaxa peksu3nToBs Pa3BepTbiBaHNe
" NPOHMKHOBEHHWE BO CeTeBoro BbIMOraTens ¢ NoMOLLbIO
aTaka cepsepa BHYTPEHHelo CeTb aZMMHUCTpaTopa PSEXEC

SAMAS

Cxema pacrnocTpaHeHuUs ' EEE

YnaneHue pe3epBHbIX YcTaHoBKa 1 3anyck YcTaHoBKa M 3anycK
KOMUi LungpposaHus LLINpoBaHUSA
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beckonmponvhas nepesacpysxka cepeepos
Yacmos cepsepos He nooOHUMAaomcs

Hexomopoe 110 nepecmano pyuxyuonuposams
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Cepesep Exchange nocmpaoan om evimozamens

1. Paboma noumoesoco cepsepa soccmarnosniena
2. Yuepo munumuzuposan

3. [lpuuuna unyuoenma He yCmaHoeieHa
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1. [lama L{enmp omkaioueH

2. Bea opeanuzayus ne hyukyuonupyem

3. Yepb ysenuuern MHo20KpamHo
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1. Ilnanuposanue unyuoenmos u npumMeHeHue niaHos
2. Coop u ananusz 10208

3. [Iposederue nonrnozo pacciedosanue
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