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3auem Mbi 3tum 3aHMMmaemMca
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95A U3 8cex UHUUGeHmMo8 UHGOPMAaUYUOHHOU- co0BLeHUY Muna PuwUH2”

be3onacHocmu, ucciedo8aHHbIx 8 2014-2016 '
TrendMicro 2016

2o0ax. Haubonee pacnpocmpaHeHHOU ¢hopmoli
o M 17% no cpaBHeHuio ¢ 2014
A8n5emcs rnepexoo o 8pedoHOCHOU CCbisIKe,

HalideHHoU 8 gpuwiuH2080mM coobweHuu.”

“IBM Security Services 2016 Cyber Security Intelligence Index”
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3auem Mbl 9Tm 3aHMMaemca

“Kaxx0as 5-g u3 6-mu KomnaHuu
6biru uenbro QuwuHe Amak.”

Symantec’s Internet Security Threat study 2016
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BbimoratenbctBo llpouBeTaer
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® The underground marketplace

Ransomware DDoS short duration Documents
toolkit (<1hr) (Passports, utility bills)

Android banking Trojan Credit cards Cloud service account

Gift card Cash-out service Where

20%- 40%

has a price

® (of face value)

Symantec Internet Security Threat Report 2017
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AHanus Cutyauum

e OpraHn3aumm MHBECTUPYIOT B TEXHONOIMNMN, XOTA Nt0baa TEXHO/I0TUA
NPoHMLAEMA

e Tonbko 0%-1% ot 6roaxeta UT nHBECTMpPOBAHO B 0by4yeHne paboTHUKOB

e XaKepbl MCNO/b3YIOT 3TY CUTYALMIO U NOAOMPaOT MeToA, AeNCTBUA
OCHOBAHHbIW HA COLMA/IbHOMN UHMKEHEPUN ANA TOro YTOObl MPOHMUKHYTH B

OpraHu3auum
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NpepoTBpaweHne HaunHaerca c OceBegOMNIEHHOCTU

BuisBNEeHMe 1. OcBegomneHHOCTb
HenpepbiBHaa obpa3oBaTesibHas Nporpamma,
2 cocpeaoTovyeHHaa Ha TEKYLWHNUX Yrpo3ax.

2. BbiasneHue

MaKcuMmanbHOe B3aMMOAENCTBMUE COTPYAHUKOB,
KOTOpble NoJly4atoT BO3MOXKHOCTb CO06LaTh O
NoA03PUTE/IbHBLIX MUCbMaXx B oTaen 6e3onacHoCTy.

3. NMpepoTBpalleHue

MpepoTBpalLeHne aTakK, bbICTPo naeHTUPUUMpPYA
N U30ANPYS NOAO3PUTENbHbIE COODLLEHMA.
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Mpumepbl Cumynaumnmn
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HepocTatowme 3anucn B cucTeMe NocelwaemMocTi

0 If there are problems with how this message is displayed, click here to view it in a web browser.
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Mpumepbl Cumynaumnmn

[MTucbmo 13 Otaena Kaapos

[ etoro-emailyourservere X [Y etoro-emailyourserver:

g ~ ' ¥ e : T T # AT bt = [ T 5} A4
- C | © etoro-email yourserver.email landingPage/interactiveTeachable/3,/070aba4 &« C | @ etoro-emailyourserver.emaillandingPage/interactiveTeachable/3,070abd4a
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Mpumepbl Cumynaumnmn

[MTucbmo 13 Otaena Kaapos
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Mpumepbl Cumynaumnmn
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Mpumepbl Cumynaumnmn
KeutaHuusa ot Pupmeol Apple
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PasHoBuaHoCcTb Cmynaummn

Tunbl PaccbiNKu Kateropuu Cumynaumm
Maccosbiit Ccbinka
OAMNHOUYHDbIN Coop o

@ UHdopmauum
YaunuHr BnoxxeHus
cMmC

CoobweHue
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YyebHbin Matepuan

UHTepaKTUBHbIE Bupeo TeKcToBble
TpeHnpoBKH Ponunku CtpaHuupbl

[ Untitleat

imulation by Dcoya and your company.

Phishing is a tool, used by malicious parties to
facilitate cyber attacks through innocent looking
emails, in order to reveal the following information
about you and your organization:

ou to help you leamn how fo avoid real phishing altacks.

Credit card Personally Credentials
numbers Identifiable
Information

- First, thi_. ernail look too tempti
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[lakeT Ycayr

CneuyuanbHo MNoaobpaHHble Cumynaumm Ha Jlrobom A3biKe
l lfoposan Mporpamma ObyyeHus
| HeorpaHuuyeHHblt CumynaTtop
| dyHKUMOHaNbHaA Beb-MaHenb YnpaBneHusn
UHdopmaumoHHble OTueTbl n PekomeHpgauum

l MonHoe Ynpasnaemoe Ob6cnyXusaHue
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Dcoya Advantive

BcnomorartenbHbin Moaynb Ana MNoutosou Mporpammbl

1 2 3

No3Bonsaer coTpygHMKam NMpeobpasyer cOTPpyaHUKOB B [aéT BO3MOXHOCTb
Hemea/NeHHO coobLaTb “paTumKos” obHapyxeHus COTPYAHMKaM YyBCTBOBaTb
0 NOA03PUTENbHbIX duwmHra ceba BanATeNnbHbIMMU

nMcbmax B oTaen n 6bITb YaCTblO Npouecca

6e30nacHOCTHU
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Pa3BepTtbiBaHMe Cucremol

1 2 3

O6wecrBeHHoe O6nako YactHoe Ob6nako KnueHntcknin Cepsep
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Yactb Hawmnx KaneHTtos

[IpaBUTEIBLCTBEHHBIE Y UPEKACHUSA 3apaBoOOXpaHEHUE
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Cnacunb6o 3a BHUMaHue
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