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500,000,000 rocreBbIx akkayHTOB
Ony6bnukosaHo B 2018
HecaHkumoHMpoBaHHbIN aoctyn ¢ 2014

« 30,000,000 akkayHTOB MOXULLEHDI

« Ataka Havanacb 14 CeHts6ps 2018
« O6HapyxeHa 25 CeHTa6psa 2018

« Ony6nunkosaHa 28 CeHTs6ps 2018

CITIC TELECOM CPC




ATakun Ha 6aHKOBCKMM ceKTop B Poccum

Ywepb poccnmnckmnx 6aHKoB
OoT Knbepatak 3a 2017 roa
coctasun 1,078 mnppa py®6.

O6Lwasa cyMmmMa XULLIEHUN

C KapT ¢u3nuy, B 2018 roay
coctasuna 1,4 mnpg pyb6.,
4yT1o B 1,4 pa3a 6onblie
nokasatenda 2017/-ro, roeoput
ctaTuctuka Lb.
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http://www.tadviser.ru/index.php/%D0%A1%D1%82%D0%B0%D1%82%D1%8C%D1%8F:%D0%9F%D0%BB%D0%B0%D1%82%D0%B5%D0%B6%D0%BD%D0%B0%D1%8F_%D0%BA%D0%B0%D1%80%D1%82%D0%B0

TeHaeHUMA YBeJIMYEeHUS aTaK Ha KOPnopaTUBHbIA CEerMeHT

Bo BTOpO nonosuHe 2018 r. KONMYECTBO aTaK, HanpaB/IEHHbIX HA MONyYEHNE KOHTPONS
Haa UT-nHppacTpykTypy, Bbipocsio Ha 20%.
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BOJIbLWIE YTEYEK AAHHbBIX YEM KOI' A JINBO

NUMBER OF BREACH PERCENTAGE OF BREACHES
INCIDENTS WHERE NUMBER OF COMPROMISED

RECORDS WAS UNKNOWN

source: Gemalto Breach Level Index 1H2018
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YacToTa NoTepsiHHbIX WM YKPaAEHHbIX 3annceil AaHHbIX
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;@ Co%g:vleg/y.lagm 909 M/a(;;gﬁ(d? as internet of things takes off Neowi i N Uses

JKCNOHeHUMaNbHOEe YBe/InueHUe AaHHbIX U
NOAK/IFOYEHHbIX YCTPOMUCTB

06bem [laHHbIX yeenuuntbcs B 10 pa3 3a nocnepume 6 net m k 2020
Bo3pacrtet c 4.4 3b to 44 35

KonuuecrtBo yCTpOVICTB NOAK/IIOUYEHHbIX K MHTepHeTy 6onee yeM B 3x

pasak 2021, c 17.1 mnpae 2016 o 27.1 MN PA s 2021

< Virtualization
Mobile

Mainframe Server

The Zettabyte Era: Trends and Analysis (Cisco public whte paper)



HexBaTka kBanMpuLuMpoBaHHbIX KaApoB

e 1 Mmun BakaHcuu B 2018 roay... 1,5 mun B 2019 roay Bo BceM
mupe (cornacHo PwC)

e B Poccumn 45% koMnaHMM UcnbiTbiBaloT AeduumnT
cneunanmcroB AaHHOU OoTpacnu. 15% kKoMnaHuu 3assBUIN, YTO
NOMCK CneumasimcCTtoB-kmbepb6e3onacHUKOB ABNSETCA
NPUOPUTETHOMU 3aaUYen.

¢ HexBaTKa KBaIMULMPOBAHHOIO NEPCOHasIa 3aTparMBaeT Kak
permoHasibHble Tak U MeXXayHapoAHble KOMMaHuU

’ CITIC TELECOM CPC




NMpoBanpep MSSP

Managed security service provider (MSSP) - obecneunBaeT BHELIHWI
MOHUTOPVHI U yrpaBieHne yCTPOUCTBaMMN U cucteMamm 6e3onacHoctu. basoBas
yc/yra BK/IIOYAET yrpaBlieHNE MEXCETEBLIM 3KPAHOM, OBHApPY>KEHME BTOPXXEHUN
B BUPTYaJIbHYIO YACTHYIO CETb, CKAHMPOBAHWE Ha HaNn4mne ysa3BMMOCTEN U
ynpaBneHne aHTUBUPYCHOM.

MSSP ncnonb3ytoT onepaumoHHble LeHTpbl 6e3onacHoctn SOC (nmbo ceou
cobcTBEeHHble, MO0 OT ApYrnx NOCTaBLMKOB) AN1s1 NpeaoCTaB/ieHns
KPYrNOCYTOUYHbIX 24*7 noaaep»XKn, YTo CnocobCcTBYET COKpaLLEHMIO Yncna
COTPYAHUKOB No obecneyeHnto onepaTtMBHON 6€30MacHOCTK, KOTOpbIe
NpeanpuaTMio Heob6xoanuMo HaHMMaTb, 0byyaTb U yaepXKnBaTb A1 NoAAEPXKAHNS
NpuemMnemMoro ypoBHsi 6€30nacHOCTMW.

- Gartner

@ crric TELECOM CPC =l @ @ @

SGS _"‘if“ “w SGS L




MSSP yBenunuusBaeT NpubbIILHOCTL MHBECTULMN Security ROI

e [Mpeanono)uM, YTO CTOMMOCTb YCTPOMUCTBa 6€30nNacHOCTU COCTaBnseT $ X

ynpasneHue

Mopenb YnpasBsieHue OT CUCTEMHOI0
ynpasnenns CaMocrosiTennbHOe ynpaBJjieHue MHTerpaTopa MSSP
3arparel Ha 0 10% of $x 20% of $x

Cocras pa6ort

Y V VYV

Y VY

dkcnnyaTtauus obopyaoBaHus
N3meHeHue koHpuUrypaummn
YcTpaHeHue HenoJslafoK 3aBUCUT OT
nocrasBLyuKa

3ameHa o6opyanosaHus (Tosibko RMA)
MOHMTOPUHI U yCTpaHeHue
HEUCnpaBHOCTE ycTpoiicTBa 7x24
MOHMTOPUMHI MHUMAEHTOB 6e30nacHOCTH
7x24 v NnpoaKTUBHOE pearMpoBaHue
MUHTepHeT-nopTan Ansi MOHUTOPUHIa
MHUMAEHTOB 6€30MacHOCTU B peXXnMme
peasibHOro BpeMeHu
NuauBuayanbHbIi oTYET

VVVYVYY

Y

dkcnnyaTtaumsa o6opyaoBaHus
U3meHeHue koHbuUrypaumum
YcTpaHeHue HenonaAok no 3anpocy.
3ameHa o6opynoBaHus

MOHMTOPUHTI U yCTpaHeHue
HeucnpaBHOCTeN ycTpoicTBa 7x24
MOHMTOPUHI UHUMAEHTOB 6€30MacHOCTH
7x24 v NnpoaKTUBHOE pearnpoBaHue
WHTepHeT-nopTan Ans MOHUTOPUHra
MHUMAEHTOB 6€30MacHOCTU B peXXuMe
peanbHOro BpeMeHu
WUHauBuayanbHblii oTyeT

vVVvyvyvyY

v

\4

dkcnnyaTtauus o6opyaoBaHusa

7x24 U3MmeHeHne KoHdUrypaumm
7x24 YcTpaHeHue HeMCnpaBHOCTEN
O6mMeH o6opynoBaHus

MOHMTOPMHI U yCTpaHeHue
HeucnpaBHOCTEN yCcTpoicTBa 7x24
MOHUTOPUHI MHUMAEHTOB
6e3onacHOCTN 7x24 u NpoaKTUBHOE
pearnposaHue

WUHTepHeT-nopTan gna
MOHUTOPUHIa UHLUNAEHTOB
6e30nacHOCTH B peXXuMe peasibHOro
BpeMeHU

UHauBMayanbHbIA oTyueT

He xBaTaert HaBbIKOB, 4YTO6bI NOJIHOCTbIO
MUCNoJIb30BaTb YCTPOMCTBO

CUCTEeMHbIi MHTErpaTop npefocTaBnsier
noaaepKy no 3anpocy Kak

MoNHOCTbIO yNpaBnisieMblii CEPBUC C
TEXHUYECKON NoAAEPIKKOI 7x24
MpoakTUBHOE pearMpoBaHne Ha

WUTtor » » AONOJIHUTESbHbIN CEpPBUC
> MepasieHHbIW Un HeaPeKTUBHDbIV OTBET o o MHUMAEHTbl 6e3onacHOCTH, YTO6DI
> MepaneHHbI Unn HeacbpeKTUBHDI OTBET
Ha MHUMAEHT 6e30MacHOCTH MMHUMU3UPOBATb BJINSIHUE Ha
Ha MHUMAeHT 6e30nacHOCTH
6usHec

3¢ dheKTUBHOCTb

MCNoJIb30BaHUSA 30% 50% 100%

ycTpoiicTBa

‘ CITIC TELECOM CPC




Pa6ota SOC

YcrpoucTtsa

' MNepconan
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ddpdekTnBHOCTDb pewieHmne npobnem (KPIs)

HenpepbiBHOE ynyulleHne NPou3BoOAUTENIbHOCTHU

OnoBeuwjeHue

¢ 8 MUHYT SMS
e 15-30MuHyT email

( )
OTBeT

p
6 CeKyHA Te. 3BOHOK PeweHune npobnem

* 99% pocTynHOCTH e < 4 yaca Ha yCTpaHeHue
e 15 MMH. email e Yac onoseLleHue o xoae
g peLueHus

e MuHyTa nposepka

Lenu

e —
————ct—"
e

a )/!!.,

* NMpo aKTUBHOCTb
* BbICTpOTa
* 9dpeKTUBHOCTb
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Paborta SOC — Ha npumMmepe ataku WannaCry B 1

B nepuoa c 12 Masa no 14 May 2017,

Haw onepaTtuBHbIX LeHTP no 6e3onacHocTtu( SOC) npegoTBpaTun
bonee 225,000 nonbITOK aTakK
Ha BCeX HaluMX KIMeHToB B TeuyeHne 48 4YaCOB Bo Bpems ataku The

WannaCry.

Hawu knmeHTbl 661211 XOpowo 3awumigeHbl ot WannaCry m HE

notepsanu JAHHDBIE v JEHbI'U!
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NMNouemy CPC?

e [lecaTMneTHUM onbIT B chepe ynpaBeHusa cepBucamm MHPOpMaLLMOHHOM
6e3onacHOCTH

24/7 > 24x7 SOC noaaep)kka, MOHUTOPUHI AOCTYNMHOCTU YCTPOUCTB, MOHUTOPUHI
NHUMAEHTOB 6€30NacHOCTU C YBEIOM/IEHUEM MO 3/IEKTPOHHOM Mo4Te

)

> [NocTosiHHasA noaaepKa U KOHCY/IbTaLuMK No BorpocaM 6e30macHoCTH
CepTUGULMPOBAHHBIM CNELMANTUCTOM

b

> YnpaBneHuns nameHeHnammn (o0bHoBneHne sepcnmn BCcTpoeHHoro M0) ans
MakcuManbHoOM 3 dekTMBHOCTM 6e30nacHOCTU

%)

D

I
1l
I

> PerynspHoe pe3epBHOE KOMMPOBaHWE KOHMUIypaLmmn yCTpOMCTB

‘ CITIC TELECOM CPC




NMouemy CPC?

e ISO 9001, 20000, 27001: Ucnonb3oBaHUe CTAaHAAPTHbIX
npoueayp ISO ansa 3aWnUTbl UHTEPECOB K/IMEHTOB U
npeaocraB/ieHUs ycnyr

e Ceptudmkaumsa ot nocraBnkoBs: NMpocdeccnoHanbHbie =-=NSE | (Gt ormen,
MH)XEeHepbl 3HaKoMble ¢ 060pyaoBaHuEM npoussoauTenen - Lk

> Palo Alto Networks Certified Network Security Engineer (PCNSE)
> NSE 4 — FortiGate Network Security Professional E:ENSB b @ Gorfed information
> NSE 6 — FortiGate Network Security Specialist

B cnyyae vHUMaeHTa 6e30nacHOCTH :

bonee 6bICTpoe BhIsSIBNIeHNE nNpobnembl U ee ycTpaHeHne->bornee
appekTnBHasA CBA3b C MOCTABLUMKOM > MeHbLllee BNnsHue Ha GusHec
KnneHTa = MeHble $$$ noteps;

e [Nlpyrue npodeccmoHanbHblie ceptucumkaTbl B 0611aCTHn
nHdpopMaunMoHHOU 6e30NacHOCTM :

> GIAC Penetration Tester (GPEN)
> CepTUdUUNPOBaHHbLIM ayanTop MH(POPMALIMOHHBIX CUCTEM

> CepTndunLMpoBaHHbIN CNeumanucT no 6e30nacHoOCTy
MHMOPMALIMOHHBIX CUCTEM

‘ CITIC TELECOM CPC




@ cIric TELECOM CPC

Mpumep peweHna

Ynpasnenus 400+ ycrpoictBamm 6e€30nacHOCTM B PO3HMYHOM CeTU Mara3mHoB B Kutae

q“f%l%%:ﬁ:ﬂ(fgaﬁfﬁ)ﬁm/&a Amember of

CITIC TELECOM INTERNATIONAL CPC LIMITED | CITIC TELECOM INTERNATIONAL



UHdopMaLma 0 KJIMeHTe

KnueHT T
o Bepylas po3HWYHas ceTb MarasuHoB  6onee yeM 400 MarasuHamMn B =~ —= ! —LE
S .
Kutae 5228
o Yuncno MarasmHoB ceTu pacTéTt Ha 30% B rog Ha NPOTSKEHUE mm Y E; ~
HECKOJIbKUX NeT a = @“
A
3agaya

o [penoctaBuTb pelleHne no obecneveHnio 6e3onacHoOCTU (BHeApEHNE U
yrpaBfieHne) Ans COTEH MarasnHOB MO BCEWN CTPaHe

o ArpeccmBHoe pacwumpeHne 6usHeca TpebyeT  MHOMOUMCIEHHbIX
3KCnepToB Nno 6e30nacHoOCTH
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NMpobnembl KINEeHTa
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lNMpeano)eHHoe pelueHue

FonoBHOM
ocduc

b

7
Wnro3 , Jlorncrnueckux
4 Be3onacHocTH // LlEHTpoB
TrueCONNECT & Cesep P
MPLS VPN // ”_El\
%\5\ Internet - . o=
WInanos Be3onacHocTn 8
q) I-Or 1 ,u,_
1
1 400+
1 PO3HUUYHBIX
v MarasuHoB
(.’ Mo6ubHbIN
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PeweHue ot CITIC Telecom CPC — OHnauH nopT

{2 Dashboard - CPCNet Hong Kong Limited - Windows Internet Explorer.
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PeweHue ot CITIC Telecom CPC— Real-time Email Alert

From: CITIC Telecom CPC Security Operations Centre [mailto:soc@citictel-cpc.com]
Sent: Monday, July 13, 2014 %:06 AM

To: johnny.yeung@citictel-cpc.com

Subject: Trust-CS1 Managed UTM Alert

Dear Valued Customer,

Our TrustCS UTM device has detected the following attack to your network. UTM nepeg

The following is a summary of the incident captured : I'IOCTaBLLI,VIKOM O6ﬂaL|Hb|X
Incident Detected At: 13 Jul 2014 09:05:18 HKT ycayr n UTM B rosioBHOM
Network Attack Detected: VIRUS: W32/ MYDOOM.M@MM BLOCKED () OCI)VICG obecneyuBaeT
UTM Action: blocked npeaoTBpaLLeHns

Other related information:

Source IP Address: 192.168.0.58
Destination IP Address: 218.213.242.168
Application Protocol:

BTOp>KeHnn B IPS. NT-
AAMUNHUCTPATOP MOXET
CBOEBPEMEHHO Yy3HaBaTb
06 yrposax,

Do you like to have professional recommendations on how to handle these security events in future?
By subscribing TrustCSI(TM) Managed Security Service (MSS), BCTPEYAIOLLNXCA B CETWU.
you can consult our security experts and get recommendation from them directly based on our state of the art SIEM
technologies and event correlation.

To subscribe, please contact our CS hotline at +852 23318930 or email to help@citictel-cpc.com.

Best regards,

Security Operations Centre

CITIC Telecom International CPC Limited

20/F, Lincoln House, Taikoo Place, 979 King's Road, Quamy Bay, Hong Kong
D:(852) 2811 2852 F: (852) 2219 9610

E: soc@citictel-cpc.com W www CITICTEL-CPC.com

* !m],\()“( IUU(N)l
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PeweHue ot CITIC Telecom CPC— ExxeHefienbHbIN OTYET

1 Weekly Web Traffic Report
Web Network Traffic is defined as network traffic over the well-known port 80 (http) and port 443 (https).
The reports of this section show the top 10 of this kind of network traffic.
1.1 Web Volume by Time Period
The web traffic valume over the reporting period listed by date.
Web Volume by Time Period
Date Traffic(KB % of Total UTM |'|epeﬁI
2010-06-26 544,910 6.33]
200525 17655 am NOCTaBLUNKOM 0BMaUHbIX
2010-06-24 1,251,006 14.54 i weiume, and TM trafic that i sllawed by the UTM
2010-06-23 1,524,328 1771 e e  aane. yc nyr n U T M B rOJIOBHOM
2010-06-22 2,197,446 2554
2010-06-21 1,074,216 14.81]
2010-06-20 31,527 0.37) Bt Oq)Mce O6eCI'Iel-I nBaet
isers or IP
ey npejoTBpaLleHuns
Web Volume by Time Period - = ]
- e:me y Time Perlof i :zljl BTOp)KeHl/”/] B IPS I/IT‘
24 10.39|
o : o e agMuHuCTpaTop byaet
o — o — — nofyyaTb CBOAKY
% w8 F— I — = =2 5 e
{ 3 T : = COCTOSIHMA CETU KaXAyro
o B B §F §F B | 2 e i =
| L LL LS  — = HeJento, UTobbI
400K 6] 7] 3 3.2
| I B B B B B = = En e aHaNn3npoBaTb
*C0062 DI DIOGT DD DOIH DG DI ‘: ‘i 3
- e ) — npobaemsbl Ha
= S — KOpropaTUBHOW CETW.
A=
e e Emw - e

“
)

0
2010-06-20 30100621  010-05-22  I0-05-33  2010-06-24 20100525  2010-05-26
Date

Wi Mz Moohes M2

Please refer to follawing table for attack top 10
_ Destination
1 123.123.123.123
#z 134.134.134.134
220.220.220.220




NMpenMyLlecTBa AN KJIMEHTa

EAMHbIN KOHTaKT Ans O6neryaer paboTy KnueHTa,
ynpasneHus 6onee ueM ynyuwias 6e30nacHOCTb,
400 m™MarasMHaMum no BUAUMOCTb U KOHTPOJ1b

BCeM CTpaHe

O\ /]
B,

|

Linro3 Oe3onacHocTH 24 x 7 cepBUC ynpaB/IeHUS U
BbICOKOM AOCTYNMHOCTbIO TEXHUYECKOM noAAepKu
obecneuMBaeTr HaAEXHOCTb K/INEHTOB

Ans CETU KJIMEHTOB
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CITIC TELECOM CPC
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