AP 0
- e

KUBEPUMMYHUTET
HOBOE BOMJIOLLEHUE

KUBEPBE3OINACHOCTW



KATEFOPWSA Ne1:
MACCOBOE BPEAOHOCHOE 10

(99.999%)

OamnH aeHb B 1998 | 50

OauvH geHb B 2008 . 14 500

e 201 [ 380 000

* basbl gaHHbIX «JlabopaTopum Kacnepckoro»



PELUEHWE:
ABTOMNPOUECCHUHI K MAWWNHHOE

OBYYHEHWUE

AHTUBUPYCHbIE ¥
[lonckoBble Py NapTHEPS! KnueHTbl KSN
pPo0bOoThI KOMMNaHUu
> ABTOOATEN <€

CVICTeMa |\/|aLIJI/IHHoe
[leco4yHuua KSN (Obnako)
MOXOXECTU obyyeHmne



RATETOPUA Ne2:
100+ TAPTETMPOBAHHDbIX BPEAOHOCHDbIX

KAMMAHUN*

The Mask Operation Daybreak
Dark Hotel Operation Blockbuster ~ Stone Drill
BlackEnergy Metel WhiteBear
2010** 2011 2012 2013 2014 2015 2016
Stuxnet Duqu Flame MiniDuke Sofacy Duqu 2.0 Project Sauron Shadowpad  Slingshot
Gauss  NetTraveller Turla CozyDuke  Dropping Elephant Silence AppleJdeus
Winnti Equation Naikon Operation Ghoul NDISProxy
Red October Carbanak Poseidon
Desert Falcons
Equation

* Basbl AaHHbIX «JlabopaTopuun Kacnepckoro» ** Korpa 6b111 06HapoaoBaHbl



PELLUEHWUE:
SALLTA ONA KPYTIHbBIX

NMPEONPUATUNN
.+ @ NMPEAOTBPALLLEHAE
TpaaAnuMoHHas KnbepbesonacHOCTb
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MPOIHO3NPOBAHUE

AHanus, obyyeHune, onTMMM3aLMUS

BbIAB/TEHUE

MOHUTOPUHT U BblAB/IEHUE nHunaeHTos Nb

PEATMPOBAHUE @ 4

YnpasneHue nHuuaeHtamm UB,
paccnegoBaHmMe U BOCCTAHOB/IEHUE




KATETOPWSA Ne3:
ATARKN HA KPUTUHECKYIO

MHOPACTPYKTYPY

SHAMOON

7 i BLACK

ooy ENERGY
e A

STUXNET



PELLIEHME:
[MTPOMBbILWJ/IEHHAA

KRNBEPBE3OINMACHOCTDb

3ALLUTA PACCNEAOOBAHMUE

KOHEYHbIX YCTPOMCTB N A MHUMAEHTOB

OBYYEHME v noBbiweHue
0CBEAOMNEHHOCTHU

OBbHAPYXXEHUE
ceTeBbIX aHOMaNUM COTPYAHUKOB



KATETOPUSA Ne4:
[MPOMBbIWJ/IEHHAA PEBOJIFOLUWA 4.0




ONPEAETEHVNE KWUBEPUMMYHUTETA

CTOMMOCTb ATARW > CTOMMOCTb YLLEPBA



PELLUEHWUE:
MMMYHUTET ANA NMPOAYKRTOB

MHTEPHETA BELLEV

OnepauunoHHana cuctema KASPERSKY OS ana 3awmTbl BCTPpaMBaemMblX BeLlen co3gaeT beszonacHoe
OKpPY*eHune ANnA 3anycka HeJ0BEPEHHbIX M NOTEHLMANIbHO YA3BUMbIX NPOrpamm

m  MuKposgepHaa apxmMTeKTypa
m besonacHo cnpoeKkTMposaHa

m [ubKoe ynpaBaeHue




Mbl CO3AAEM OCHOBY A4
EE3OMACHOMO LIM®POBOIO
MIPA -

KUBEPUMMYHUTET



CMACUBO!



