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EDR Heobxoamm, HO HegoCTaTo4YeH

m TpebyeTca:
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— ObHapykeHune un
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BblvYMNCieHUA V)
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KoHeuHble CepBepa n obnayHble loT KoHTeilHepbl
TOYKM BblYNCAUTENbHbIE
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Yrpo3abl n3deratoT 0OHapYyXeHUs, NOTOMY, YTO OaHHbIE
SIBEY  CoGMpaloTCs M AHANM3NPYIOTCS MO OTAENBHOCTY

Paboune
cTauum

CepBepa
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- Koppensaumsa n aHanutuka CKBo3b BCe
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M Koppenaumsa n aHanmtuka CKBO3b BCE
SLUENOHbI 3aLLUTb

Paboune
cTauum

BblcCOKONPUOPUTETHbIE
yBegoOM/IEHUA C

CepBepa
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Trend Micro XDR

Ycnyru Trend Micro Managed XDR

Trend Micro XDR
AsmomamuyecKkoe obHapyxceHue, [TpoyecbisaHue, [MoucK, AHAU3 NepeonpuU4UHsI

«03epo» gaHHbIX Trend Micro XDR

AKTUBHOCTb
&
obHapyxeHusa
Cetb Monb3osarenu O6nakKa
o0 e L_' E\
C@ @ sl @ Byaywee
Email Endpoint

Deep Discovery, TippingPoint Cloud App Security  Apex One Deep Security
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Takoe MITRE ATT&CK

Ha camom aene’?

ATTACK™ Navigator

example t
selection controls layer controls technique controls
— — A ’
Q. =%, x B, T |2 0m 7 o a,
Persistence Privilege i Credential Access Discovery Lateral Movement Execution Collection Exfiltration Command And Control
51items 27 items 49 items 18 items. 17 items 17 items. 25 items 13 items 9 items 19 items
.bash_profile and bashrc  Access Token Access Token Manipulation Account i A unt y Audio Capture A C Used Port
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Bootkit Contol Component Object Model e Discovery : Logon », Shared Drive Exfiltration Over
rowses Extiaicrs S o Hijacking Forced Authentication :'Wll Device Pass the Hash InstallUutil e Command and Control  Data Encoding
Change Default File Hijacking m-fbwodo Files or Hooking seovery Pass the Ticket Launchet! Media ME Data Obfuscation
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7 il i Disabling Security Tools C— Discovery RAOCH DD T Data Stoged Network Medium Domein Fronting
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¢ bil DLL Search Order Mijacking : Process Discovery - Exfiltration Over hanneis
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Create Account Injection Exploitation of Vulnerability e Saiffing ?;MG System S Through =
DLL Search Order File System Extra Window Memory Injection Removable Media 3 s Screen Capture Muitibsnd Communication
8 Weakness A Password Filter DLL Security Software e Wobras Regew32 Video Capture Multilayer Encryption
Dylib Hijacking Hooking File Deletion Private Keys Discovery 0% Rundiia2 :
External Remote Services File System Logical Offsets i Hiacking
Image File Execution o g Replication Through Scheduled Task
File System Permissions Options Injection Gatekeeper Bypass Removable Media © Taint Shared Content =
Weakness Scriptl
Launch Daemon Hidden Files and Directories Securityd Memory Third-party Software
Hidden Files and o Service Execution Standard Cryptographic
Directories New Service Hidden Users Two-Factor indows Admin Shares PR Protocol
A i 4 Remote Standard Non-.
Hooking Path Interception Hidden Window Interception Management Space after Filename Layer meoolm
Hypervisor Plist Modification HISTCONTROL Third-party Software Uncommonly Used Port
Image File Execution Port Monitors :m Execution Options 2 o 2
Options tion
:‘:M Piveas acion Indicator Blockir Trusted Developer Utilities
Lo Sehwcved Ik By System Time Discovery Windows Management
Indicator Removal from Tools
Launch Daemon Service Registry ; Instrumentation
Launchett . onHost Windows Remote
LC_LOAD_DYLIB Addition Setuis and Setgid Install Root Certificate Management
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SID-History Injection
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[Tpumep: APT28

OnucaHue: APT28 yalle Bcero aTpmbyTnpytot ceasbto ¢ PO
MNceBgoHumbl:  Sednit, PawnStrom, FancyBear, STRONTIUM, Tsar Team, Threat Group-4127,
TG-4127
TexHunueckne * 0O6¢ycKaumMAa aHHbIX * YaaneHue MHAMKATOPA Ha XOCTe
npuemsi: * [lpOKCUpPOBaHUE COEANHEHUN * [logmeHa BpemeHu
* lMcnonb3oBaHMe CTaHAAPTHbIX Mmogmdukauum ¢pamna
NPOTOKO/10B e Kpaxa pekBmM3nToB
* YpaneHHoe KonupoBaHWe ¢pannoB * 3axBaT aKpaHa
* Rundll32 *  Moandukauma MBR
Mporpammbl: Chopstick, JHUHUGIT, ADVSTORESHELL, Xtunnel, Mimikatz, HIDEDRY,
USBStealer, CORESHELL, OLDBAIT, XAgentOSX, Komplex, Responder, Forfiles,
Winexe, certutil
Ccbinku:
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Fireeye. (2015) APT28:
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Mpumep TexHmnyeckoro npmema: New Service

OnucaHue: Koraa onepaunoHHan cuctema 3arpyraeTca, oHa 3anycKkaeT NporpaMmbl, KOTOpble Ha3blBaloTCA
«C/IY*KObI», KOTOPbIE BbINONHAOT POHOBbIE 3a4a4N. 3/I0YMbILLIEHHUKU YCTaHAB/IMBAOT CBOW C/YKObil,
MOAMOULMPYA CUCTEMHDBIN PeecTp MM UCNOb3yA YTUANTbI KOMaHAHOM CTPOKMK

Mnardpopma: Windows

Tpebyembin
ypoBeHb AaocTyna:

Administrator, SYSTEM

MUToroBbiit ypoBeHb
Aocryna:

SYSTEM

O6HapyKeHue: MOHUTOPUHT CUCTEMHOTO PEEecTPa C LEe/bio BbIABNEHUA CO34aHUSA HOBbIX CAYXKO U yTUANT,
3aMnyCcKaemMbIX U3 KOMaHAHOMN CTPOKMU
3awumra: OrpaHuyeHne NoAHOMOUYMA Npoduaen Nonb3oBaTeNen 1 NpeaoTBpPaLleHMe NOBbIWEeHMNA NOJHOMOYUI

UCTOYHUKM AaHHbIX:

Peectp Windows, MOHUTOPUHT NPOLLECCOB, NapaMeTPbl KOMaHAHOM CTPOKM

Mpumepnbi:

Carbank, Lazarus Group, TinyZBot, Duqu, CozyCar, CosmicDuke, hcdLoader, ...

Ccblnku:
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[Mpumep nporpammbl: CHOPSTICK

OnucaHue: CHOPSTICK — 3TO cemencTBO BpeaoHOCHbIX Mporpamm, NpeacTaBAAoWMX CO60M Moay/IbHble
CMCTEMbI NPeaoCTaBNEHNA yAANIEHHOTO A0CTyNa, ucnonb3yemble rpynnont APT28. OHa bbina
3ameyeHa B Hosib6pe 2012 1 obHapykmBanacb A0 aBrycta 2016 roga. Kak npaBuio oHa
NOABNAIACb HA KOMMbIOTEPAX }KEePTB, KaK BTOpaA CTaAMA aTaku, HO B HEKOTOPbIX C/Iy4aAX OHa
cama 6bl1a NnepBON cTaguen.

MNceBaOHUMDI: CHOPSTICK, SPLM, Xagent, webhp

TexHuuyeckue 3axBaT BBOAA: CHOPSTICK cnocobeH nepexsaTbiBaTb HaXKaTuA Ha KNaBuaType

npuembl: NHTepdeic komaHaHoM cTpok: CHOPSTICK cnocobeH 3anycKaTb yaaneHHble KOMaHAbI
Pe3sepBHbie KaHanbl: CHOPSTICK nepeKkntoyaeTca Ha pe3epBHble KaHan CBA3U, eCZIM OCHOBHOM He
paboTaet
MpokcupoBaHue coeguHeHnin: CHOPSTICK ncnonb3yeT NPoKCK A8 KOMMYHUKALUK MEXAY
epTBamMun 1 LEeHTPOM ynpasaeHuA
N mHoroe gpyroe...

fpynnbi: APT28

Ccbinku: Fireeye. (2015). APT28
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MITRE ATT&CK B ApexCentra

¥ Apex Central™

2 mire ~

Q Dashboard Directories Policies Threat Intel Response Detections Administration
Log Query @
Altack Discovery Engine Information - All products - Lest24 hours ~ -] = Show advanced TRers
& Customze Columns [ Exportto CSV @ Export to XML [ - s s s s s == *

Detection Time ~ Received 2 Host Name = ClientIP = Risk Level 2 Rule 1D = l Tactics = Techniques = Count =
04/19/2019 10:28.20 04/19/2019 10.30:06 127w 10x86rs5 10201.140 219 Medium File Permissions Modification on Accessibilit I Defensea Evasion (TAD005) File Permissions Modification (T1222) 1

04/18/2019 16:32:02 04/18/2019 16:34.00 R7w10x86rs5 10.201.140.219 Medium File Permissions Modification on Accessibiit I Defensa Evasion (TAD00S) File Permissions Modification (T1222) 2

04/18/2019 15:53.57 047182019 15:55.01 Win7SP1x64 10117415 Low Data compression I Exfikration (TA0010) Data Compressed (T1002) 2

041872019 1540 45 04/18/2019 1546 00 Win7SP1x64 10117415 Medium foa_7 I Lateral Movement (TAD008) HISTCONTROL (T1148) LC_MAIN 2

04/18°2019 1540 .45 04/18/2019 1546:00 Win7SP1x64 10117415 Medium loa_6 I Discovery (TADD07) Trusted Developer Utilities (T1127), 2

04/18/2019 15:40.45 04/18/2019 15:46:00 Win7SP1x64 10117415 Medium ioa_10 I Command and Control (TA0011) Exploitation for Defense Evasion (T 2

0411872019 15:40 45 04/18/2015 1546 00 Win7SP1x64 10117415 Medium ioa_1 I Execution (TA0002) Data Encrypted (T1022},Shortcut M 2

041872015 1540 45 04/18/2019 15:46.00 Win7SP1x64 10117415 Medium loa_5 ‘ Credential Access (TA0006) Execution through API (T1106). File 2

T ————

~
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MITRE ATT&CK B Deep Discovery

I win7

Evironment-specific risk level
Detections

Exploited vulnerabilities
Network connection

-
/ MITRE ATT&CK Matrix [/

Tactic
Execution
Persistence

Defense Evasion

Discovery

N . . . . . S . Sy,

Collection

-~

S

o - - - S S S S . S . S S S . O . . .
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BETTTE e object exhibited highly suspicious characteristics that are commonly associated with malware.

VAN_DROPPER.UMXX, VAN_BOT.UMXX

Custom

- EEE B BN EEE EEE B B B B B B B B B B Sy,

Techniques
Rundll32
Process Injection

File Deletion

File and Directory Discovery

Peripheral Device Discovery

Process Discovery

Clipboard Data

N

-

Notable Threat Characteristics
EEE Characteristics - 1
L Characteristics : 1
L1 Characteristics - 1,2

BEEE Characteristics - 1,2, 3
L Characteristics:
L Characteristics: 1, 2

-

m Characteristics - 1, 2
u Characteristics:

-

mmm Characteristics:

- -

mmm Characteristics:

=
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Demo
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Ycnyra Trend Micro Managed XDR
[lononHaa obHapyXeHmne n peakumto

YBegomneHne u MOHUTOPUHT 24x7

BblACHeHMne nepsonpmninHblI U aHA/TNU3 Ycnyra XDR

nocneacTsmm npefocTaBnAeTca

cneuynaancCtamm
PaccnenoBaHMe MHUNAEHTOB U OTYETHOCTO IR YIIST

* PeaKkuuAa n nnaHbl N0 BOCCTAaHOB/IEHUIO

Co B8 O =

Cetb MouTta Pabouue ctaHuum CepBepa 1 obnaka
Deep Discovery Cloud App Security Apex One

Deep Security



PaspelwieHne Ha paccneaosaHe IR

Managed Detection and Response

Pending Tasks Task Tracking Automated Analyses Seftings

' Approve X Reject
Task Description
3 tmik case
guick investigation case
- collect file case
Endpoint £
Client03
Client01

Client02

Client04
Client21

Client99

1-3/3 < |2 1 i 20 ¥ perpage

21 Copyright 2018 Trend Micro Inc.

Command

Thll (Trend Micro Investigation Kit)

Quick Investigation

Collect File
©la.exe
cib.exe

IP Address
100.1.1.3
100.1.1.1
100.1.1.2
100.10.1.2
100.1.10.2
100.1.1.20
100.1.1.6
100.2.1.1

TA,

Cbop 06pasLo. darinos

3anycK MHCTPYMEHTapus 45
paccienoBaHua

3anycK paclIMpPeHHON OLLEHKM Yrpo3bl
OueHKa nocneacTamm

3anyck npoueaypbl NOUCKA NepBONPUYUHbI

Targets Expiration
1 0341572018 18:19:26
All 0341572018 18:14:29
B 0341572018 18:14:29
User « Endpoint Sensor Servi
userd3 & Enabled
userd @ Enabled
userd2 @ Enabled
userld & Server license not suj
user21 & Disabled
[FA, & Agent not installed

#®) TREND
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Automated hybrid cloud workload protectionvia calls to

Trend Micro APIs. Created with real data by Trend Micro

threat researcher and artist Jindrich Karasek.




