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AnnapaTtHO-NPOorpaMMHsble
KOMM/IEKCbI 3aLLUMNTbI



TpaHchopMaumsa paboumx mecT ¢ Intel®

KoMmnaKTHble Pa3Mepbl. BO3MOXKHOCTb YCTaHOBKUW TMPaKTNHECKN B IOOOM y,EI,O6HOM MecTe.




Intel® Compute Stick

MuHW-TTK — OCHOBHbIE NpenmMyLLLecTBa

SKOHOMWA MECTA

BTOPAA KW3Hb BALLEIO TB

CoBMecTuM € ntobbiMmM HDMI TeneBr3opamMm/MOHUTOPaMM

NMPBbLINHOE YINPABJ/TEHNE

[0]
¢ [MpocTo NoaKIYKM 6ECNPOBOAHYIO KNaBUATYPY M Mblllb

SKOHOMUYHbIN
[MoTpebneHve HuxKe YeM y 0bblYHOro MK

[
x MPOCTO

[pOCTO NOAKNKOUMTE MU MPUCTYNanTe K paboTe
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Intel® NUC

KOMMaKTHbIN, HO B TO XKe BpeMsa MoLLHbIN 1K

MynbTumMenua lNK gna gpoma
OducHble MK

LindpoBble BbIBECKU, 3/IEKTPOHHbIE TabNO

7 HTENNNIEKTYa/IbHaA TOProBJ/iA

3!'IeI-(TpOHHbIe KNOCKUN NMpoOax




CepBepHble pelleHus Intel®
CeMencTBO NpoLeccopos Intel® Xeon®
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KaK 3aWMTUTb «TMOPUOHYHO»
MHPPACTPYKTYPY?

be3onacHoe obnako. [1na Tex, KTo CTPOWT, 418 TeX KTO
MCNOJMb3yeT



llaTa ueHTpPbl MeHAtoTCA!

[laTa LeHTPb! OONKHbI NPeaoCTaBNATb 60/blie U 60bLe ycayr. bbicTpee, yeM paHblLe

200% ¢y 78%

3aTpatbl Ha ycayrm Public
Cloud yaBosatcsa ¢ 2015 no

OT BblYMCNEHUN ByayT
obpabaTbiBaTbCA B 06/1aKax K

20201 20183
0 0
40% 54%
Bcex gaHHbIX 6yayT COBOKYMHbIN
XPaHUTbCA NN 111 000 cpefHerogoBoOM TEMM pocTa .
obpabaTbiBaThCA B 0 10101 nueectuumm (CAGR) SDN* n
ob6nakax k 20202 o o1 NFV** k 20204

*Software-Defined Network
IDC, Worldwide Public Cloud Services Spending Forecast to Double by 2019, January 2016 **Network Function Virtualization
IDC, The Digital Universe in 2020: Big Data, Bigger Digital Shadows, and Biggest Growth in Far East. Dec. 2012
Cisco Global Cloud Index: Forecast and Methodology, 2013-2018.
SNS Research, 2015-2020, Dec.2015
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be3onacHocTb DC TOXe A0/1KHA MU3MEHNTbLCSH

YBennyeHue naowaan atakm npmMBOANT K 6OJ'IbLIJeMy KOnM4eCTBY B3/10OMOB

60% 40%

B3nomoB, npuBewmnx K KOMNpoMeTaLmu, ATak HanpaBs/ieHbl Ha cepeepa3

6bININ OCYLLLECTB/IEHbI B TEYEHUU MUHYT'
0] o)
8% 75%
CepBUC-NPOBaNAEpPOB CTA/IKUBAIUCH C

KoMnaHuM He 3HatOT 06BEM
HeKoHTponupyemoro IT B aTakaMu Ha HTTP 1 DNS4
opraHmsaumnm?

(L1

LK

CpeaHas CTOMMOCTb YTeuKM aaHHbix (8 mupe): $3.79M — pPOCT Ha 23% ¢ 2013>

Sources:
1. Verizon 2015 Data Breach Investigations Report 4, Arbor Networks Application-Layer Attacks report, 2014
2. Cloud Adoption Practices & Priorities Survey, January 2015. 5. Ponemon Institute, 2075 Cost of Data Breach Study: Global Analysis, 2075

3. Verizon 2013 State of the Enterprise Cloud Report
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BarkHenwmne uenn I'T ona 6e30nacHOCTM

HarnagHoCTb cOCTOAHMA 6€30MacHOCTU NO BCEN UHPPACTPYKTYpPE

° MonHas BNAUMOCTDb O/14 pa6oqwx Harpy3oK 1 OaHHbIX, KaK BHYTPW KOPMNOPaTUBHOIO UEHTPa
06paboTKM AaHHbIX, TaK 1 B Ny6anyHoM obnake

*  YBEpeHHOCTb, YTO BM3HeC 3aLLULLLEH N COOTBETCTBYET TPEOOBAHMAM NPOBEPSAIOLLNX

O6Hapy*KMBaTb B3/IOMbl U HApPYLLUEHMA OnacHble gnsa busHeca

*  Cnoco6bHOCTb OOHApPYKMBATb faXKe C/IOXKHble HaNpaB/ieHHble aTaKu
*  YnpaBnsieMOCTb YPOBHAMU PUCKOB B COOTBETCTBUM C YrpO3aMmn Mo BCEN KOMMNAHUN
* O6HapyKMBaTb Yrpo3bl PaHbLLe U YCTPAHATb UX BbiCTpee

BoccTtaHOBUTL Nt060M yLLEepb KOTOPbIV MOXKET OblTb HAHECEH
* PearnpoBatb 6b6ICTPO 1 3PPEKTUBHO, OrPaAHNYMBATL BO3MOXHbIN yLLep6
IT 6e3onacHoCcTb Tenepb BonHyeT 1 TOIN MeHeaxepoB

ClOs n CISOs HaxogsaTcs nog, AaBNEHMEM PYKOBOACTBA
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CyuiecTBytollasa peasnbHOCTb

Bpemsa oo Bpems Bpems
KoMMnpoMeTauuu ObHapyeHuA BOCCTaHOBJ/IEHUA

ilj I:I=I=I:I I:I=I=I:I I:I=I=I:I I:I:I:I:I )

[ 1 11 71] EEEEN [ 1 11 71] [ 1 11 71]

1 11 1] ENEEN 1 11 1] 1 11 1] 1111

L 1 T 17| [ I T 1] L 1 T 17| L 1 T 17|
HepnoctaTouHble [pynnbel [T

KaTtacTtpodpumnyeckme
YyCUAMA NO 6e30MacHOCTH pod

npefoTBPALLEHMIO Pa3bUTLI nocneactemna $$%
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[TpaBuNbHbLIM Noaxoa. Pe3ynbTaTthl 418 brsHeca

Bpems Bpems Bpewms
KoMnpomeTaumu obHapyXeHusA BOCCTAHOB/IEHUA

T ST YT

[locTaTo4YHble ONTUMM3NPOBAHHbIE y
MUHUMaNbHbLIN
ycunma no KOMaHab! | T Lep6
NpeaoTBPALLEHMNIO 6e30MnacHOCTH YHIER
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OCHOBHble BbI30BbI Nepea | T ana 6e3onacHoCTH
«[ MopUaHbIX 0BNaAKOBY

OTCyTCTBME HArNAAHOCTM NO BCEM BbIYUCAUTENbHbLIM pecypcaM Ha
TEeppUTOPMU 1 3a NpeaenamMm

* Vicnonb3oBaHue NyO6NYHBIX U MPKMBATHbBIX OONAKOB, TaK Ha3biBaeMbln «Shadow IT» genatoT
HarNA4HOCTb UCMOMb30BAHUA PECYPCOB HEBO3MOXKHOW, @ ayauT 3aTPYAHEHHbIM.

* Y KOHTPOMUPYKOLMX 1 MPOBEPAIOLLMX OPraHOB BO3HMKHYT BOMNPOCHI. HY*KHO ObITb FOTOBbLIM

TpyoHOCTM B O6Hapy*KEeHNM B3TIOMOB M BOCCTAHOB/IEHMUN YPOHA

° I'T CNOXKHO MOHATb U CNPOrHO3npPOoBaTb KaK Yyrpo3bl CTAHOBATCA B3/TOMaMK

OTCcyTCTBME €0MHOI0 yNpaBAeHUA U OTYETHOCTU NO BCEN MHPPACTPYKTYpPE U
AAHHbIM

° O6nayvyHasn MchpaCprKTypa, KOTOpaA HE HaxXoOuUTCA B CO6CTBEHHOCTU NN B BeaeHmnn 6usHeca
* Harpysku n KopnopaTmBHble AaHHble B Ny6ANYHOM obnake

(i@ Security@ | 12
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PeweHune Intel Security

McAfee Network Security Platform
* IPS pnsa ¢ousmnyeckunx n BupTyanbHbix ceten software-defined infrastructure (SDI)

McAfee Server Security Suites

* 3awmTa cepBepoB. DM3nYeCKux, BUPTyanbHbIX U B ObNaKe.

Database Security

*  3awmuwaeT 6a3bl 4AHHbIX OT YrPO3 BHELHUX, BHYTPEHHUX U CUCTEMHbIX

Threat Intelligence Exchange (TIE)

*  BkatovaeT afanTUMBHOE OOHAPYXKEHMS YIPO3 B PEXMME PEASIbHOIO BPEMEHM

(i@ Security@ | 13
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Network Security Platform
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Knaccmyeckada 6€30nacHOCTb nepuMeTpa ogHa
He OCTaHaB/IMBAET B3/IOMb

BHYTPEHHMI KOHTPO/b YacTO HEAOCTATOYEH

« CNbHaA 3alMTa NepuMeTPa Kak NnpaBuio
CTaHOapTHa

Low Priority
Servers

* CNOXHble Yyrpo3bl HAXOAAT cepBepa C
HU3KUM npuopmutetom W |||l 4+ Al

High Priority
Servers

* Yrpo3bl pacnpoCcTPaHATCA C cepBepa Ha
cepsep

(i@ Security@ | 15
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OnpeneneHve B3NOMOB bbICTpee

PeasbHble npoLeccsl

Nrpa «Monmam curHan Tpesorul»

Aler Alert Alert
@ -|t |@ 2 @ 3 I O6bI4Ha“A
o =

x= X KapTuHa

Alert Alert Alert n 3IMWHNN

é\ 4 :j 5 @ 6 LyM, NOTOK
= X x CObbITUI 1

Ba)kHble cobbiTUA

‘ YMHoe
I % Event 1 npeanoxeHve
Alert 2

Alert 3 PaccnepoBaHus

Alert 5

et e M HarnagHoCTb
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Kak 3awmnTmTb Data Center mepumeTp
Network Security Platform (NSP)

GAM (Browser) Emulation

[TprMeHeHne
HeCUTHaTYPHbIX METO,0B Al Deep File Analysis

_ NopgKkntoyeHme K
Behavior necoyHuLLe

[MoncK Hen3BeCTHbIX aTak

Yrny6néHHbIN aHann3 Attack Attack
curHanos borcerent Gl RepUtation Global Threat Intelligence
NHPopMaTMBHbIE areHThbl
Ha KOHEYHbIX TOYKax
Network Threat Behavior Analysis

Threat Intelligence Exchange

@) Security@ | 17
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3awmTta VMware NSX Data Centers ¢ noMoOLblO

Next-Generation IPS

Intel Security n VMware aHOHCHPOBaNu MHTErPUPOBAHHOE peLleHre aaa aBToMaTm3aumm u

yckopeHnma Advanced Security Services

Security Management

lm lﬁ_‘h' Mchfee W M,
=] E] |- B B
Manager
— — T — —
N
P Security Function Virtualization
P .
-~ and Automation

Controller

Virtualization Orchestration
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MonHas nHterpauma ¢ Vmware vCenter ¢
NoAAePKKON cerMeHTaummu, npodunen
6e30nacHOCTU, MOAUTUK U rpynn.

3awuTa BHyTpeHHero VM-TpadukKa B
paMkax VMware NSX data center. Nnn
HEeCKOJIbKUX AaTaLeHTPOB.

MNepsbin IPS, oNTUMU3NPOBAHHbLIN ANS
apxmMTeKTypbl Intel c ucnonb3oBaHueM
TexHonormum Intel® Xeon ™ gna Intel®
HyperScan n komnnekt Intel® Data Plane
Development (Intel DPDK)
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Opyxunte c nngepamum B Network Security

Pa3 6e3 nepepbiBa pa3MeLLEH B
s KBagpaHTe nngepos GARTNER:

Intel Security
L “ MHOXeCTBO NPUMeEHAEMbIX HECUIHATYPHbIX

(0] -
5 Hewlett chkard .IBM TeXH osnormm
§ E“‘e’:”se [AET HECOMHEHHOE NPENUMYLLECTBO Ha CUTHATYPHbIMU
= IPS TexHonornamn.”
e °
2 NSFOCUS “ KnueHTbl OLeHMBalOT yNpaBAAaeMocCTb U
35 ° NErkocTb UCMOJIb30BaHUA KaK Ype3BblYanNHO
< Huawei Xopomym_”
“ YKasaH KaK rnmaBHbIA KOHKYPEHT COrNacHo
. n
Wine OMNpPOCY KOHKYPEHTOB.
2015 IPS
Completeness of Vision Gartnerv Magic Quadrant
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Server Security
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Tpu npobnemMsl a1 6€30MacHOCTU B «ObNaKey

1 HarnagHocTb/[TOHATHOCTb
m OTCyTCTBME MOHUMAHMA YTO XKe BHYTpK 0bs1aKa
» TeHeBoM IT:

nob3oBaTe/ I XO4AT B
o6naka Han pPAMYIO

 Crapble VM B
320pOLIEHHOM

COCTOAHUUN U CTanun R 1
«30MbU» > ‘ h
9,

« be3onacHoCTb He
MOXeT NATU B HOTY C
aBTO-
MacwTabupoBaHMeEM
Be6-NpMNoXKeHUN
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Tpu npobnemMsl a1 6€30MacHOCTU B «ObNaKey

3awmTa
Hy»HO ycoBepLIeHCTBOBAaHHOE CPeACTBO NpeaoTBpaLLEHUS YIPO3
B U 3aWUTbl AAHHbIX

MNpepoTBpaLleHme yrpos

Network Security He
cnacaet

NMocToAHHbIE aTaKu
60THEeTaMM

[MNpnBaTHOCTb AAHHbIX

LWindposaHme sBnsetca
rNaBHbIM TPe6OBaHUEM
6e3onacHoCTn B
ny6nn4yHoM obnake

3awmTta oT
HeCaHKUMOHUPOBAHHOIO
AocTyna

Intel Security Confidential
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3almMTa OT HECAHKLMOHMPOBAHHOIO A40CTYyNa

YnpaBnaeMocCTb
m CNoOXHOCTb ynpaBneHmAa oByMAa otae/ibHbiIMN CUCTEMaMH

- Bonblune 3aTpaThl -

ST e gD

« CRIOMHOCTS i I:

o} ? =

@ TR i A L]
3 7.8 TOS
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McAfee Public
Cloud Server
Security Suite

* HarnaaHocTb Ana BCen
cpeabl

HanéxHasa 3awmra

LleHTpannsoBaHHOe
yrpasneHue

Intel Security Confidential

Q

HarnagHocTb

A .
@ 3awumTa

Q

p-o

©

YnpaBnaeMocCTb
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McAfee Public Cloud Server Security Suite

QB »

HarnagHocTb
Pa6oTaer Same world-class Single pane of glass for
HenocpeacTBEHHO Ha technologies as physical automated management
cepBepax B obnake 1 B server solutions
o opraHusaumm o

KOHHeKTOpa K «0bnakam» B McAfee ePO

(iﬁt—eDSecuritywy \ 252
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Cloud Connectors for McAfee ePO

{ @ eruicy Orchessramor 5,11
* C A & bups) Dashboard

@ owetised 7] Mgsiend Omd dcoues Gy el e () rueey Cotwey ) Ota vrutetion S Cloud

Rizerieg

.."'.- Dashboards [msicuow 2] [ Doastoard acmzra =
‘'amazon [ -
we ] P [

bservices™ ' = :
. - | T::“-a ooy m ;3
BB Microsoft Azure e

SOFTLAY=R'

an IBM Company

O ype Wi o ©. Pecestage
W =
=
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Teant g 1
i Whdonn Sarw 3 .
Total £ 0w

s 3‘ ﬁelion

PUBLIC CLOUD eSS
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McAfee Public Cloud Server Security Suite

o/ »

3awmTa
Immediate insights into Te ke TEXHONOrnU Kak ans Single pane of glass for
cloud-based and on- 3aWmThl GU3NYECKUX automated management
premise servers cepBepoB
O O

XopolLlero KadectBa AHTUBMPYC, Firewall, IPS
3almTa daHHbiX Ana Windows & Linux

i@Securityw | 27
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3awmTa Kak ana Windows Tak m Linux

= Q [ A B

ANTI-VIRUS INTRUSION APPLICATION INTEGRITY ENCRYPTION
FIREWALL PREVENTION WHITELISTING MONITORING MANAGEMENT

DevOps-friendly deployment /_;\puppet QG . OpsWorks

(i@ Security'@ | 28
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KaK 3alWMTUTb AaHHbIE B «0O1aKe»

® O O gepolicy Orchestrator .11 x [

® O rl p eﬂ'en e H M e + C' A [ hups:// McAfee/PublicCloudSecurity/Demo/DataProtectionforCloud

Menu ¥ | () Dashboards (7] Registerad Cloud Accounts gy SvstamTree M| policy Catalog % Data Protection for Cloud (DPC)

cTaTyca wmnopaumm
LI,J'IFI TOMOB Data Protection for Cloud (DPC)

Volume Tree
w My Organization

° O I_I L'|M M I_I O e e ot Encrypted

w AWS-Public [ Velume ID Volume Type  Attached System Name Encryption Status Details

I I I M q) p O Ba H M I.O ap-southeast-1a [ | vol-b3adasbe WIN-TAQN1GEFOR4 Mot Encrypted Can be encrypted by McAfes DFC

ap-southeast-1b vol-cdadaes WIN-TAQN1GBFOR4 Not Encrypted Can be encrypted by McAfee DPC

CO3[aHHbIX TOMOB B
1 KNINK

vol-20223628 2ePO-client3-W2K12R2NonencryptEBS Encrypted Needs McAfee DPC Client installed

vol-4122a849 22PO-client3-W2K12R2NoneneryptERS Encrypted Needs McAfee DPC Client installed

vol-0a1d1a02 WIN-6COAOTFESAP Encrypted Encrypted by AWS during volume erea

vol-00dc3b0b WIN-TAQN1GBFOR4 Not Encrypted Can be encrypted by McAfee DPC

* NHTepraymsa c
Amazon Key
Management Service

(KMS)

Actions » | 8 iams 2 Enerypt Volume || 2 MEneryption History
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McAfee Public Cloud Server Security Suite

O\ @ :’°

YnpasneHue
Immediate insights into Same world-class EnvHas Touka ynpaBaeHus.
cloud-based and on- technologies as physical Xopowunn nHctpymeHT SOC
premise servers server solutions
O O

McAfee ePolicy Orchestrator

(iﬁt—eDSecuritywy \ 303
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ePolicy Orchestrator

@ efoley Orchestramor 5.1.1 * 3

* YnpaBneHue € o u

v 0 oushised

6e30MnacHOCTbIO
cepBepoB B 06/1aKe U
bn3nyecKknx c ogHom
KOHCO/U

* ABTOMATM4ecCKas
peakuma Ha MHUMAOEHTHI

 ABTOMaTM3auma busHec
NpoLeccoB

* AWS nepapxusa cmctem
JIOrNYeCKU
rpynnupyeTca no
permoHam
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Database Security

( i@ Security'@ | 32

Intel Security Confidential



McAfee Database Security

BO3MOXHOCTb PesynbTart

CKaHMpOBaHue U * ABTOMOWCK 3K3eMnnApoB 6a3 AaHHbIX. MHAMKauma no puckam. OnpeneneHne
KPUTUYECKUX YA3BMMOCTEN

yHer . * Copepxut gonee 4,700 nHAMBMAYaNbHbIX MPOBEPOK Ha HaMYME YA3BMMOCTEN.
YA3BMMOCTEMN CneunanbHo paspaboTaHa gna 6a3 gaHHbIX. Oracle, MSSQL, MySQL, Db2 v ap.
NpuMeHeHMe * BnoKkMpoBKa yrpo3 6e3 yCTaHOBKK NaTtyen. BUpTyanbHbIN NaTYUHT

* 3awmTa npumMeHsaeTca gaxe o Bbixoga oduUManbHOro natya
* He TpebyeT cneymanbHbix 3HaHUM DBMS ana agMuHucTpaTopa

natyen BE3

nepesarpysKku : : : y y
* Non-intrusive software design o3Ha4aeT, YTO HUKAKNX U3MEHEHUN UAN NHCTANNALUN B

caMy 6a3y faHHbIX HE MPOUCXOANT

MOHWUTOPUHS 6a3 * 3awmTa 6a3 AaHHbIX B peaslbHOM PEeXXMUME BPEMEHM MO HECKOJIbKMM BEKTOPAM

[aHHbIX B * 3anucb JeTanbHOro ayauTopckoro cnepa ana npoxoxaeHma SOX, HIPAA/HITECH, PCI-
DSS v apyrmux ayanMToB Ha COOTBETCTBME

P€a/ibHOM » CeHcopbl pacrnonaratoTca B NaMATU. DTO NO3BOJIAET 3aWNTUTb 6a3bl JAHHbIX KaK Ha

peXnMe BpeMEHMU dU3NYECKNX CepBepPax, Tak B obnake

(i@ Security' @ | 33
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Threat Intelligence Exchange
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TIE Solution Overview

3rd Party
Threat
Intelligence McAfee Threat McAfee
Intelligence Advanced
Exchange Server Threat Defense

McAfee
Global Threat ) = p|
Intelligence

Data

Layer

McAfee McAfee
ePolicy Enterprise
Orchestrator Security Manager

Intel Security Confidential

McAfee
Network Security McAfee 3rd Party
Platform Web Gateway Solutions

Q@

McAfee Threat =~ McAfee Threat McAfee McAfee
Intelligence Intelligence Data Loss Application
Exchange Exchange Prevention Control

Endpoint Module Endpoint Module Endpoint
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Comprehensive Security Portfolio

The whole is greater than the sum of its parts to secure hybrid infrastructures

McAfee ePolicy Orchestrator + Network Security Manager

laaS Discovery & Data_ anter Additional Server Software Defined Database
- Optimized o . X
Monitoring Security Network Security Security

Security

-

NN
= frifamazon
- VirusScan w \:ﬁlebser\tis:’esm
- Enterprise ul
= MOVE-AV o——o im Windows Azure
= DC Discover SOFTLAY=R'
- & Monitoring RS Virtual NSP + Data Center B Comry
Intel Security Security Suite n @ §
(Data Center Application Controller for Databases vmware
Connectors) Network Control openstack
Security
PHYSICAL DATA CENTER Platform (IPS) Change PRIVATE / PUBLIC CLOUD & SDDC

Control

Threat Intelligence Exchange & DXL

(i@ Security' @ | 37
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Security for the Hybrid Infrastructure

TRADITIONAL DATA CENTER VIRTUALIZED AND PUBLIC CLOUD
(PHYSICAL) PRIVATE CLOUD (laaS & SaaS)

* VirusScan Enterprise
VirusScan for Storage
* Application Control

* Change Control

Server and ¢ Host IPS
Storage Security

* Network Security Platform (IPS)

¢.
.~!

Network Security

e Host Based DLP
# * Network DLP
{:é‘)} * Web Protection

Edge & Data
Protection

Intel Security Confidential

MOVE AV

VirusScan Enterprise
VirusScan for Storage
Application Control
Change Control

Host IPS

Intel Security Controller
Network Security Platform (IPS)

Host Based DLP
Network DLP
Web Protection

VirusScan Enterprise
Application Control
Change Control

Host IPS

Data Protection for Cloud
Data Center Connectors

Web Protection

(i@Securityw ‘ 38



Y10 3TO naéeT?

0
/‘\"\

— alle

HarnagHocTb
MCNONb30BaHMA BCEX
pecypcoB, GU3NYECKUX,
BUPTYyanbHbIX 1 B 0bnake

Intel Security Confidential

3awmTa BCex pecypcos,
bU3UYECKMX, BUPTYabHbIX
n B obnarke. brnoknpoBKa
CNOXHbIX HANpPaB/IEHHbIX
aTak

LeHTpanusoBaHHOe
yrnpaB/ieHNne U OTYETHOCTb
BCEX Pecypcos,
OU3UNYECKNX, BUPTYaSIbHbIX
M B 0bnaxke

(i@ Security @
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Intel Security
npepocraBnseT
HagEXHOoe peleHune
ON4 3aWNThb
rmépunaHbix Jarta
LleHTpoB
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Top Network Attacks

McAfee Q1 2015 Threats Report

- Denial

of Service

Brute Force

Browser

l Shellshock
SSL
Backdoor

Botnet

. Others

Source: McAfee Labs, 2015

(i@ Security @
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What are Key Customer Pain Points?

IT / security operations perspective —a point of influence

Customer Pain

How Server Security Solves the Pain

Discover workloads to apply proper security

Apply proper security policies for public cloud
deployments

Deploy comprehensive server security with minimal
performance impact

Complete protection against increasing sophisticated
threats

Protection from unknown threats

Continuous compliance

Complex management of security silos, compliance
tools and processes

Intel Security Confidential

Automatic discovery of all physical and virtual machines, including those in the cloud

Data center connectors for VMware vSphere, Amazon AWS, OpenStack, and Microsoft Azure to
provide visibility of server instances

High performance malware protection for Windows and Linux servers and anti-virus optimized
for virtualized environments

McAfee Server Security suites also proactively secure against known and new zero-day attacks
and prevents changes that can impose security risk

Ability to easily find and manage all application-related files and to protect them without labor-
intensive list management or signature updates

Continuous file integrity monitoring, compliance policy enforcement and change prevention

McAfee ePO delivers comprehensive management and visibility for servers deployed in
physical, virtualized and cloud environments

@Securityw) ‘ 43



Server Security Suites

McAfee Server Security Suite
Essentials

Foundational protection for physical,
virtual and cloud deployments

McAfee Server Security Suite
Advanced

Comprehensive protection for
physical, virtual and cloud
deployments

McAfee Public Cloud Server

Suite Security
Optimized for public cloud protection

Intel Security Confidential

ePolicy Orchestrator v v v
VirusScan Enterprise (VSE) v v v
VirusScan Enterprise for Linux (VSEL) v v v
Host IPS for Servers & Linux Firewall v v v
MOVE AV for Servers v v
MOVE Scheduler v v

McAfee Agentless Firewall (for servers on VMware ESX) v
Data Center Connector for VMware vSphere v v
Data Center Connectors for AWS, Azure, OpenStack v v v
Application Control for Servers v v
Change Control for Servers v v
Cloud Encryption Management (for servers on AWS) v
Price (Unit of Measure) Per OS Instance Per OS Instance Usage Based

Hourly Pricing
(Subscription)
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Discovery using AWS Connector for ePO

1.

Enter AWS
account details

2.

EC2 instances
discovered and
imported into ePO

3.

Secure your
servers
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McAfee Server Security

3allMTa CepBepoB B AaTa LEeHTpe 1 B obnakxe

McAfee Server Security
Suite Essentials

basoBasd 3awuTa
dnsnyeckux,
BUPTYa/IbHbIX CEPBEPOB U
cepBepoB B 0bs1ake

JlnueHsupyeTca Ha
ak3emnnap OC

Intel Security Confidential
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McAfee Server Security
Suite Advanced

PacwupeHHan 3awmTa
dusnyecKmx,
BUPTYa/lbHbIX CEPBEPOB U
cepBepoB B 0bnake

JlnueHsnpyeTca Ha
sk3emnap OC

McAfee Public Cloud
Suite Security

CneumanbHo anAa
cepBepoOB B Ny6ANYHbIX
obnakax

MoAnucKa Ha KONYecTBO
yacoB paboTbl CPU
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