JIbHASA YCTOMYBOCTb

A paboTbl Bawero busHeca



[loTepAa AaHHbIX
- 3TO, K COXKaNeHUo, peasibHOCTb

85" 45* 93"

OpraHu13aumn, NocTpagasLunx oT NPOAYKTUBHbIX AAHHbIX, BupycoB-LunMdpoBanbLLMKOB,
BMPYCOB-LWMGPOBANbLLMKOB B nocTpagaslwmnx oT KubepaTtak™ aTakoBaBLWMX H63Kanbl*
2023*



NNIEP
PbIHKA

‘1

no gone pbiHKa Data
Replication & Protection,
cornacHo IDC

1%

cnucka Fortune 500

"1

B CNOCOOHOCTU K
UCNONMHEHUIO v TUAEP
cornacHo Maruueckomy
KesapgpaHTty NapTHepa

+

nmpep pbiHKa no
Net Promoter Score



aws  AWS

A Azure

€3 Google Cloud
@ Kubernetes

Veeam Data Platform

Virtual Physical Apps

On-Premises ¢ Inthe Cloud + Xaa$S
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Platform
Extensions

$ Microsoft 365

@ Salesforce
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Mbl o6ecneunBaem HenpepbIBHYIO paboTy
Bawero busHeca

3 ©

AYA

BesonacHocTb BoccTaHoBNEeHME CBobopa
NAaHHbIX NAHHbIX NAHHbIX
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[Mouck +
onpeaeneHune

Knbepyrpos

MuHUMnN3npynTe yuiepob
OT Knbepataku

ObecneybTe 6€30MNaCHOCTb CBOUX AadHHbIX C MOMOLbIO
MHOFOVpOBHeBOVI cncrtembl 6e3OI'IaCHOCTl/I, KOTOpPaA AaeT BaM
yBEPEHHOCTb, YTO BallWM AaHHblE BCErAa 3allULLEHDI.

* Malware Detection
 OTtnpaBKa cobbiTUi Ha Syslog cepsep
* CMHXPOHHAsA KOMMYHMKaumMK ¢ ServiceNow

* Veeam Incident API



Malware Detection

Al-onepaTuBHOE CKaHMPOBaHME U
aHann3 $pannoBon CUCTEMDI

OnpepnenuTte 3apaxKeHme Kak MOXHO
paHbLE:

N3mepeHune n aHann3 nsameHeHuin
Ob6Hapy»KeHune U3BeCTHbIX cnegoB NHGEKLNIN

Mapkuposka 63kanos Kak “yucmelii”,
”nooo3spumensHsil” unu “uHuyupo8aHHsIU”

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Settings

General | Veeam Incident APl | Notifications

Encryption detection
v| Enable inline entropy analysis

Uses Al/ML to detect previously unencrypted data becoming encrypted in
processed disk images, which is often an indication of a ransomware attack.
Increases backup proxy CPU load.

Sensitivity:

Low Normal Extreme

Extreme sensitivity will alert on a smallest data set getting encrypted and
can thus generate many false positives. Low sensitivity is ideal for
environments with heavy encryption usage.

Suspicious activity detection
v| Enable file system activity analysis
Detects the appearance of suspicious files, the deletion of a large number of
existing files etc. This requires the guest file system indexing enabled in the
backup jobs settings.

v| Update malware definitions automatically

Extensions to monitor...

oK Cancel




Syslog Event Forwarding
icnonb3ynTe BCe MHCTPYMEHTDI
1/O Contral | Security | E-mail Settings  Event Forwarding | Notifications | Histary

SNMP servers:

MName Community string Add...
CaoenaiTe Balwly 3aWuMTy bosee 3aMmeTHOM
MpenoctasieHne AaHHbIX MUHCTPYMEHTaM
SIEM pna cbopa v aHanu3a. p—
MName Transport Add...
syslog-externallab.local:51 UDP Edit..
YnpouleHue KoHdurypaumm m ynpasieHuma —

OnTummnsauyma n ueHTpanmsayma MOHUTOPWHIa
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SEIVICENOW At Fovorttes  Mastory  Workspeces

UHTerpaumna c ServiceNow
ObecneyeHne KOHTPONA 33 N1IaTGOPMON

NHTerpauyma c Veeam ONE™

Mcnonb3oBaHMe CyWecTBYOLWMX pabounx
MPOLLECCOB M NOBbILWEHWNE NPO3PAYHOCTH
MeXay KoMaHaaMu.

SErVICENOW A1 Fwortes tsty  Wodspees Admn | incdent.NCO010036

[1BYCTOPOHHAS UHTErpaums rapaHTMpyeT
aKTya/ibHOCTb 06eunx nnatpopm.
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Veeam Incident API
[Monyynte BTOpoe MHeHue

[MonyyanTe oTYETbI O 3aPAXKEHUAX B
peXknme peasibHOro BpemeHu ot
CTOPOHHUX MHCTPYMEHTOB.

NHTerpaums c uHctpymeHtamm EDR/XDR

NckntoyeHne bapbepoB Mexay KoMaHaamu
63Kana n 6esonacHoOCTH

MuHnmmsnpymTe ywepb, BbINONHNB
Hemea/eHHbIN 63Kan Npu onoBeLLeHUn

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Settings

General | Veeam Incident API | Notifications

Veeam Incident API

[[] Perform a Quick Backup upon receiving an external event

Triggers an out-of-band backup of an infected machine as soon as an
external cyber-threat detection engine notifies of the infection as to prevent
further damage being done by malware.

QK Cancel




Ry,

OTtBeT +
BOCCTAaHOBJ/IEHNE
nocne nporpammeil-
BblIMOraTens

MpenocTtaBbTe CBOEM
KOMaHAe BO3MOKHOCTb
COKPaTUTb Bpems
pearmpoBaHuA Ha
NHUMAEHTbI

N36ernte NOBTOPHOIro MHGULUPOBAHUA
CKaHupyuUTe KOHTEHT ¢ nomouwbio YARA

BoccTaHOBUTECH Ha «YMCTYHO» TOUYKY C MEepPBOro
pa3a



N3b6ernte NnOBTOPHOrO
MHPUNLUMNPOBAHUA

BcKkpoiiTe yrposy ewé A0 BOCCTaHOBAEHMUA

ABTOMaTM4eckoe obHapyxeHue
BPeAOHOCHbIX Nnporpamm B opdaamnH
pexnme

ABTOMaTUYECKOE CKaHMpPOBaHMeE MO PacnmncaHuio B
HoBOM pexkume SureBackup®

Mpon3BonbHbIN BbIGOP 06bEKTOB

Mcnonb3oBaHMe BO3MOXKHOCTEN KaK
AHTuBUpycHoro O, Tak n YARA

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

New SurcBackup Job

Settings
Choose recovery verification job settings.
Name Content analysis
Scan backup content with an antivirus software
Linked Jobs )
Scan backup content with the following YARA rule:
Settings MALW_Mirai.yar
Sehedule YARA rules location: C:\Program Files\Veearn\Backup and Replication\Backup\YaraRules\
Scan options:
Summary

[ Continue scanning remaining files after the first occurence

Backup integrity
[ Perform backup integrity check (read and verify each block against a checksum)

Mew SureBackup Job

MName
Type in 2 name and description for this SureBackup job.

Name Name:

Scan for threats
Linked Jobs

Description:
Settings Automated threat scanning|
Schedule
Summary

Backup verification mode:

(O Full recoverability testing (recommended)
Runs machines in an isolsted environment directly from backup and performs tests against live
applications. This ensures recoverability of your production workloads in DR event.

(@ Backup verification and content scan only
Performs backup integrity check and its content analysis to detect traces of malware or any other
unwanted or sensitive data. These tests do not require setting up a virtual Isb.




YARA aHanums

Kakune noTteHunanbHble PUCKM
CKpbIBaOTCA B BalLMX BaKanax?

BoifaBMTE WTaMMbl NpOrpamm —
BbIMOraTeniei B Ballen cpeae

KomnneKkcHoe obHapy»KeHne Ha OCHoBe
CUTHaTYp

OnpeaeneHne HapyweHU NoOAUTUK
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Sean Backup

Performs an ad-hoc scan of you backups with an antivirus or the YARA engine to find the latest malware-free
restore point or to detect the presence of specific entries, such as personal information.
Scan mode:
@ Find the last clean restore point
Restore points will be scanned sequentially starting from the most recent one until the first malware-free
one is found. Use this options when a cyber-attack is known to have started recently.
(O Find the last clean restore point in range

Restore points will be scanned in an optimal order to identify the last clean backup in range with least
number of scans possible. Use this option if you are not sure when the attack started, or when dealing with
a known sleeping malware.

(O Scan all restore points in range for content analysis
All restore points in range will be scanned sequentially. Use this option for backup content analysis with an
applicable YARA rule, for example to look for personally identifiable information (Pll), personal health
information (PHI) or payment card industry (PCI) data.

Scan engine:
Scan restore points with an antivirus

v| Scan restore points with the following YARA rule:

APT_HackingTeam.yar v

YARA rules location: C:\Program Files\Veeam\Backup and Replication\Backup\YaraRules\

Scan range:

From: To:

(® Most recent restore point (@ Oldest available restore point
O Start date: (O End date:

Continue scanning all remaining files after the first occurence

Hide scan range




BocctaHOB/eHMe Ha

«YUCTYIO» TOUYKY

ABTOMATMUYECKMIN MOUCK
HeMHPUUMpPoBaHHOro 6aKana

Run Plan X
EhEs Check for malware |
n restore points for possible malware. The first clean restore point found will be used

YBEepeHHOCTb B C/ly4ae aBapuu

Malware Detection

* YcKopbTe BOCCTaHOBNEHME 33 CHET 0bxoaa - Bikscmakgrisii B :
3apaKeHHbIX TOYEK BOCCTAHOB/IEHUS

MBKoe BOCCTAaHOBNAEHMEe Ha 3eMto Uan B ob61ako
C Noc/neayoLen KactTommnsaunen

ABTOMaTM3NPOBaHHOE TECTMPOBaHNE U
OTYETHOCTb A/19 ayAMUTA o -
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©
AYa

HapexHasa +
COOTBETCTBYHOLLLAA
TpeboBaHUAM

3aWmTa

YKpenuTte Bawy
no3nuunto B 0bnactu
6e3onacHoOCTU U
COOTBETCTBUA
CTaHAapTam

MNoaaepKa rmbpuaHbIX U MyIbTUOBAAUYHbIX
MHOPACTPYKTYP, KOTOPbIE MOMOratoT 3alUTUTb BCE BaLLU
NlaHHble 6e3 3annupaHMa AaHHbIX Y BeHAopa. Bawu aaHHble
[O/1KHbI ObITb 3aLLUMLLEHbI TaM, TAE OHU BaM HYXKHbl — B
obnake, NOKaNbHO UM Ha nepudepun.

* AHaNMn3 COOTBETCTBUA CTaHOAPTaM

“Four-eyes” aBTopulauyums

Veeam Threat Center



Security and
compliance analyzer

Cneaoynte ny4wnm npakTUKam

BblsiBUTE PUCKN MHPPACTPYKTYPbI
pe3epBHOro KONMPOBAHUA

BbINo/HANTE NPOBEPKN NO PACNMUCaAHUIO

CnegywnTe nyywMm NpakTUKam no 3awmre
Balen MHPPACTPYKTYpbI
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“Four-eyes”
dBTOPU3aLUNA
N3b6ernte cny4amHbiX yaaneHum

® AKTM BMpyl‘;ITe I'IO,CllTBep)'KLI,eHMG BTOpOFO o This operation will be pending until another backup admini
can cancel pending request at any time, or wait for them t
a,ﬂlN\ M H M CTp aTO p a ?:Ijea::-:aatirc:-::ue to delete backup?

*  YcTaHOBMTE 3anNpeT Ha yaaneHne pesepBHbIX
KOMUIM U NX XPaHUNULL

Approvals

*  [eicTBMA NOTUPYIOTCS B UCTOPUM, KypHane
Windows 1 no email

Reject Details

Details
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Veeam Threat Center
HanpasbTe BHMMaHME Ha 3aWunTy

KomnneKkcHas oueHKa CTeneHu 3aLmuTbl
nobanbHaa KapTa 0OHAPYKEHHbIX Yrpo3

OnpeaeneHne RPO aHOManmim

© 2023 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

93.2%

Well done

91%

100%

89%

93%

otsisin
92.6%

workload-1299




Veeam Data Platform Packages

Platform Backup and Monitoring Recovery Ransomware

Editions Recovery and Analytics Orchestration Warranty (add-on)

Premium ® ® ® ®
Advanced [ o

Foundation o

Supporting product Veeam Backup Veeam Veeam Recovery

components & Replication* ONE Orchestrator

Also Available:

¢ Veeam Data Platform Essentials for Small Business

® Full Featured

* Certain advanced features are only available in Advanced or Premium editions PY

Some capabilities may be limited
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RypcC Ha
BaaS - 88% opraHu3aummn c 6onbLomn

BEPOATHOCTbIO byayT
ncnosnb3osaTtb BaaS/DRaaS B

Backup as a

. TeyeHue cneayrouwmx AByx et
Service Y Y




[lpeacTtasnaem

Veeam
Data Cloud
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[lpeactaBnaem

Veeam

B Cloud M Apps S Microsoft 365
Data ou B virtual M SaaS A A

B Pphysical




Npeacraensem * be3nMmunTHOoE XpaHunMwe Ha Veeam-aKkKayHTe
ansa Microsoft 365

Veeam * MbKuM RPO
Data CIOUd * [lpo3payHasn exit-policy. Bawmn pe3sepBHbie

KOMWM OCTaHYTCA Y Bac




[TocmoTpuTte

Ha Veeam Data Cloud B aenictBumn!

Dashboard Dashboard Lost 7 days

Veeam Data Cloud
for Microsoft 365

chkup Status Users Retention Session Status / Protected Workloads

Backup Jobs

Failed " i
Last Backup Protected Accounts Target ®  Faie Virtual Machines

Search
ear Status Total Accounts Gurrent )

Restore Points Unprotected Accounts Oldest Retention Point Warning

Azure SQL Server Instances

Storage Use (GB) Proportion of protected accounts Progress towards target retention 7 Success

)
. B Azure Files
OneDrive I I I oo Running now
SharePoint

Teams Session Logs All Statuses

M365 Licence Activity Licences Storage Use
File Level Restore Success 20/03/2023 8:17:45 PM 20/03/2023 10:67:45 PM

o ; Active Licences
2 O O Active 1 O Inactive 321 3. 21 G B File Level Restore Success 20/03/2023 8:17:45 PM 20/03/2023 10:57:45 PM

Inactive Licences

Unprotected Users File Level Restore Success 20/03/2023 8:17:45PM  20/03/2023 10:57:45 PM
Notifications Highest Storage Users

File Share File Restore  Success 20/03/2023 8:47:45 PM 20/03/2023 10:57:45 PM
Manage Licences Notifications
Settings.
Settings File Level Restore Success 20/03/2023 8:17:45 PM 20/03/2023 10:67:45 PM
Support ) - -
Qe File Level Restore Success 20/03/2023 8:17:45PM  20/03/2023 10:57:45 PM

My Profile My Profile




Veeam Data Cloud for Microsoft 365 :
NEW Backup Service Deep Dive

[:] Thursday, March 21| EMEA - 12 p.m. CET

Don't missthis webinar if you want to optimize or start executing on your Microsoft 365
backup strategy and experience the simplicity of a SaaS solution, enabling you
to create your first backup in lessthan five minutes. In this webinar:

*  See ademo of Veeam Data Cloud’s modern and intuitive Ul in action

+ Understand how you can reap the benefits of an all-in-one backup service
* Learn more details on how you can get started right away!

REGISTER NOW




Follow us! Join the community hub:

inf X0 @ | &
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