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Ransomware Be3ge — BKknodasa B3anombl ctaHoBATCA

pe3epBHblE KOMUU HOpPMOM

99% of ransomware tampers 66% of organizations surveyed
with security and backup were breached in 20241
infrastructure

@ Commvault Sources: Microsoft. Sophos. Coveware.
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CpenHee BpeMsi BOCCTaHOBNEHUS
ABMNsEeTCA KaTacTPodrIECKUM

24 days is the average
reported time to recover from
a cyberattack
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Hally OCHOBHbIEe NPUHLMUMbI.

MMbpuaHble
NHOPACTPYKTYPbI
HYXOAQlTCA B e4UHOM,
YHUBEPCA/IbHOM pEeLLUEHNMN.

AbCcontoTHaA yCTOMYMBOCTD.

Bo Bcem.

be3onacHOCTb AaHHbIX U
KnbepBOCCTaHOB/IEHME
JOMXHbI ObITb
MHTErpMpoBaHbl. EANHbBIN
MEXaHM3M NONNTUKMU.
MocnenoBaTeNbHbIN
KOHTPO/b.

NUHTerpauma
NCKYCCTBEHHOTO
NHTEeNNEKTa A0MKHA
6bITb NPUBA3AHHOM KO
BCEMY, YTOObI
obecneynTb
aBTOMaTM3auMmIo,
CKOPOCTb, MacwTab n
HaAEeXHOCTb.

MbpunaHbIM MUp TpebyeT
HacTosLwen ob6nayHOM
onepauMoHHON MOAEeNU C
MmacwTabom, rMbKoCTbio U
3pPeKTUBHOCTbIO, NOAO0OHbIMMU
obnaky.
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3alunuianTe n BoccTaHaBAMBaMTe Ntobble AaHHble, rae 6bl OHU HU HaxoAMUAUCh

Unified Management

Software — SaaS - Appliance

Risk Analysis . ThreatWise
Discover sensitive fileys & ‘ %Eg Gain early warning of threats
prevent exfiltration with cyber deception
» Commvault
Auto Recovery Cloud —— Threat Scan
Analyze, validate, & @ ez [Vl s Isolate malware, remediate
Zero-Trust Architecture — risks, & prevent reinfection

orchestrate recoveries

Immutability — Air-Gapping — Credential Vault
Backup & Recovery

Security 1Q pa¥
Alerting & security ' (éj Fast, flexible, &
reliable response

posture improvements

A 4

Security Integrations

Visibility, coordination, & countermeasures
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ABTOHOMHOE BOCCTaHOB/1IeHHue

3alunuianTe n BoccTaHaBAMBaMTe Ntobble AaHHble, rae 6bl OHU HU HaxoAMUAUCh

Unified Management

Software — SaaS - Appliance

Risk Analysis 00-m ThreatWise
(e
Discover sensitive files & <P, E%% Gain early warning of threats
with cyber deception

prevent exfiltration
» Commvault
Cloud S Threat Scan
Analyze, validate, & @ PERIEREE. B sl e Isolate malware, remediate
orchestrate recoveries Zero-Trust Architecture — risks, & prevent reinfection
Immutability — Air-Gapping — Credential Vault

Alerting & security Fast, flexible, &
posture improvements reliable response

Security Integrations

Visibility, coordination, & countermeasures
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ObecneyeHne 6e€30MacHOCTH, 3alUMTa U BOCCTAHOBNAEHWNE AaHHbIX B II0OOOM MecTe NpU MUHUMA/IbHON COBOKYMHOM
CTOMMOCTM BNIaAEHMUS.

A

Risk Analysis
Discover sensitive files &
prevent exfiltration

Auto Recovery
Analyze, validate, &
orchestrate recoveries

Security IQ
Alerting & security
posture improvements

ollo

Unified Management

Software — SaaS - Appliance
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Zero-Trust Architecture
Immutability — Air-Gapping — Credential Vault

Security Integrations

Visibility, coordination, & countermeasures
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ThreatWise
Gain early warning of threats
with cyber deception

Threat Scan
Isolate malware, remediate
risks, & prevent reinfection

Backup & Recovery
Fast, flexible, &
reliable response

A 4



Cyber Recovery
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CpOKM BOCCTaHOB/IEHMA Nocne KnbepaTak

Median Dwell Time Identify Cyber Insurer Rebuild IT Re-establish Production
9 O 320
- i
5 Hours 24+ Hours 1-3 Months
30-day
Day 0 average

. *ﬁww % .E\/
o 7 12 Hours 7+ Days

Cyber Attack Invoke Response Forensic Analysis Data recovery
Plan




<@

» Commvault
Cloud

Powered by Metallic Al

o
<

Zero Trust Access

MFA | Multi Person Auth | SAML | PAM | RBAC | KMIP | YubiKey | MSAuth |Google Auth

PaloAlto | MS Sentinel | DarkTrace | Netskope | CyberArk | Entrust | ServiceNow

© ® ©

R —
Risk Analysis Early Warning Indicators of Compromise Immutable Storage ThreatScan Al
() ()
O O O @ O

Clean Recovery

Identify Data Owners
| Access | Permissions

Pll or other critical
GDPR contents for
leakage or exposure
risks

O——

v Canary Files v' File hashing Object  Appliance v |File Entropy| Corruption
. —i9) Encryption Detection
v Threat Sensors (SaaS) ¥ Agentless VM CMDR N = . .
) 000 i—8 v' Quarantine suspicious
v' Extension changes files
v MIME Type Mismatch Cloud NAS

v Pre-view Corrupt file
:::::3 versions SIM Hash
O O D

v Signature Based scan

v' Al Zero Day Scan

v" On-premise IRE
v" Cloud IRE
v Forensics

v Validate Recovery
Points

© Commvault 2023 10



KOHTpONb HECKOMbKNX
aBTOpM3aUnn Ond
NnpegoTBpaLLeHUd

HECAHKLMOHNPOBAHHDbIX

nencTBuUn

o>

Dual Authorization for critical delete operations

hance security posture, any delete operations that result in data pruning wil

zation from multiple users. This feature is enabled by default.

ck will be automatically activated on all air-gapped

storage to provide an added layer of security.

/ @g Approve Execute

»
Ll

Initiate critica Q
O’ task action — ‘ (5 6
-

Route to approver

ar,

Emai_l Cancel Audit
task review

“4 Eyes” - Authorized tasks with “Restricted” Control workflows



DATA VAULTS

HensmeHsemoe xpaHumnuiie B Nodbom mecTe

STIG Hardened
SE Linux Control Plane

STIG Hardened Control Plane
Immutable File System

MPA - Multi-person Authorization
Compliance Lock WORM
Ransomware Lock & Airgap

3'd Party Hardware WORM Locks

HyperScale™
Immutabxlltl,O Storage Appliance 3" Party
Immutable Storage
(111 —110] SE Linux Media Servers @

==y .

== HS

SE Linux | Root Lock ‘7
VAST

Immutable Storage Flexibility

© Commvault 2025 12



* THREAT DETECTION

tection

v Ai & Signature Malware Scanning

© Commvault 2025
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ThreatScan™ for Files High-level Flow
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loC Detection

W ace o0

Initiate Backup
v’ File hashing
v Agentless VM CMDR
v' Extension changes

v MIME Type Mismatch

Port 443
|
|
|
|
|
|
|
|
l
Immutable Storage :
\ 4

(— :
= f=r=
ThreatScan™
Server

v HyperScale X
Appliances

v 3 Party Immutable
Storage

© Commvault 2025

https://oem.avira-
update.com/update

BE

File Scans

VM scan on restore

Daily Malware Engine Updates

Al Scan

Signature Scan
File Entropy
Compare Corrupt versions
Quarantine Versions

14



Suspicious File Activity Dashboard

# of Suspicious First
— Commvault Search server, plans, jobs, storage... FI|eS Infect|0n %\ Select a company ~ & commvault-nj\cmoyer
- N Threat scan time interval
July15th 2024, 10:00 am TO July 22nd 2024, 10:00 am
#& Guided setup
Total Files Total Size Suspicious Files Threats Detected Marked as Corru First Infection
i# Dashboard B %—J p =) 2 pt
197,310 10.20 GB 4 5 6 Feb 15, 2023 01:16:12 PM
0 Protect
¥ Data Insights Suspicious File Types Suspicious Files and Threats Suspicious Activity
) ﬂ‘- Cleanroom | [
Threat Analysis - -
4 Auto recovery 5
File & VM Al Threat Scan & Jobs
xis 2 H &
File Entropy @ Reports § E
. . c .. P |
View Co.rrupt versmns L@ Metrics % e q Suspiciou... ‘E
Quarantine Versions ® Threats D... s,
Signature Based Scan B Monitoring -
out 9
Al Zero Day Scan Security IQ —_— ]
Alerts RS 9 o
3013120 3013255
Events o 1 2 3 Job ID
Threat indicators
Approvals .. .
Suspicious files o Mark corrupt O, c
& Storage Compare Suspicious Compare
B4 File path 1 1 Action
% Manage Files RS TS s
~ \:‘ C:\Program Files\Commvault\ConteftStore\iDataAgent\JobResults\CV_JobResults\iDataAgent\FileSyse._.. 2 )
{3 Developer tools
@ Web console c
ii Myapps File name Modified time Suspicious Corrupt Threats Backup job id
DClnc.cvf Jul 22,2024 08:4016 AM Yes No Not Applicable 3013255
DClnc.cvf Jul 22,2024 12:38:50 AM No No Not Applicable 3013129

© Commvault 2025



Automatic Threat Quarantine

= @ Commvault Search server, plans, jobs, storage... ah- @ ﬂ % Select a company ~

Q. Threat indicators /| Threat analysis

hwtestta-r Clear anomaly Manage tags

Threat anclysie Threats Detected

Infected File Count
Threats Threats detected

16
@ TR/ADTestFileY ...
® BDSs/Rustock.J6...
TR/ATRAPS.Gen ...
TR/Offend.5478...
TR/RootkitGen ..

TR/RootkitGen2...

TR/Spy.Gen :1(5...
596683 593923

Restore job id

® File information & - Q i 1200r56

Malware Signature

Drag a column header and drop it here to group by that column

Path Threat name Restore job id
ATAmvtestrisklevels (2)\test-risk-level-d.exx TR/ADTestFileY 593712
ATAmvtestrisklevels (2)\test-risk-level-5.exx TR/ADTestFileY 503712
ATAmvtest risklevels (2)\test-risk-level-6.exx TR/ADTestFileY 503712

ATAmvtestrisklevels (2)\test-risk-level-Texx TR/ADTestFileY 593712




ThreatScan™ for VMs High-level Flow
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Commvault
Command Center

Media Server

Immutable
Storage

Restore Operation

Port 8403

VM(s) Restored
Offline (default)

Initiate retore operation with
Threat Analysis option

VM is restored to selected destination (only
supports out of place) —VM(s) kept offline

If Threats are found (Restores VMDKSs) and
use VMware API to mount VMDKSs to
ThreatScan server

Port 443

i
1
|
|
|
|
|
|
\/
(—

N

ThreatScan™
Server

4
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https://oem.avira-
update.com/update

File Scans

VM scan on restore

Daily Malware Engine Updates

Al Scan

Signature Scan
File Entropy
Compare Corrupt versions
Quarantine Versions

Then run malware Scans

17
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Active Directory nog npuuenom

HOBbI BEKTOP A1 OPTAHU3ALUU ATAK

) Coo ©)

Gain Control Move Laterally Execute Attack
Ncnonb3oBaHMe HEBEPHbIX becwymHoe nepemelieHne no PacnpoctpaHeHue KubepaTak
KOHPUrypaumm n «cnenbix 30H» MHPPACTPYKTYpPE, pabounm

N KOHTPOAIMPOBATb AOCTYN K
ANA KomnpomeTauum CTaHUMAM U MPUIOKEHUAM

NPUBUNETMPOBAHHOMN YYETHOM
3anumcu

cetn KIneHToB

19



Backup & Recovery for Active Directory

For Entra ID and Microsoft AD

= @cCommvault Q

10.49 MB

Databases

Applications

= @commvault Q

New Comparison

[

MS Active Directory MS Entra ID

J § Microsoft
Entra ID

Automated backups for single-solution protection of
Microsoft AD and Entra ID

Comprehensive coverage of objects, attributes, users,
groups, app registrations, and more

Granular recovery to roll back damaging, unwanted, or
accidental changes

Layered security with data encryption and air-gapped
ransomware protection

© Commvault 2025
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CpaBHeHuUe

ACTIVE DIRECTORY

GENERAL

Restore users, groups, contacts, computer objects

Protect Group Policies

Backup GPO settings from SYSVOL

Compare before and after state for a single object

Interactive, domain-wide comparisons of all objects and attributes
Rollback overwritten attributes across thousands of objects at once
Restore users, groups, app registrations, enterprise applications
Recover roles

Protect Conditional Access Policies

One scheduled backup a day

On demand user-initiated backup

Frequently scheduled backups for a lower RPO

Legacy Offering

New Offering
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“Arlie” Al Assistant
[1nAa reHepauum oTBETOB MCMNOJIb3YET Caeaytolne AaHHbIE :

Customer tickets, knowledge base articles, selected job status, and error
description

User question or query, Commvault APl documentation in api.commvault.com

User question or query, Commvault product documentation, Commvault store
description text

M Note

Arlie does not use your data to train the generative Al models. Furthermore, Arlie does not utilize your backed-up data for any

purpose.



https://api.commvault.com/

— Al Assistant

Side by side view of Al assistant and Command Center

Guided setup

Dashboard

Protect

Data Insights

Auto recovery

Jobs

Reports

Monitoring

Storage

Manage

Developer tools

‘ Active jobs

Job history

Active jobs 127 Running

All

+ Add filter

Job ID

32041...

3367...

33762...

3376...

3376...

3376...

23770

Focused jobs

Oper...

Back...

Archi...

Back...

Back...

Back...

Back...

Rl

Status

Queu...

Runni...

Pendi...

Pendi...

Pendi...

Pendi...

Pandi

| 62 Pending

Pause updates

Laptop jobs

Desti...

deggl...

Exch...

airfor...

upl10...

ibmai...

CVIT-...

TranX

| 211 Waiting

Multi-job control

Agen...

wind...

Exch...

wind...

Linux...

AIXFi...

Wind...

Wind

Pending Jobs

Subcl...

com...

User...

defa...

defa...

defa...

defa...

defa

| 7 Queued | O Suspended | 432 Total
Q cm : 117 of 432
e
Size st.. T Elaps... Progr... Error ... Error ...
0.00B Mayt. 2min. [l Edee.. 192126
7693.  Octl.  18da. 68 nfros. 192509
0.00B Oct2.. osec. [l unab. 1913
0.00 B Oct 2. osec. [l unob. 19m3
000B Oct2.. 0 sec... B unob. 1913
0.00B Oct 2. osec.. [JEll unob. 1913
000R Ot 2 0 can oo ] Faila 101213

Arlie
Backup a VM

You can perform backups
automatically based on the
configuration for a hypervisor or
VM group, or manually for a VM
group or a specific VM.

The first backup of a VM is always
a full backup. By default, all
subsequent backups are
incremental, capturing any
changes to VM data since the last
backup.

You can recover virtual machine
data, even when the most recent
backup was incremental.
Backups run based on the
following options:

« Initial full backup: When you
use Guided setup to set up
the Virtualization solution, use
the Back up now option to
perform a backup for the
default VM group.

* Scheduled incremental
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