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OYHAAMEHTA JIbHBIE M3MEHEHNA MPOUNCXOAAT YXE
CEVYAC...
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1780-€ 1870-€ 1970-e 2016

[1ap, BoAa, Pa3peneHue tpyaa, DNEKTPOHKIKA, CTUpaHue rpaHen Mexay
MexaHmn4yeckme 371EKTPUYECTBO, T, aBTOMaTM3MPOBAHHOE pPeasbHbIM U LMPPOBLIMU MUPAMM

CpeACTBa MaccoBoe MPOM3BOACTBO U

[MpombiwneHHasa pesoaroyma 4.0
MnoPon3BOACTBA MNoon3BOACTBO yrpaBieHne



TPAHCOOPMALMA OBPA3OBAHNMA

1. HOOPMALIMOHHBIE 2. HEOMPABJAHHbIE 3. TEXHONOMM N4 4. LUMOPOBN3ALLAA,
TEXHONOMAM OXVIAARNA, PELLEHMSA KOHKPETHbIX OPMEHTUPOBAHHAS HA
BHE JIPAHOTCH MACCOBA# 3AZIAY PE3YTILTAT
EANHNYHO, X KOMIbIKOTEPU3ALINA MPOEKTHBIN Vs [BUTATEIb TPAHCOOPMALIN
NMOTEHUWA T OrPAHYEH C HEACHbIM CMCTEMHBIM NOAXOA K CUNA JAHHbIX

PE3Y/IETATOM T



LIMOPOBAA TPAHCOOPMALINA BLICLLEM LLKO/b!

TPAHCOOPMALINA 5 GDI?dl)CIZE'bF:L-l'IJBE—IHCI)AgTM PA3BUTUE [MPOGECCMOHAJIbBHOE
OBPA3OBATEJ/IbHOIO BHYTPEHHIX CTYAEHYECKOTIO PA3BUTUE

MPOLECCA NOTEHLUWANA NPEMNOAABATEJIEN

[MPOLIECCOB



PEAJINW COBPEMEHHOI O PbIHKA TPY /1A

25%

I yPOBEHb BE3PABOTHILLbI B3POC/IbIX

YPOBEHb BE3PABOTULbI CPEAN MOJIOAEXW

2013 2014 2015 2016

PA

15%

10%

5%

0%

2005 2006 2007 2008 2009 2010 2011 2012

NCTOYHWK: AAHHBIE BCEMWPHOIO
BAHKA



Pabota 20 Beka vs Kapbepa 21 Beka

CTporaa nepapxu4 %

COoTpyAHMYECTBO
1 CBA3M

bopbba 3a pbIHOK G

Co3aaHMe HOBbIX
DbIHKOB

VIHAMBKMAYabHasA \J%—_Z-IZ

TPYAOBaA AEATENbHOCTb

[1poekTHas paboTa

LleHTpann3oBaHHa4
CMCTEMA Hﬁ

aia aia aia

T B rpyrrax
e CeTteBoe
N> B3aMMOJENCTBME

bonee 30 neT Ha @

OZHOM MO3uLNK b

bonee 10 no3mumm
K 40 rogam




MWIPALLAA

B [TONCKAX
PABOTD

MWIPALLINA
PABOYMX MECT

B [MTONCKAX
TAJIARTOB




C YEIO HAYATDB?



KATANOI
1
PELLEHINM
J 1A
BY30B




KATANOTN IT PELLEHMW 114 BY3OB: CTPYKTYPA

MPEMMYLLIECTBA OT VISMEHEHMA.
MPYOPUTETHBIE AOCT%KEHMH HEOBXOAMMBIE A1 TEXHO/IOTM U
LIESIN PASBATIA MOCTAB/IEHHbIX OOCTUXEHMA PELLEHMA
BY3A LENEV MPYOPUTETHbIX

LIENIEM



KATANOTN [T PELLEHMM N4 BY3OB: TEXHO/IOMM

1 =
PazButme yaHaBaeMoCTu I =
1 MO3NLMOHMPOBaAHME YHUBEPCUTETA B e
COBPEMEHHAA MHHOBALMOHHAA KgiwiréHM%ﬁ?Eé1 MHHOBALMOHHAA
NHOPACTYKTYPA OBPA3OBATEJIbHAA SCIEN CE U PABOYAA CPEJA
BY3A CPEAA MPEMOAABATEIA U

NHXUHNPUHT
NIAHHbIX CTYAEHTA
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KpynHele komnaxuu obaadarom bOJIBLLIVIMI pecypcamu, dyem Opyeue

|7

=
ey

o

X 3

Microsoft Azure npedocmagngem scem PABHbBIE BO3MOXHOCTU
No NPOOBUXEHUID HA 2/100A/IbHbIX PbIHKAX

= Microsoft



BE3OMACHOCTb
1 YIPABJIEHNE

&

Active
Directory

Multi-Factor
Authentication

Automation

(?, Key Vault

Store /
Marketplace

VM Image Gallery
& VM Depot

Compute

@ Windows @ Linux

Compute App

(&

Cloud
Serwces

Eh
E—'ll Batch

Service
Fabric
@ Remote App

Integration

Storage
Queues

9_'] Hybrid
e/ Connections

Biztalk

Services
= Service
[%L Bus

Media & CDN
o)

Media
Services

Content Delivery
Network (CDN)

Storage

D Containers BLOB Storage Azure Files

Microsoft Azure

CEPBNCbI NMNTATO@OPMbI

Platform

Web
Apps

AP|

Apps
Logic
Apps

Mobile
Apps

Analytics & loT

W HDInsight
P
Data
Factory

Stream
Analytics

Developer Services

M Visual Studio Q/ Azure SDK
\D‘&

Application
Insights

AP|
Management

[ am— Notification

@ Hubs

Data

Machine
Learning

SQL
(ﬂ. Database
Iz
@ DocumentDB

Redis
Cache

Mobile
Engagement

NHOPACTPYKTYPHBIE CEPBACHI

Networking

Premium
Storage

oo

Virtual
Network

Load %, DNS
@ Balancer @

()
) Team Project
uiM ?

SQL Data
. Warehouse

a Search
@ Tables

A Express

Route

Traffic
Manager

VPN
Gateway

rMBPUOHbBIE
OMEPALINA

Azure AD
Connect Health

D Privileged
dentity Mngt

Backup

Operational
Insights

ﬁ Import/Export

‘Q Site

Recovery

4 StorSimple

Application
Gateway




Azure pelleHus

A Digital
M marketing

04 Microservice
£ applications

Business SaaS

apps
= Hybrid
m Integration
High

~+\ performance
computing

= Microsoft

Mobile

Business

' intelligence
‘.3 Backup

and archive

SAP
Ei:;_y on Azure

O Digital media

ﬁ] E-commerce

v
1l

Big Data and
Analytics

q Dev and test

S B
/M

SharePoint
on Azure

Gaming

i
£

o
>

Internet
of Things

Data
warehouse

Disaster
recovery

Dynamics
on Azure

Blockchain



BaaS: Blockchain kak cepBmc — MHOXECTBO peLLeH

o
v — — — —

= Microsoft

bbICTpOe Pa3BEPTbIBaHME 13 TOTOBbIX LLIAOJOHOB



Azure Machine Learning e

rOTOBOE OKPYXXEHMEe-CTyaAnS
N5 Pabothl data scientists

Development Tools

b Visual Studio

ample Experiment - Flight Delay Prediction - Development

Data Exploration
and Visualization

N ée mxnet '
\, XGBoost £

MHOPACTPYKTYPa MO 3anpocy: NakeTHoe
BbIMOIHEHME 33434

BE Microsoft 1 paboune mecra ¢ GPU
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ICxonHblE aHHbIE OUHAHCOBLI
. VHUBEPCUTET
30—'— 3'ﬂ1aHMM ] PABWUTENBLCTBE POCCHMWCKOW GEAEPALIMM
47700 CTYIEHTOB
/I 5 O O KOMMbBFOTEPOB B
5 O KOMIbHOTEPHDBIX KOMMbFOTEPHbIX KAacCax
1 Knaccos
Tepabantsl

dPXMBHbBIX AdHHbBIX

=" Microsoft



| locTaHOBKa 334134

OpraHM3auma LeHTPaanM30BaHHOIO yrpaBaeHmd
MPUNOKEHUAMM B KOMMbHOTEPHbIX K/1aCCax

[IpeaocTaBaeHme A0CTyMna K 0bpa3oBaTe/lbHOMY
KOHTEHTY M3 IK0OOW oKaumm 24*7

PeleHme Bonpoca xpaHeHust 60bLIOTO KOAMYECTBA
APXMBHbIX JAaHHbIX

= Microsoft



| locTaHOBKa 334134

OpraHM3auma LeHTPaanM30BaHHOIO yrpaBaeHmd
MPUNOKEHUAMM B KOMMbHOTEPHbIX K/1aCCax

[IpeaocTaBaeHme A0CTyMna K 0bpa3oBaTe/lbHOMY
KOHTEHTY M3 IK0OOW oKaumm 24*7

PeleHme Bonpoca xpaHeHust 60bLIOTO KOAMYECTBA
APXMBHbIX JAaHHbIX

= Microsoft



Microsoft RDS
RemoteApp




APXUTEKTYPA PeLLEeHNS

E;| KOMMbHOTEPHbIE
KJ1aCCbl ‘

. CTyaeHTbl
b

MATLAB 10

Microsoft Mathematics
RStudio

WebGPSS

Anaconda (32-bit)

= Windows Server 2016 Apache CouchDB

CA Erwin+Bpwin
E ;l Posb RDS RemoteApp CodeBlocks

. [ lporpamMmMHoe
o o6ecr|equ e

= Microsoft



APXUTEKTYPA PeLLEeHNS

JlokanbHaa MHGPACTPYKTYpPa Azure cloud
o> D
rmopua @
Windows Server 2012 Windows Server 2016
Ponb RDS RemoteApp Ponb RDS RemoteApp
YaaneHHble
KOMMNbHOTEPHbIE .
E;I CNACCh| P A 10/1b30BaTENN

= Microsoft



Pe3ynsraThbl MpOoeKTa

Pean3oBaHO LIEHTPAAM30BAHHOE YNpaBAeHME NPUIOKEHUAMM
B KOMMbFOTEPHbIX KJaccax

[lpeaocTaBneHre A0CTyNa K 06pa3oBaTe/IbHOMY KOHTEHTY 13
NFOOOM NoKaLMKM U C NFODLIX YCTPOMCTB 24*/

CHUXEHME Harpy3KM Ha JIOKabHYHO CETb M BbIUYUCIUTE IbHbIE
DECYPChl YHMBEPCUTETA

ObecneyeHa NOBbILLEHHAA 6E30MaCHOCTL NPU MOAKAOUEHMN
VAaNEHHbIX MOb30BaTeNeN

= Microsoft



Pe3ynbraTbl NPoekTa

= Microsoft
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Log Analytics — OnbIT 0AHOIO 13 NOCIEAHMX MPOEKTOB

ObHapyxeHne 0OBbEKTOB B MHOPACTPYKTYPE C HEKOPPEKTHBIMM
HaCTpPOMKamy 6e30MacHOCTU

Hebe3onacHble NOAKAKOYEHNA C MPUBUNEMMPOBAHHbBIX YYETHbBIX
3anmcen

BbigBAEHME CyYaeB Mepeiaym naposien B OTKPbITOM BMAE
Perncrpaums nomnbITOK MPOHMKHOBEHMA M3BHE

OTCnexmBaHme akTMBHOCTeM IP aapecos, BXOAALLMX B OOT-CeTH,
AAPK-CETMEHT

= Microsoft



ClueHapum 1cnoab3oBaHna Azure Machine Learning

AHann3 AaHHbIX [NporpamMmmbl CouymanbHble [narHoctnyeckoe OnTnmmsayms YMHble CUCTEMBI MeaunumnHckas
TenemeTpum NOANBHOCTH Meama obcnyxnsaHme BE6-NPUNOXKEHNI MOHUTOPUHra ANArHOCTMKA

€ | 6|5

Pa3Beaka
AHann3 oTToka NPUPOAHbIX MNpeackasaHune [etekTnpoBaHue HayuHble TapretpoBaHHas ObHapy>xeHune
KJNEHTOB pecypcos noroabl crnama nccnefoBaHus peknama ceTeBbIX aTak

= Microsoft



KJroYeBble T

OCHAbI

CNOXF

Microsoft

OCTb

CKOpPOCTb

23% anpecatos
OTKPbIBAFOT GULLIMHIOBbIE
MMCbMa

50% 13 Tex, krto
OTKPbIBAFOT — IENIAHOT 3TO
B TeUEHMe MepBoro Yaca

24 4yaca OT MepBOoro
HaXaTtna 40 NOJIHOM
KOMMPOMETaLMK BCEY
NOMEHHOM

MHPPACTPYKTYPbI

Ob6beM

6,449 HOBbIX
yAa3sumocten B 2016

16% HOBbIX YA3BUMOCTEN
MMEROT PeNTHHT
KpUtHnyeckas

100K cpabatbiBaHMI
CPeACTB 3alUMTbl B AE€Hb



[ ToMeHeHne CpeaCTB 3allKMTbl Ha NpuMepe C
LLInppoBablimkom NotPetya

[MecouHnuya — O365ATP
KoHTposb 3anyckaembix npoueccoB — Device Guard, Application Guard

[eTtekTnpoBaHne aHomanbHoro nosegenms — Windows Defender ATP

MOHUTOPUHT NHANKATOPOB KOMMPOMETaLUM N aKTyaJbHOCTU HacTpoek be3onacHoctn - OMS
[MpoTrBOAENCTBME KpaXke YUeTHbIX 3anuncen — ATA

BepcroHHOCTb GanioB, HeAOCTYMHblE 310yMbllWAEHHUKY — Onedrive
OyTcopcnHr 0bay>KmBaHna nHPpPacTpykTypbl — SaaS v PaaS cepsuchl

=" Microsoft



Azure Security Center NOMOXeT BaM OOHapyXuTb 1
NpPeaoTBPaTUTL HOObIE YrPO3bl

-

r)

OTcnexxuBaHue n
KOHTPOJ1b

Ncnonb3yute BCHO NHTepHupynteco
MoLllb ob6s1aka ans

C NApPTHEPCKUMMU
3alLNTbl CBOEN

O6Hapy>xuBaunTe

ceTeBble aTaku
peLleHnamMu
NHPPaCTPYKTYpPbl

= Microsoft



SOPEKTUBHOE YNpaBieHme
NT-MHOPACTPYKTYPOM

B HOBO3€/1aH/1CKOM s
yHMBEepcuTeTe Maccelt
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HemMHOro 0b yHMBepcuTeTe

Kamnycbl: OkneHae, BeNIMHITOHE U
[ lanmepcToHe

3AaHmn; 500+

LLITaTtHbIX coTpyaHmkos: 5 000
Crynertos: 35 000 13 Hmx 17 000 Ha
ANCTAHLIMIOHHOM 0ByYeHN

£ UNIVERS

i

= Microsoft



HemHOro ot yH1BepcuTeTe
Kamnychbl

OkneHs [ lanmepcToH BennmHrtoH

=" Microsoft



HemMHOro 0b yHMBepcuTeTe
NT-HDPaCTPYKTYPa

500 000 1000+ ea. 1000+ es
CepBepoB Ha  CepBepoB Ha CeTeBoro Opr. TeEXHWKM
Windows Linux 0H0PYAOBaAHA
Server
100+ 10 100+
IHOOPMALIMOHHbIX HPC knacrepos ALMVHUCTPATUBHbIX
CNCTEM CNCTEM

= Microsoft



[ locTaHOBKa 3a4a4M

* [1pO-aKT1BHOE BbIABIEHNE U YCTPpaHeHWe npobiem ¢ VT akTnBamm

e  MOHWTOPWHT MOLHOCTU T aKTUBOB (YTUIM3aLIMA CEPBEPHOIO
obopyaoBaHms 1 CX/)

o HyXeH noptan 414 BM3yaNbHOMO OTOBPAXKEH S

e  MOHUTOPUHI KpUTMYHbBIX CepBMCOB (Active Directory n MS SQL)

= Microsoft



‘One ring to rule them all”

"OANH CepBUC ANA YrpaBAEHNS

~ /]

BCeN VT-MHDPaCTPYKTYpON

HEEL
AEBER EHELA
EEEEN

HE
Al |

NEn

= Microsoft



CyLLECTBYHOLLME OTPaAHNYEH NS

e Het mecta Ha CX/ Ana XpaHeHus 60bLLOTO KONMYECTBa
MaLLIMHHBIX AaHHbIX

e Het BPEMEHW Ha <<pyL4HOl\//|>> dHaJ I3 BCEX MalLUVHHBIX AaHHbBIX

e Het HeobxoamMbIx KOMMETeHLM y VT cneumanmicroB 44
OpraHM3aLm CCTeEMbl MOHUTOPWHA T MHOPACTRYKTYPb

= Microsoft



= Microsoft



= Microsoft



ADPXUTEKTYPA PELLUEHMA: yn

Azure

Hybrid
On-Premises
Any Cloud

Solution
Packs

(ﬂ Activity Log

Application Gateway
E Application Insights
E Automation

=N Batch Service
Cognitive Services
""" "4 Containers

n Data Lake Store

E Event Hubs

K HDInsight HBase

loT Hub h

Key Vault

Load Balancer

Logic App

K] office 365

E Network Security Group

Search
E Service Bus

Q Service Fabric Cluster
SQL Database
Web App/Farm

J

CentOS E Oracle K<2 Ubuntu

(© Debian @@ RHEL

- Windows /

"= SLES

(
Active Directory

Antimalware

Capacity & Performance
Change & File Tracking
Network Performance

k Operations Manager

Security & Audit
m Service Map
SQL Server
Update Management
VMWare Monitoring
Wire Data

4

= Microsoft

- N

OMS

OaB/ieHNE YBEAOMIEHNAMN

. Email
" om 4 Webhook
in:  Log Analytics e
a ﬁ -
‘ Automation
Alerts —— ®
erts I ’
ITSM
g /
pifidanay boards
Events, OMS Repository
Properties,
Performance -
C ! |; I Excel
lector API Search API
L~
T T T l Cherwell <—
Y - :I PROV/\NCE <
servicenovw ‘_J
Ingest logs from Export
any device or app to any app



OueHka AD

3 Te
PEKDN?FAELUAH C EbICOKMM

OueHerHbie Cepaepbl NPHODMTETOM
Mouck no The tar 23 2017 pee
ypHany
2e
PerOMERAALIAN € HUKMM
MPHOPMTETOM

105e

Monr naHens -
MpoiigeHHsie NpoBepky

MOHWTOPWHIa

¥n PaBneHWe ONOBELLEHNAMK

546 i
AKTMEHHIE KDUTHYECKKE -_‘_}:« - . . . l

NpEgyNpExaeHUd 32 NoCNEgHUE —— s
24 yaca Spr 1pm 9am Sam 1am Opm

AKTMEHBIE Npegynpexaedus 3a 500 . . -.

nocnejHue 24 yaca Spm  Sam  lam  9pm

@3

Cucrema OUEHKW BpEA0HOCHBIX NpOorpamMmM
' AKTMEHBIE YTPOSE
0
24 I YeTpaHeHHsIe yrpossl

TREEYIOT 1
EHWMAHWA

23

I HegocTaTouHsI ypoBe..,

Ananuuka DDI

0

BpegoHocHbie AEACTENA
(Mocneauwe 24 yaca)

TapudHniii naa OMS-Experien

3

DMS5-cepsephl

MoHWTOp NPOWZBOAWTENEHOCTH CETH

olln

e

Wcnonssosanm I

18

CChIKA HA I

13

MoAcET

5

CobIAKK Ha HEPaBOoTOCNo ...

COuIAKK Ha paboTonoCos...

OueHka System Center Operations Manager
(MpeAEapUTENEHAA BEEPCUA)

1 Oe

PEKDN'EF,D,ELI,HH C EBICOKHM
OueHerHme cepeephl NPHOPHTETOM
Sat Mar 25 2017

10e

PexOMERAALMM € HHIKUM
MPHOPHTETOM

32e

O

bezonacHOCTL W ayauT

63 N1

AKTUEHBIE KOMMNBHOTEPH

6k N1.7K

AKTUBHBIE YYETHEIE 33MMCK

Cxema yonyru

11

KomnstoTepsl, 0TNpasMELWLHe
OTuETH

(Mocneanne 10 maw)

13

KOMMBHOTEPS, OTNP3EAREILKE
OTHEThI, 33 BCE BpeMA

548

Azure Site Recovery

[lina peweHwa TpebyeTca JONOAHUTENBHARA
HacTporika

QOuenka SQL

9 Be

PEKDN'EF,D,ELI,HH C EBICOKHM
OueHerHbie CEpBEEpDI NPHOPHTETOM
Sat Mar 25 2017

2e
PekoMeHAaLmMH © HAZKAM
NPHODHUTETOM

T3e

MpoiiageHHbie NPOBEPKK

¥npaenexue oGHOBAEHUAMM

TpebyriTCR KDUTHHEME.
17

54 TpebyioTcr oBHOENEHIA 4 .
9

KOMMBHITEPE
OUEHEHE

TpefywiTcR gpyrve 0BHOE..

I OSHOENEHWA YCTAHOENEHE!

Wire Data 2.0

11

AreHTol 3a nocnegHme 24 4

5

JokansHbe NoACETH 38 NOCAE4HHE
24y

12

MpOTOKONLI YPOBHA MPUACHKEHHA
33 NOCNEAHME 24 4

Coctoanue pennvkauuu AD

0

Critical Replication Errors

0

Total Replication Errors

Agent Health

82

Total count of agents

7

Count of unresponsive agents in the last 24 hours

Application Insights

Request
3K

4.7K
TOTAL ENTRIES Availability
17K

Azure Activity Logs

463.4«

MNumber of Activity Records
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SECURITY DOMAINS

Security records over time

Count

500k

Feb 19

Antimalware Assessment
Computers with Antimalware

Assessment 1 9

Network Security
Distinct IP addresses

10.6K

Computers
Computers with security

events
19

Baseline Assessment

PERETRI B | ' R

Feb 26 Mar 5

Update Assessment
Computers missing updates

1

Identity and Access
Accounts attempted to log

N 3.5K

Threat Intelligence
Malicious traffic events

250

Azure Security Center

ywiorksnace nortal mms microsoft com/#\Warksnace/averview/index

= Microsoft

NOTABLE ISSUES

Active issue types

,\ CRITICAL
9 WARNING

TOTAL 5
INFO

2

NAME COUNT
Computers missing security updates 5

High priority AD assessment security r... 1
Computers with insufficient protection 8

Low priority SQL assessment securityr... 5
Logons with a clear text password 4
Computers missing critical updates 3
Members added To security-enabled g... 1
Accounts failed to log on 3K

Security groups created or modified 2

SEVERITY

0
A

A
A
A

A
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i ]

DETECTIONS (PREVIEW)

Feb 15 Feb 20 Feb 25

NAME
Failed RDP Brute Force Attack

Successful RDP brute force attack

51

THREAT INTELLIGENCE

Servers with outbound malicious traffic

DETECTIONS OVER TIME

Mar 2

COUNT

47

28

) I

. mm H H -
Mar 7

SEVERITY
A

SIA
NORTH
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AUSTRALIA
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Overview » Security And Audit » Threat Intelligence

THREAT BREAKDOWN THREAT LOCATION THREAT DETAILS
Threat types IP address
| 128.52.128.105

BOTNET

180 Threat type

IRCBOT BOTNET

25

PROXY
Confidence

2

75% - Host is member of botnet: andromeda

ORIGIN COUNTRY COUNT Origin country
United States
United States 123 E—
Traffic
Netherlands 22 = 0 Outgoing
1 Incoming and other
sC 21 =
People's Republic of China 12 ] Overview . )
Andromeda is a basic HTTP-based loader malware,
Iceland 10 n install additional modules and/or other executables,
on the underground market. It follows a traditional ¢
India 4 1 server model where infected clients will connect to &
command and control server (or C2) to receive furth
Russia 3 1 orders on what to download. Due to it's high degree
customization, it is used by criminals for a wide varie
Brazil 2 ! endeavours such as form stealing, Bitcoin mining,
droopina additional malware. settina up proxies. etc
Germany 2 1
Downlead full report
Hong Kong S.AR. 2 1
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