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AYAIUT IHOOPMALMOHHbIX  AYTCOPCHHT WH®OPMALIOHHOI KOMMbIOTEPHAR OBYYEHHE UIE
CUCTEM BE3OMACHOCTH KPUMUHATUCTUKA

BHEAPEHWE CUCTEM PA3PABOTKA
WH®OPMALIMOHHOI BE3ONACHOCTH BE3OMACHOrO No

MEHTECT (TECT HA TPOHWKHOBEHME) CEPTN®UKALNA



CECCIH HA NATEPOYKY

KAKNOBbICATb YCNEBAEMOCTb.
HE BbIX0AA N3 AOMA




ABTOP




BHUMAHUE!

BCE COBbITUA I
[IEPCOHAXM
BbIMbILIAEHbI
COBMAMEHNA CAYYANHbI.






[NPEALICTOPIA




[NPEALICTOPIA




"POST
"POST
"POST
"POST
"POST
"POST

"POST
"POST
"POST
"POST
"POST
"POST

[NPEALICTOPIA




ONPEAENEHWUE LIENEN

pentest-tools.com

Subdomain IP address Netname (whois) Country (whois)
3! |

fif

fm




LENb HAWMEHA




LENb HAWMEHA

§ , x B -
loaTeepauTe agencTeme Ha https://service. kz -

ANMPaBUTHBIN DUNBTP:

BeiGpaTek napameTp:

- -
A ALAMLAL v




[NPOBEAEHWNE ATAKK




[NPOBEAEHWNE ATAKK

[13:34:09]1 [INFO] the back—-end DBMS is MvySQL

ebh server operating system: Linux Debian

sebh application technology: PHP 5.6.7,. Apache 2.4.10
hback—end DBMS: MySQL 5.0

vailable databases [5]:
dictonarvy
information_schema
request
service

skd




NOAYHEHNE NHOOPMALLAW

Database: service

[24 tables]

aboniment

auth
counter_ip
counteyr_pages
enuskd
ldap_fields
ldap_logs
ldap_users
ldap_users_role
links
menu_main

news

news_type
openbhook
openip

pages

res_type
resurs
status_abon
tutors_staff_1c
view_ldap_role
vuz_moduls
vuz_spec
vuz_umk




Database: service

able: auth
[8 columns ]

auth_status
id
user_fio

user_1ip
user_login
user_password
user_role

* e . .. . e e

datetime
varchar(3)
int{11)
varchar(255%)
varchar(255)
varchar(255%>
varchar(255)
varchar{(255)

NOAYHEHNE NHOOPMALLAW




NOAYHEHNE NHOOPMALLAW

_password




fIOCTYN K NAHENWN AOMWRNCTPATOPA

030350




fLOCTYN K MAHEAW AAMWHNCTPATOPA

Kaptorteka




oOw B~ wn -

HTO bbIf10 AANBILE?

YNPABAEHNE HAQ CEPBEPOM
OULNHIOBbLIE ATAKW
MITM

OTHNCAEHNE N3 BY3A

fIAHHAA MPE3EHTALKA



PACCAEAOBAHWNE WHLIWAERTA

4YTOBbI NONMATbL XAKEPA. HY)XXHO AYMATb KAK XAKEP




AYAWUT PECYPCA

VOO0V V000

BuibepuTte hain | @ailn He BbiGpaH

VOO0V




AYAWUT PECYPCA

- C a

webmasterol
K8z~ms163YvnAa94
5.1




AYAWUT PECYPCA

+] Enumerating Users
Brute Forcing Author IDs - Time: 00:00:08 <

User(s) Identified:

Detected By: Author Posts - Display Name (Passive [

_ =11} lar 15 0
Detected By: Author Id Brute Forcing - Author Patte

_ pC. 1
Detected By: Author Id Brute Forcing - Author Patte

-] Zt
Detected By: Author Id Brute Forcing - Author Pattg

+] AL ni
| Detected By: Author Id Brute Forcing - Author Patte




AYAWUT PECYPCA

I Request 4 Payload Status Error Timeout | Length

E - 2d34d234d 200 o 3917
2d34d23d4 200 L) 3917
5f435f34f5 200 3917
2x34d23d4 200 3917
f53f345f 200 3917
23f423f23 200 3917
9569546954 200 3917
d234d234d23 200 3917
93459349534 200 3617
d234d234d23 200 3917
9349534953 200 3917
34953495349 200 3917
d24d23d423 200 3917
g534593g434 200 3917
d23d423d42 200 3917
h45h645h 200 3917
d234d23d423 200 38917
f345f34f534 200 3917
h45h645h4 200 3917
23423d23 200 3917
1234567 302
rwerwe 200
rwerwerwer 200
werwerwe 200
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