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Knéep-ataku, 3To He Bceraa npo AeHbru!
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BU Cyberattack Updates

3a Be eH M M )Ke He StayUpTODate
Bluefield University knows how important it is to be informed during a cyber attack event. This page will be updated as information is presented to the community.

Campus Communications

May 11,2023 @ 11:53 AM / Twitter Response

uman.edu

|~ |
TR N Admission  Academics  Athletics  Alumni

therecord.media
STATE UNIVERSITY

Truman Today = Vol. 27 No. 30 - May 3,2023  Features The ReCO d Mobile App About Podcast Contact

Recorded Future’ News
Truman Networks Restored After Cyberattack
Cybercrime Nation-state People Technology

Vol. 27 No. 30 - May 3, 2023

Search LA BRIEFS
Features

Truman Networks Restored After s - +f o ) UK fines Equifax $13.6 million for 2017 data
Cyberattack % - & v < % breach )23
¥ -

Truman Partnerships Create - 2 =
Career Pipeline for Data Science L (S 3 = 1 [ — CDW investigating ransomware gang claims of

data theft | 3
Alumnus and Global Health Care

Advocate to Provide
Commencement Address < Manufacturing giant dealing with ‘disruptive’
Students Receive Academic J — o | cyberattack | October 121t

Honor Awards >

Nearly all Truman network services are back online and available after a recent cyberattack. y PRy . P
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On the morning of Friday, April 21, Truman ITS found evidence of what appeared to be virus on the University network. In an effol onrouters, loT devices er 12

Forensics Eamns 16th Place in the % iionkiho <
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TexXHO/N0rMm 3aLlLnThbl

Extended Detection & Response (XDR) - nnatdopma 3ainThbl
BbISIBASIOLLAS 1 6/TOKMpPYIOLLAs Le/ieBble aTakn U
nporpamMmbl-3/10BpeAabl Ha 11060M YPOBHE /IOKAJIbHOWU CeTu

BY3a.

Next Generation Firewall (NGFW) - knacc npoayktos UNb
! B npegHasHaueHHbIN NS 3aWMTbI KOPOPaTUBHBIX CETEN.
g [eTekTupyeT n 6nokmpyet BpegoHocHoe MO 1 aHoMannm Ha
ypoBHe TpadurKka NprIoXKeHNN N LINPPOBAHHOIO Tpadurka

HTTPS, SSL n 1.A.



Extended Detection & Response

Pabouune cTaHummn, HOYTOYKWN,
MO6WU/IbHbIE YCTPOUCTBA.
CepBepa

KopnopaTnBHaa noyta
BrpTyanbHble MalLVHbI
O6nayHble cepBUCHI
JlokanbHaga ceTb




Next Generation Firewall (NGFW)

3alwmTa iokanbHOon ceTn BY3 (kak B pamMmkax
OHOI0 Kopnyca, Tak 1 Mpv Hann4ynun
HeCKO/IbKMX KopnycoB ogHoro BY3a).

Be3onacHoe noakntoyeHue yaaneHHbIX
Nnosib30BaTesN1el K ToKalbHbIM 1 06/1a4HbIM
cepBucam BY3 no koHuenuuun ZTNA.

NHcnekuua Tpadurka Ha YpoOBHe
NPUNOXEHUI.

Authorized
IT User

NHcnekunsa BHYTpy Tpaduka HTTPS, SSL.

BEnokmpoBKka BpeAOHOCHOIO KOHTEHTA,
$ULIMHIOBBIX CCbINIOK, MO, an1emMeHTOB
Lie/ieBbIX aTak.

Authorized Marketing User

PasrpaHnyeHve Tpadrika Nno Kkopnycam
BY3a no texHonornm SD-WAN.



«Y HacC BCE eCTb, 3HAYUT Mbl 3aLLLULLLEHbI?»

PyuyHou aHanus a¢pPpekTnBHocTU Ub ABTOMaTU3NPOBaHHbIN aHaNu3

. AyauT VIB - NpoBepKa apPpekTBHOCTU B
AOKYMEHTaUMN, aKTyanbHOCTU Breach & Attack Symulation
npoL,eccos. (BAS) - aBTOMaTU3nNpOBaHHas

nnatopma sMynsaLmm Knbep-atak.
« Penetration Test - npoBepka

3P PeKTUBHOCTU CPeACTB 3aLUnThI.



CAPEX vs OPEX

On prem nnan MSSP?
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YTo Takoe On prem?

[MpnobpeteHmMe B COGCTBEHHOCTb
NporpaMMHO-anmnapaTHbIX NPOAYKTOB.

Pa3oBasa onnara.
Harpyska Ha Tekywmx NT
cneumnanmncTtoB AOMNOJIHUTENIbHbIX

3aaa4 B Ub.

O6HoBNEeHne NPorpamMmMHoO-
annapaTHbIX KOMMJ1EKCOB pa3 B 5 nerT.




YT10 Takoe MSSP?

[MpnobpeTteHne npoayktos b,
KaK yCnyru.

ExxemMecqayHaqa onsarTa.

JKCnepTm3a co CTOPOHbI MSSP-
nposangepa.

Bcerpa aktyanbHas Bepcud
NPOAYKTOB.
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B )KXn3HM, B TaHUe n B Vb,
rnaBHoe 3To nNapTHep!

\

CepTrounkarhbl
JKcnepTn3a

OnbIT B NpoeKTax
Hannuymne/oTcyTCcTBUE
MSSP-moaenwu




Ha uto o6pawiaTb BHUMaHUeE
npv Bbli6ope TexXHONMOrnn

JlokanbHoe

NpuUCyTCTBUE GanmopT




" HKorpa e atoBCe

3aKOHUNTCS

-




Alexandr Baitov

TERRITORY MANAGER,
BAKOTECH

Alexandr.Baitov@bakotech.com
+7(771) 170-19-43
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