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conuxeHue TexHonorun IT n OT

Convergence of IT and automation

Information _ gr’fm ol
technology ~ Man/rame o ERP
modles, MES, MES .
- i .
Industrial - Inte:Zce’? ;;rirahlings
automation femote

ERP = Enterprise Resource Planning MES = Manufacturing Execution System SCADA = Supervisory Control and Data Acquisition PLC = Programmable Logic Controller 1/0 =
Input/Output signals  Source: loT Analytics



conuxeHue TexHonorun IT n OT

Smart & Safe City Industry 4.0/ 1loT

":“m/ oo™ Operations Service

J -

Customer

Smart Public Transport Smart Grid



PasHuua mexpy IT un OT

[NponsBoanTenbHOCTb Non Real Time Real Time
HapexHocTb 3afepXXKknM HE KPUTUYHDI 3afepxkn HeaonyCTUMBbI
MpuopuTeTbl 3aWmnThI KoHduraeHunansHOCTb YKnsHb nogen, HenpepbIBHOCTb
npoLeccoB, OKpyxatoLas cpeia
O6bHoBNEHUSA ABTOMaTM4ECKME OrpaHunyeHbl
EmMKocTb pecypcoB [ocTtartoyHo ana C3U HeT pecypcos ana C3U
KoMMyHuKaumum CtaHaapTHbIE NPOTOKONbI [MponpueTtapHble
YnpaBrneHne namMeHeHnsaIMun ABTOMaTM3NPOBAHHbIE CnoxHbIn npouecc
Mooaepxka Bo3mMOXHbI 3aMeHbl [MpuBA3aHbl K OAHOMY
nposanaepos NOCTaBLLUKY
YKN3HEHHbIN UMKN 3-5 net 10-15 net

HocTynHOCTb Jlerkas N3onupoBaHHas, Pusnyeckas



Mopenb yrpo3

» XaKTUBUCTLI

» TeppopucTbl

» Kubepapmun

» KpuMunHanbHble CTPYKTYPbI
» KOHKypeHTbI

» COTPYOHUKM UIN NOAPSAYNKN

» HeyMbllLNeHHbIE NCTOYHMKM

B4k EIIHTEIIEH H ZIII'III(| ZII NGO KHGERATAKDH I:TIIIIT FEIIIIIIHhIE BFAI'H

WCNONbIYM I:FEIII:TBH MOHUTORWHIA EEZ[IHHI:H[II:TH I'IFIJMI:IIIIIIEHHI]M CETH
OEL, e




PAGOTHUK KPHTUMECKOA MHMPACTPYKTYPI,

NMpobGnembl U yA3BUMMOCTH 3ANOMHA — 3ANPELIEHD;

HepocTtaTtouHO OOYYEHHLIE COTPYAHUKM

HepocTtaToyHO 3awmiieHHasa ceTb

HepocTtaTouHO 3awmiieHHas KoHdurypauma obopyagoBaHue
HekoppekTHoe ynpasneHne aHTUBUPYCHOM 3aLMUTON
HepocTaTouHbIM Npouecc ynpaBneHnsa U3MEHEHUSIMU
HenocTaTouHbIM Npouecc ynpasneHnsi 0OHOBIEHUSIMN
HepocTtaTouHoe pe3epBUpoOBaHNE AaHHbIX

HenocTaTouHbIM Npouecc ynpasreHns Y4eTHbIMU 3anncamm
cnonb3oBaHme obWmx 1 BCTPOEHHbBIX YYETHbIX 3anucen

vVvVvvyvVvvVyYVyYVYYVYYVYY

HepocTaTouHbIli NpoLecc pearMpoBaHns Ha UHLNOEHTbI s




NMpob6nembl n ya3BnMocTu
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MocneacrTBus

NOBPEXOEHUE/PA3PYLLEHUE OBOPYOOBAHUA
» [leperpyska obopynoBaHue n npexneBpeMeHHbIN N3HOC
« Bbixog pabotbl 060pynosaHnsa 3a 6e3onacHble npegenol

NMOBPEXOEHUE NPOOYKUUU NMPEONMPUATUA/OBBEKTA
« OcTaHoBKa paboTbl NpeanpuUaTUs
« Kpaxa cblpbs U NpoayKumnm
« CHMXeHMe KayecTBa unm obbema Bblycka NpoayKLumnm
« [loBbllWeHne 3aTpaT Cblipbs HA MPON3BOACTBO MPOAYKLMN
« [loBbllWeHMe Harpy3kn Ha NpoLecc TexobcnyXxnsaHns NPON3BOACTBA NPOAYKLMN

HAPYLWIEHUE 3AKOHOOATEJIbCTBA U OTPACJIEBbIX HOPM
* [lpnynHeHne Bpeaa Xn3Hu 1 30OpoBbLI0 N0AEN
« HaHeceHune peanbHOro Bpeaga oxpaHe Tpyda 1 aKkoriormyeckon 6esonacHocTu
« HapylweHne HopMaTMBHbIX Npeaenos BblbpocoB/3arpsisHEHNSA OKpyXatoLen cpeabl
* HapyleHne KOHTpaKTHbIX 06A3aTeNbCTB MO BbIMYCKY NPOaYKLNN



NMy6nuyHble NHUUAEHTDI

2017, ATaka Ha npou3BoAcTBO 6ymaru, CLUA

> bbiBWWN IT cneynanncT NOAKAKUYNACA K CUCTeMaM ynpaB/ieHUs
BHEC M3MeHeHU s B IOT1KY, NpocTou npuHecan notepu $1,1 MaH

2016, ATaka Ha BOA0OOYUCTHbIe coopy>keHus, CLLUA

> BblAn N3MeHeHbl NPONopPLUN XMMNKATOB

2015 + 2016, ATaka Ha asieKTponoAcTaHUMWN, YKpauHa
> 225000 noTtpebuTtenein 661N OTKIHOUEHbI

2014, ATaka Ha MmeTannyprumyeckmm sasopg, repmaHus
> [eub 6bINa BbiBeAeHa U3 CTPOS

2010, ATaka Ha 3aBoj, no o6orawieHuio ypaHa, paH
> BbIBOA 113 CTPOS LeHTpUdYr, 0OCTaHOBKa S4ePHOW MPorpaMmbl




INDUSTRIES vs RANSOMWARE / WANNACRY / PETYA

el

Dacia (Auto)

Nissan (Auto)

Honda (Auto)

Renault (Auto)

Gas Natural (Gas)
Iberdrola (Power)
Maersk (Ports)

Reckitt Benckiser (Farma)

Merck (Farma)
Cadbury (Food)
Rosneft (Oil)
NCOC (Oil)
RZHD (Railways)




Industrial Cyber Security Program / NIST Cybersecurity Framework

Framework _—
Functions e
| |
Identify Create an inventory of all IT | Assess the risk of cyber Define a cybersecurity
| and OT assets | incident management policy
| |
Protect Secure network and Protect sensitive Manage access to
equipment information systems and equipment
Detact Define methods for Define responsibilities for | Identify improvements Awareness and
| monitoring | monitoring training
| |
Respond Maintain an incident- Practice response processes | |dentify improvements
response plan
Recover Maintain backups of all Practice recovery processes | |dentify improvements
systems and equipment




CermeHTauus cetu

Level 5

Enterprise Zone i Business
Levala r Controller r Server = ? Servers o __ | Enterprise
eve =%, Desktops
Control Center LAN DMZ

Plant DMZ ' E E;
Level 3 5 EVAV/ Wsus/ Historian Remote Access/

atch Server Jump Server

Internet DMZ ‘I = Web Servers  =J Email Servers

Operations Management Zone

P 7 P T W P B 3

Level 2/3 Application Database Historian  Domain

Engineerin
Server Server Server Controller g 8

Workstation

Local HMI LAN 7 S "‘l SCADA, DCS or Hybrid System
Level 2 LR Cell/Area Zone

Controller LAN Field %-
Level 1 Controllers

’ .
Local Field bus/ hard wired

PhYSi ca I Pro cess: Vendor-specific bus

. e Field Field Ethernet TCP/IP
Field 1/O Devices @ @ SIS Status Only

Level 0 Process SIS




Bo3MoXHble pewieHua no 6esonacHoctn ACY T

NoghkrwhE

©CONOO~WNE

[MpoMblLneHHble MexceTeBble akpaHbl / Industrial FW
OpHoHanpaeneHHble wnto3bl / Unidirectional Gateways
3awuTbl KOHEe4YHbIX y35oB / Endpoint Security
KoHTponb goctyna agmuHucTpatopos / nogpsigdmnkos / PIM
Kpuntorpaduyeckas 3awmTa kaHanos ceasu / VPN
YnpasneHune goctynom kK cetn / NAC

MHorodgaktopHaga ayteHTumnkaymm

O6HapyxeHue ceTeBbIX aTak U aHomanumn / IDS / NBAD / DPI
MoHuTOopUHr cobbiTnn 6esonacHoctn / SIEM

MoHuTopuHr 6ecnpoBogHbix ceten / WIPS

AHanus ysa3BMMOCTeN (aKTUBHbIN / MaCcCUBHbIV / KOHUrypauun)
KoHTponb yTedek nHgpopmaummn / DLP

AHanuna npasun ceTeBOro JocTyna

KoHTpoOrnb LenocTHOCTU AaHHbIX

Cuctemsbl nosywku / Honeypots

CepBucbl passegku knbepyrpos



Kaspersky Industrial CyberSecurity

LEVEL 4

Business planning
and logistics

LEVEL 3

Manufacturing
Operations
management

LEVEL 2, 1

Batch Control.
Continuous Control.
Discrete Control.

LEVEL O

Physical

Managing end-to-end supply chain.
Establishing the basic plant schedule — production, material
use, delivery, and shipping.

Work flow/recipe control to produce the desired end products.

Maintaining records and optimizing the production process.

N ) afulisls
Monitoring, supervisory control O OOO
and automated control of the OO OO

production process

Physical devices

Sensing the production
process, manipulating
the production process

Kaspersky
Security for
Business +
Professional
Services

Kaspersky
Industrial
CyberSecurity

Physical
security



YKusHeHHbin umkn ataku / Kill Chain

PasBepka / .
DocTtyn / Access ) Discovery ) Cyber-Physical Attack
JTan CueHapum PearnpoBaHue
Hoctyn / 3apaxeHHbIn USB device, mogem, Wi-Fi aganTtep « Device control
Access Touka gocTyna B ceTb: HOyTOYK, wireless access point + Application control
YcTtaHoBKa coeuMHeHus, nonyyeHMe JOoCTyna B CETb * Antimalware
* Network Integrity Control (WL)
* Intrusion Detection System
Passegka / CkaHnpoBaHue ceTn, MOUCK YCTPONCTB U CryX0 * Network Integrity Control (WL)
Discovery Mopbop napons K 06opyaoBaHMIO * Intrusion Detection System
[Mony4eHne KoHdUrypaumm, napaMmeTpoB u cbop Tpadmka * Process Integrity Control (DPI)
ANS U3y4eHMs U NNaHMPOBaHUSA aTakm
Cyber- 3anucbk BpegoHocHom nporpammel MNJ1K yepes nokansbHoe * PLC Integrity Checker
Physical NnoaKrtoyeHne * Network Integrity Control
Attack 3anncb BpegoHocHom nporpammel MJIK no cetun * Intrusion Detection System

M3meHeHue napameTtpa B namatu MNJ1K
MogmeHa napamMeTpoB, KOMaH, B CETEBOM Tpaduke
OTtnpaBka Bpe4OHOCHbIX KoMaHg Ha 1K

(Whitelisting)
Process Integrity Control (DPI)




LET’S TALK?

Kaspersky Lab HQ .
39A/3 Leningradskoe Shosse

Moscow, 125212, Russian Federation

Tel: +7 (495) 797-8700

www.kaspersky.com

KASPERYKY3



