AHTOH LLIMnynMH
CISSP, CEH, CSSA
g

MeHemxep no passuwé
no 6e30nacHOCTN KPUT

JlaGopaTopus Kacnepcxoro
KASPER§KY2



Cucrtema npotuBoaBsapuunHou 3awmtbl (MA3/SIS)

MpnbopHaa cucrtema 6esonacHocTu (SIS)

Cuctema KOHTPONS 1 ynpaBneHns, kotopasi UCnonb3yeTca Ang
BbIMOSTHEHNSA OAHOW UM HECKOIbKMX OYHKLMIA 6E30MacHOCTU U
COCTOMT U3 OAHOIO NN HECKOMbKNX AAaTYMKOB, U3 OAHOIO UNn
HECKOIMbKNX JTOTMYECKMX YCTPOWUCTB U N3 OAHOIO Ui HECKOSbKMX

VCMOSHUTESbHBIX 9JTEMEHTOB.
UctouHuk: TOCT P M3K 61511-3-2011

MpoTnBOaBapuinHasa 3awmTa

Komnnekc yctponcTs, obecneunsaroLLmx 3awuTty, npeaynpexaeHme u

(M) ymMeHbLUEeHWe onacHbIX NOCNeACTBUIN aBapuHbIX CUTYaumn Npm

3KcnyaTaumm CUCTEM UHXEHEPHO-TEXHUYECKOro obecneyeHns un

yBenuyeHve pecypca paboTbl (Cpoka criyx0bl) yKadaHHbIX CUCTEM.
UcTouHuk: 30.12.2009r. Ne 384-d3

MpoTuBoaBapunHas 3awmTa
Cuctembl 1 cpeacTBa, obecneumsatoLme 4ns B3pbIBOONACHbIX
TEXHOSOMMYEeCKMX NPOLECCOB KOHTPOSb NapamMeTpoB, ONpeaensatoLLmx
B3pPbIBOOMACHOCTb MpoLecca, C permctpaumnen nokasaHum un
npeaaBapunHon (Npy1 Heobxo4MMOCTH - NpeaynpeanTenbHON)
curHanu3aumnen nx 3Ha4eHun, a Takke cpeacTsamm aBToMaTUYECKOro
perynupoBaHus 1 npegaBapuiiHON 3aLmTbl, BKoYasa 6e3onacHyto
OCTaHOBKY MM NepeBop, npolecca B 6e3onacHoe CoCTosiHME MNo
3aflaHHOW nporpaMme.

UctouHuk: MNB 09-540-03, MNB 09-566-03.
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ConunxeHue cuctem ynpaBneHUs U NpoTMBOaBapUMHOMN 3al4UTbI

» [1ByCTOPOHHEE CETEBOE B3anMogencTBmne unu obuwas cetb

» O6wmne nutepdencobl agMMHUCTPUPOBaHUS (MHXKEHEpPHast CTaHLMS)

» O6Lmne penosnTopnn XxpaHeHnsi napamMeTpoB N KOHAUIypaL i

» licnonb3oBaHWe OQMHAKOBbLIX YYETHbIX 3anncen

» /icnonb3oBaHne obWmMX NONEBLIX YCTPOUCTB (4aTYMKOB U aKTUBaATOPOB)

» ObbeanHeHue pyHKLMen Ha 0 gHOM YCTPOUCTBE Uinn nnatgopme



Safety & Control convergence!
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DHS LOGIIC SIS Project 2010

Pe3ynbTaThl ccneaoBaHUA Knbepb6esonacHoCcTU MeTopabl aTak
NnA3 » modified network sniffing,
> [pobnemsl » traffic replay,
> PexkomeHAauuu » data injection,
» signal interrupt messaging,
ATaku Ha ceTeBble COe/JMHEeHUS: » bitflipping and integrity impact tests,
» ARP specific attacks (Grammar, Host Reply Storm, » payload injection attacks,
Cache Request Storms, Saturation, etc.) > resource starvation,
» Ethernet specific attacks (Broadcast Storm, Fuzzer, > cryptographic analysis,
Grammar, Multicast Storm, Unicast Storm, etc.) ,
» password cracking,
» ICMP and IGMP specific attacks (Fuzzer, ICMP Storm, > orivilege escalation
Type/Code Cross Product, V3 corruption) P 8 '
. » directory traversal,
» |P specific attacks
» forced error manipulation,

» TCP/UDP specific attacks
VlcmquwJ3



https://www.automationfederation.org/filestore/af/logiic/LOGIIC SIS REPORT for ISA August 25 2011 mod jan 2013.pdf

DHS LOGIIC SIS Project 2010 / Tpn TUna apxXuTeKkTyp

Lot & Bonrems LAY
et N

Intearated Control and SIS, Architecture A

Lo 4 Busrns LN

- B

Lowet 3 o Syt LS
Emama

B

Y

Integrated Control and SIS, Architecture B

Intearated Control and SIS. Architecture C

ApxuTtekTypa A

» O6was cetb ACY TN n NA3

» Horga o6wmini APM nHXeHepa
» O6uwme 6a3bl AaHHbIX

ApxuTekTypa B

» VHxeHepHbIi APM B 06bLLelt ceTn
» KoHTponnepsl MNA3 B 0bLein ceTn
» BblgeneHHasa ceTb mexay A3

ApxutekTtypa C

» HXxeHepHbI APM nogkoueH
no nocnegoBaTelbHOMY
nHTepdency K NA3

» KoHTponnepsl [NA3 noakno4YeHbl
B ceTn ACY Tl uepes w3 nmbo
no nocnezoBaTe/lbHOMY
nHTepdency

» BblaeneHHasa cetb Mmexay A3



DHS LOGIIC SIS Project 2010 / ApXUTeKTypHble peKkoMmeHgauumn

Add ICS Firewall to
prohibit writes 10 SIS and
protect SIS components

o from malicious traffic

/ Love . Contos Sysom LA
s
.

AGO ILS Firewall 1
prohibit writes to SIS ang  Move SIS from Control

protect SIS components  System LAN to Safety
P m from malicious traffic Network

2

Add ICS Firewall to

prohibit writes to SIS and

rowat D protect SIS components
from malicious traffic

Lovel 3 Control System LAN

| = | 0
- oo | — iy 5
R d Modificati to Archi A R d Modifi to Archi eB Recommended Modification to Reference Architecture C
ApxuTtekTtypa A ApxuTtekTtypa B ApxuTtekTtypa A

» Vicnmonb3oBaHume M3

» CnepoBaHVe pekoMeHAaLUUsaM
6e30nacHoOCTU OT
npoussoguTenei

» Vicnonb3oBaHme M3

» [lepeHoc nHxeHepHoro APM B
BblAE/IEHHYIO CeTb

» CnepoBaHMe pekOMeHAALMNAM
6e30MacHoOCTM OT
npousBoauTeneil

» Vcnonb3oBaHune M>D

» CnepoBaHue pekoMeHAaumsaMm
6e30MmacHoOCTU OT
npousBoauTenei




DHS / IEC 62443 PethepeHCHas apxXuTeKTypa
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NMpumMmepbl U3 XnM3HU: obwasn cetb Honeywell / Yokogawa / Emerson

Ethernet
Experion® HS Architecture D
I -
ﬁ -. éw&rs\;'l“og Design Suite (PST Scheduler)
&
eServer Dual Display Redundant Servers ﬁ!
Shﬂo Flox Station with Flox Station
T
Firewall . e

m.w# i !F!!
(T wi (o

MasterLogic PLC HC900 Process and
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3rd gany system
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NMpumep: eanHbIn HTepdenc Emerson

ACY TN

MA3

& Exploring Delta¥
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Ataka Ha lA3: TRITON / TRISIS / HATMAN 2017

Sensors and

E Actuators

———————

Attack
Scripts

by

Triconex
Controller

———————

111011

SIS Controllers

TRITON

TriStation Communication

inject.bin
imain.bin

Masqueraded
Trilog Application

trilog.exe

library.zip
TsHi
TsBase
TsLow

SIS Engineering
Workstation

]

MA3 Schneider Electric Triconex
CayspoBckas Apasus
IP npoTtokon TriStation

0-Day ya3B1MOCTb B KOHTpO//1epe

vvyvyvVvyy

YTeHne n 3anucb NporpamMmsl,
YTeHMe 1 3anncb OTAeNbHbIX
bYHKLMIA 1 3aNpOC COCTOAHNSA
KOHTponnepa lNMA3

BO3MOXHOCTW aTaku:
» AkTrmBauma MNA3 ana octaHOBKM
npouecca

» [lepenporpammupoBaHue MNMA3 ana
Nponycka onacHoOro COCToAHMA
npoLiecca

» VcTouHuK: https://goo.gl/yv7P9c


https://goo.gl/yv7P9c

TCIPG: UccnepoBaHue knbepbesonacHoctu 1&C Ha AJC

TriStation
1131
Workstation
Configuration l Aack
Vector
Analog Input . Analog Infjut Tricon
LabView Simulator (—a PXI Chassis :I: Controller
Digital Output Digital Ofput

Simulates

v

| Control Room | |Nuc|earPower Plantl
7% 1 i g

Figure 6. Test Bed Setup for Cyber Security.

Figure 6 depicts the test bed setup. One of the potential attack vectors for the Tricon TMR
Controller is during its configuration phase. To configure the Tricon Controller, it needs to be connected to
a workstation computer that runs the Tristation 1131 configuration software. Compare to the Tricon
controller, the workstation is more susceptible to attacks and compromises due to potential connections to
the outside network or accidental infection of viruses through removable devices such as a USB drives. If
the workstation that runs the Tristation 1131 software is compromised, then the attacker could hijack either
the Tristation 1131 software itself or the communication channel from the Tristation 1131 to Tricon, and
use it to send malicious configuration to the Tricon controller.

https://tcipg.org/publications/test-bed-digital-ic-and-cyber-security-npps



https://tcipg.org/publications/test-bed-digital-ic-and-cyber-security-npps

Triconex ceptudmumpoBaH AnNsa CUCTEM 3aLUnNTbl peakTopoB Ha ASC

July 23, 2012 09:00 ET

U.S. NRC Certifies Latest Triconex Controller From
Invensys for Use in Nuclear Power Plants

Triple Modular Redundant Tricon System Simplifies Licensing Process, Enables Easier
Muclear Modernization Projects

HOUSTON, TX--(Marketwire - Jul 23, 2012) - Invensys Operations Management, a global
provider of technology systems, software solutions and consulting services to the
manufacturing and infrastructure operations industries, announced that version 10 of its

Triconex” Tricon® controller has been approved for use in safety-related nuclear power plant
instrument and control applications by the United States Nuclear Regulatory Commission. In
a Safety Evaluation Report (SER) dated April 12, 2012, the NRC indicates that the latest
version of the Tricon controller can now be used in safety-related (1E) applications, like
reactor protection systems, in U.S. nuclear power plants and U.S. Department of Energy
facilities that require licensing or oversight by the NRC. It is the first controller from a
dedicated automation vendor to achieve such certification from the NRC and it remains the
only triple-medular-redundant system to be gualified.

"The Triconex Tricon system is extremely important to us as we continue to migrate to digital
technology, while providing safe, clean, reliable power to our customers in California,” said
Scott Patterson, program manager for |&C obsolescence for Pacific Gas & Electric, which
operates the Diablo Canyon Power Plant in San Luis Obispe, Calif. “Partnering with Invensys,
an automation vendor whose core competency is safety systems, gives us an additional layer
of protection as we upgrade older safety-related eguipment. MRC certification means we can
move forward with modernizing and optimizing our plants to ensure their continuous safe
operation. We are confident this technology will enhance future upgrades and new designs,
as well as ease the licensing process.”




AnnapaTHbIU KNOY He cepedbpsiHaa nyns

There is an important difference between leaving the key in REMOTE or /
PROGRAM,

in the REMOTE position:

-

REMOTE , R RUN

Allows writes to control program variables by TriStation, Modbus masters and
external devices. (Download All and Download Change by TriStation are not
allowed.)

In the PROGRAM position:

For control program loading and verification. Allows control of the Tricon
controller from the TriStation software, including Download All and Download
Change. Also allows writes to program variables by Modbus masters and
external hosts.

| think the bigger issue is that Triconex communication is not limited to a
configured set of equipment, where several other SIS have an approved set of
network addresses it permits and on top of that requires a separate login to get
access.

| also noticed that many plants keep the key in the PROGRAM mode for fast
recovery, however from a security perspective it is bad practice. This new
malware sNows Why.

= TRICONEX

Kind regards, | 11290849

Sinclair Koelemij /

On Dec 17, 2017, at 7:00 PM, scadasec-request@scadasec_email wrote:

Send scadasec mailing list submissions to
scadasec@scadasec.email

http://scadasec.email/pipermail/scadasec/2017-December/030356.html



http://scadasec.email/pipermail/scadasec/2017-December/030356.html

KICS for Networks: benbin cnMCOK KOMMYHUKaUMUK Vs Triton

Kaspersky Industrial CyberSecurity for Networks [Triton] ==t 27
Manage security policy Settings Help KASPERSKY#
Events Process parameters Network Control Process Control Configure events Intrusion Detection
Update table: Period:
X 5 @ N\ | | [ opi | | mic| s | | cc | |Enr . Table templates
QB disabled Specify a period
From: |2018-01-23 14:13:43 v | to: |2018-01-27 15:13:43 ~  Show events for: Day &, “ 2018-01-23 14:13:43 - 2018-01-24 14:13:43 v =
Dateftime t Y| S... | Title e A
. 2018-01-23 18:27:16.... [] Intrusion Detection rule was triggered. A Network Trojan was detected: KL TRITON GetProgramTable third step L] | Maiker:
L ... 2018-01-23 18:27:14.... [] Intrusion Detection rule was triggered. A Network Trojan was detected: KL TRITON GetProgramTable third step Ins ID: 246033
R B . Dateftime: 2018-01-23 18:27:09.900 I
. 2018-01-2318:27:13.... [1] Intrusion Detection rule was triggered. A Network Trojan was detected: KL TRITON GetProgramTable third 05
— everity: 7N
. 2018-01-23 18:27:09.... /\ Unauthorized network interaction detected. Protocol: UDP nic Title: Unauthorized network interaction detected. Protocol: UDP
: Technol 5 nic
. 2018-01-23 18:26:20.... Unauthorized network interaction deflected. Protocol: UDP ne e g
Triggered rule:
L ... 2018-01-2318:10:14.... [1] Intrusion Detection rule was triggerefl. A Network Trojan was d d: KL TRITON 1ns
Protocol: Ethernet Il /IP / UDP
. 2018-01-23 18:10:14.... Unauthorized network interaction deffected. Protocol: UDP
[=] source:
i ... 2018-01-2318:08:03.... [] Intrusion Detection rule was triggerefl. A Network Trojan was detected: KL TRITON UploadDummyForce 1P address: 192.168.118.1
—_—
. 2018-01-23 18:08:03.... Unauthorized network interaction defected. Protocol: UDP Port number: 65089
. MAC address: 00:50:56:c0:00:01
L ... 2018-01-23 18:07:38.... /. Unauthorized network interaction defected. Protocol: UDP
[E Destination:
. 2018-01-23 18:02:11.... Unauthorized network interaction deffected. Protocol: UDP
1P address: 192.168.118.129
. 2018-01-23 18:01:45.... /\ Unauthorized network interaction defected. Protocol: UDP nic BetERiRbarIs0
. 2018-01-23 18:01:34.... /. Unauthorized network interaction defected. Protocol: UDP nic MAC address: 00:0c:20:db; 9
[ . 2018-01-23 17:54:17.... / No traffic at monitoring point mpoint}. nic
Description: Unauthorized network interaction detected. Protocol stack: Ethernet Ii /
. 2018-01-2317:54:01.... /.  No traffic at monitoring point mpoint{. nic 1P /UDP
E it t 2 4000002601
. 2018-01-23 17:52:13.... Unauthorized network interaction defcted. Protocol: UDP ne i L
Monitoring point: mpointl
. 2018-01-23 17:48:22.... /. Unauthorized network interaction deffected. Protocol: UDP nc origin: system
[ ... 2018-01-23 17:46:52.... Unauthorized network interaction deffected. Protocol: UDP nic

Hepa3speweHHoe cemesoe cOeOUHEHUE 8 HEMOIOXEHHOE 8PEMST
BHe b6ernozo criucka coeduHeHul



KICS for Nodes: benbiu cnMCoK NPUNoXeHnn vs Triton

19 Kowconb Kaspersky Industrial CyberSecurity for Nodes 2.0
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Cyber Kill Chain / XXu3HeHHbIN LUKN KnbepaTaku
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TRITON / MNMyTb aTaku

CeTeBasi aKTUBHOCTb Ha Pa3HbIX 3Tanax ataky
DNS

SSH

RDP

RPC/SMB (PsExec)

HTTP (Webshell)

TCP/UDP (Nmap, iPerf)

VPN

VvVvyVYyVyYYVYYVYY

AKTMBHOCTb Ha XOCTax Ha PasHbIX 3Tanax aTaK<

Powershell, Pyton

SSH clients (Putty/Plinks)
Netcat/Cryptocat

Mmikatz, PsExec

AdExplorer, ShareEnum, PsGetSid
Nmap, iPerf

vVvVYyvVYyYYvYyYy
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YBegomneHue Schneider Electric

Schneider

Important Security Notification

Detection and Mitigation

Always keep your antivirus tools up to date and ensure you are using the latest antivirus .dat
files on the engineering workstation where the TriStation terminal is installed. Signatures for the
malware have been distributed to cybersecurity organizations. Schneider Electric has confirmed
that major antivirus vendors now include the malware file's signatures and that if detected, the

antivirus tool takes action.

Schneider Electric continues to recommend customers always implement the instructions in the
“Security Considerations” section in the standard Triconex documentation (i.e., Planning and
Installation Guides and TriStation 1131 Developers Guide), which include the following:

Ensure the cybersecurity features in Triconex solutions are always enabled.
Safety systems must always be deployed on isolated networks.
Physical controls should be in place so that no unauthorized person would have access to
the safety controllers, peripheral safety equipment or the safety network.
e All controllers should reside in locked cabinets and never be left in the “PROGRAM"

mode.

« All Tristation engineering workstations should be secured and never be connected to any

network other than the safety network.

« All methods of mobile data exchange with the isolated safety network such as CDs, USB
drives, DVD's, etc. should be scanned before use in the Tristation engineering

workstations or any node connected to this network.

« Laptops and PCs should always be properly verified to be virus and malware free before
connection to the safety network or any Triconex controller.
» Operator stations should be configured to display an alarm whenever the Tricon key

switch is in the “PROGRAM” mode.

https://goo.gl/TCoCHd



https://goo.gl/TCoCHd

CtaHpapTbl no kKnbepbesonacHoctu NA3

IEC 61511-1:2016

Functional safety - Safety instrumented systems

for the process industry sector - Part 1:
Framework, definitions, system, hardware and
application programming requirements

>

Clause 8.2.4: A security risk assessment
shall be carried out to identify the security
vulnerabilities of the SIS.

Clause 11.2.12: The SIS design shall
provide the necessary resilience against
the identified security risks

ISA-TR84.00.09-2017

Cybersecurity Related to the Functional Safety
Lifecycle

INTERNATIONAL IEC
STANDARD 61511-1
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Kenexis: Security PHA Review (SPR)
w = BKENEXIS

Safeguards

Cause = Scenario |
Cause Safeguard I
Hackable Safeguard Hl:k’;bh Hackable
1.5.1.7 Failure of control 8 High level shutdown LT-101B closes Determine if cause is hackable no
loop LIC-101 inlet valve SDV-101 Yes ¥
such that liquid l YES
outlet valve is Yes Y19 Operator response to high level alarm Yes
too much closed LT-101A - not independent from control | yae v KO
loop failure Determine if all safeguards are hackable
1.5.1.2 Failure of 8 High level shutdown LT-101B closes
shutdown valve inlet valve SDV-101 Yes ¥ l YES
SDV-102A to the B
closed position Yes Vg Operator response to high level alarm Yes
LT-101A - not independent from control | yes v Assign SL based on consequence of scenario
loop failure or propose a safeguard that is inherently safe
1.5.1.3 Slug greater 9 Operator response to high level alarm against qlbem“ad
than 90 bbl from LT-101A - not independent from control Yes v
production loop failure
iy =T h down LT-1018 cl ™ J, %@nt
8 High level shutdown LT-101B closes
' scenario HcmoYyHUK

For potentially hazardous processes, the results of the process hazard analysis (PHA) and
functional safety assessments [20] should be reterenced as part of the high-level cybersecuri
risk_assessment to identify worst-case Impacts. Organizations should also take nto |
consideration threat intelligence from governments, sector specific Information Sharing and a
Analysis Centers (ISACs) and other relevant sources.

IEC 62443-3-2 [Draft]:Security risk assessment and system design



https://automation.isa.org/2018/01/managing-cybersecurity-threat-hazardous-process-plants/

BaHK paHHbIX yrpo3 6e3onacHocTtu nHcgpopmauum ®CTIK [ ACY T |

YBEW.107: Yrpo3a OTKNIOYEHNA KOHTPOMBHLIX AATHMKOB Bua~ YBW.176: Yrpo3a HapyLweHWsa TEXHOMorM4ecKoro/Npon3eoAcTBEHHOMO NpoLecca

Bup ~
W3-3a BpeMeHHBIX 3afepier, BHOCUMbIX CPeOCcTEOM 3alWTbl

(o] Yrposa A B BO3MOKHOCTH OBECNEYEHHUA HapyLUMTENeM MHOPMaLMOHHOH
Yrposbl  M3OMAUMM CHCTEMbI BE30NACHOCTH MyTEM NPEPbIBaHHA KaHAMNA CBA3M C KOHTPOMbHbIMK
Onucanre YTpo3a 3aKkNKYaeTCH B BO3MOMKHOCTH NPUBEAEHUA CMCTEMBI B COCTOAHME ®OTKa3 B
AATUMKAMM, CNEALMMA 33 NAPAMETPAMH COCTORHUA CUCTEMBI, UMM HapYLIEHNA pasoTel _
CaMUX JaTUMKOB. 1pH 3TOM CHCTEMA NEPeCTaHeT PearupoBaTh Kak Ha MHUMIEHTLI Yrposbl  OOCAYHWBEAHMIA» MMM HAPYLUEHWS WTATHOTO PERKMA (YHKUMOHMPOBAHHUA W3-38 BpEeMEHHOH

DesonacHoCTH (ECI‘M OTKIIOYEHHBIE AETYMKH ABNANMUCH YACTHIO CHCTEMbl Be30NacHOCTH,
HanpuMep, AaT4WKK JBIKEHWA), TAK U HA APYrie TUMbl MHLWEHTOB (HAaNpUMep, Npu
OTK/IO4EHHW OATHHKOB I'IU)KEDHOI;\ CUTHANU3auuK, NOBLILLEHWA AABNEHWA B rMapoarperatax
ap.)

[Oannan yrposa ofycnosnexa cnadocTAMKY Mep 3aLUMThl HHAOPMALMM B
ABTOMATH3WPOBAHHBIX CUCTEMAX YNPABNEHWA TEXHONOrMYECKHMW NPOUECCAMM, A TAKKE
Hanu4lem ynaamocreﬁ B NPOrpaMMHOM OCECTeHEHWN, PEANU3YIOWLAM JAHHBIE MEPDI
Peanu3auua A4aHHOA Yrpo3bl BOIMOXHA MPH YCNOBMM NOMYYeHUA QOCTYNA ((PM3HYECKOTO MNK
NPOrpamMMHOre) K MUHMAM CBA3M CHCTEMB! §E30NACHOCTH ¢ KOHTPONBHLIMU AaTHHKAMM UMK K
CaMUM AaTyUKaM

YBW.183: Yrposa nepexeaTa ynpasneHus asTOMaTH3MpOBaHHOW CUCTEMON
YNPaBneHNA TeXHOMOrMHECKUMIU NpoLeccami

Sua~

YBW.204: Yrpo3a HecaHKUMOHWPOBaHHOM U3MEHEHWA BPEOOHOCHON

3a0EPKKM B CHCTEMAX PEANEHOTO BPEMEHH, BHOCHMOI B NpOLECCHl Nepeaayn  obpaboTku
3aHILASMOA HHGOPMALMK CPEACTEAMM 3ALUMTL MHPOPMALMM, Bbl3BaHHONA
HeoBXoguMoCTeio 00paboTkn nepegasaemoil/obpadaTisaeMod MHPOPMALMK Ha NpegMeT
BLIABMEHNA M HEATPANK3ALMK yrpo3 Ge30NacHOCTH MHOPMALIMK.

Ha peanu3auymio 4aHHOA YTpo3bl BNWAET HE TONBKO HOMEHKNATYPa NPUMEHREMBIX CPEacTE
3AWWMTBI MHGIOPMALMKM, NapaMeTpLl MX HACTPOIKM, 00BEM NepegasaeMoii/obpadaTisaemoi
WHPOPMALIMK, A TAKKE TEKYLLAR aKTUBHOCTE BHELUHWX HAPYLUMTENEN, NporpaMuHbe
BO3AENCTENA KOTOpLIx oDpafaTbiBalTcR CPeACTEaMM 3aLMTEl MHOPMAaLMK

Buo -~

nporpamMMoi 3HaYeHui NapamMeTpoB NPOrpaMMUpyeMblX NOTHYSCKNX

OnMcaHWe Y1Po3a 3aKMKYAETCA B BOSMOKHOCTM OCYLUECTENEHUA HAPYILHTENEM HECAHKUMOHMPOBAHHArD KOHTponnepos
Yrposbl  JOCTYNA K MHIOPMALMOHHOI MH(DPACTPYKTYPE 3@ CYET NOMyYSHNA HapyLMTENEM Npasa
ynpaBneHus BxoAALLeR B €& cocTas aBTOMaTM3HPOBAHHON CUCTEMOR YNpaBneHua OnucaHWe YTpo3a 3aKkNMiYaeTCA B BO3ZMOKHOCTH HECAHKLMOHMPOBAHHOMO H3MEHEHUA BpEJlOHOCHOﬁ

TEXHOMOTMYECKUMM NPOLECCANM MyTEM 3KCMNYaTaLKM YASBMMOCTEN €€ NPOrpaMMHore
00ECNEYEHHA UMK CNA0OCTEN TEXHONOTMHYECKIAX NPOTOKONOS NEPEAaIH AaHHbIX

[aHHan yrpo3a ofyCNoBNEHa HANWYMEM Y aBTCMaTH3UPOBAHHOR CHCTEME! YNPABNEHUA
TEXHOMOrMYECKUMM NPOLIECCANM NPOTPAMMHBIX CETEBLIX MHTEPMENCOB B3aNMOENCTEHA 1,
KaK CNeACTBHE, BO3MOKHOCTBIO HECAHKLMOHMPOBAHHOTO AOCTYNA K AaHHOI CUCTEME, a TakKe
HE0CTATOYHOCTHI0 MEP (DUNETPALMH CETEBOrO TDAHKA H aHTMBMDYCHOM 3aLUMTLI
Peanusalna AaHHON YIpo3bl BOIMOMHA NPW YCNOBHH HAMWYWA Y HapYLLMTENA Npas Ha
OCYLIECTBNEHHE B3AUMOEACTEMA € ABTOMATH3NPOBAHHOM CUCTEMON YNPaBNEHHA
TEXHOMOTMYECKUMM NPOLECCaMM. Peanusauma AaHHON yrpo3bl MOXET NPMBECTH K
GNOKUPOBAHMIO UMK UCKAKEHUIO (HEKOPPEKTHOCTD BLINONHEHWA) ANFOPHTMOB OTPAGOTKH
330aHui YNPaBNeHnA TEXHOMOTMYECKUMM NPOLIECCANH, HEMOC PECTBEHHOMD YNPABNEHHUA
06OpyAOBAHHEM NPEANPUATAR;

HaPYLUEHUIO LUITATHOTO X0/ TEXHOMOMMYECKUX NPOLECCOB:

YACTMYHOMY WIH MOMHOMY OCTAHOBY TEXHOMOrMYECKHX NPOLECCOR B3 (WNH C) BLIXOAA(-OM)
000PYA0BAHHA U3 CTPOR;

ABAPUAHOA CUTYALMM B KPUTHYECKOA CHCTEME HHDOPMALMOHHOM MHAPACTPYKTYPLI

yrpossl

NpOrpaMMoil 3Ha4eHUiA NapaMeTPOBE KOHTPONA U YNPaBNeHHs UCMONHUTENEHBIMA
YCTPORCTE2MM B NPOrPAMMUPYEMBIX MOTMYECKHX KOHTPONNEepPaX NoCne e NPOHUKHOBEHNA U
2BTOPM3ALMM HA JaHHbLIX YCTPORCTEAX.

Peanu3sauuns yrpossl 06ycNoENeHa BO3MOKHOCTEI BPEAOHOCHOR NPOrpamMmMel 0GHADY#MBATE B
CETU NporpaMM1pyemsle NOTMYeC KMe KOHTPONNEpPs!, NPOHUKATE M (PYHKLUMOHUPOBATE B
ONEpPaLMOHHOR CHCTEME NPOrpaMMUPYEMBIX MOTHYECKHX KOHTPONNEPOB, a Takke
HEJOCTATKAMM MEXAHM3IMOB Ay TEHTUDHKALIMH.

Peanusauna AaHHOIN Yrpo3kl BO3MOXHA NPK YCNOBKMK, YTO CYLLECTBYET BO3MOKHOCTE 4ocTyna
K 3aNeMeHTamM asTOMaTHIUMPOBAHHOM CUCTEMB! YNPABNEHUA TEXHONOTUYECKUMK NPOLECCaMU NO
ceTn MHTepHeT

www.bdu.fstec.ru



http://www.bdu.fstec.ru/

Yeknuct NA 163 "Security Risk Assessment of SIS* 2017

NA 163 onucbIBaeT KTO, Kak 4aCTO W B KaKMUX pamMKax OOSKeH
NPOBOOUTL OLIEHKY pucka. MIcnonb3ys YeKknucT, MHXeHep ¢
©a3oBbIMU 3HAHUAMU |IT 1 ceTen cnocobeH BbIMNONHATb
OLEeHKY pucka ana MNA3

Gathering the assets/identification of the viewing object
System architecture

Access and Security

Hardening

Measures for engineering station, Field Entry Panel, AMS
Data

Protocols & links

Organizations, people and processes

NOoOGkWNE

o

http://www.namur.net/en/publications/news-archive/detail/article/die-na-163-ist-neu-erschienen.html



http://www.namur.net/en/publications/news-archive/detail/article/die-na-163-ist-neu-erschienen.html
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RUSCADASEC - 3T0 HEKOMMEpYEeCKas MHULMaTMBa No pasBUTUIO PYCCKOA3bIMHOMO
ACY TN KBO

MEXAYHapOAHOTO OTKPLITOro COO6LIECTBA CNELManvCTOB NPO NPOMbILLIEHHOR

Kvnbep6esonacHocTy / knbepbesonacHoctn ACY TT1. LiensiMm mHMumaTvMBb!

ABMAIOTCA MOBbILLEHUE OCBEAOMIEHHOCTU U KBa/IMGMKALIN CMELMaNNCTOB M0 HegopmanbHbie BCTpeum
6e30nacHOCTV 1 NPOMBILLIEHHOI aBTOMaTU3aLyv, pa3BuTHe NPodeccMoHaNbHbIX
CBA3EA MeXJly CNeLmanmcTamy 1 OpraHy3aLysaMm, COAECTBUE PasBUTIO PhiHKa,
pasBuTVIE CBsI3eli C NPOGUIbHBIMIA MEXAYHapOAHbIMW COO6LLECTBAMM, U B UTOre
NOBbILLIEHVE YPOBHSA 6830MacHOCTV Ha MPOMBILLIEHHBIX NPEANPUATUAX.
VHnumaTvBa BKAKYAET B ce65 OHNaliH M/IOLLaAKM, XVBble BCTPeYM N NpodunbHbIe
KOHpepeHLWM, B pamMKax KOTOPbIX Y4aCTHUKY CIEAAT 38 TeKYLLIM COCTOSHUEM TeMb,
06CYXAAI0T OPraHU3aLMOHHBIE M TEXHUHECKVIE BOMPOCh], 06MEHVBAIOTCH OMbITOM, Industrial Cybersecurity Conference Positive Hack Days Be3onacHocTb KBO T3K
vaesmn. Beeraa pajibl HOBbIM y4aCTHMKaM COO6LLECTBa U OTKPbIThI K MAESM M0

pasBuTUIO COO61LIECTBa M MOMOLY B UX peanunsaLmv. NprcoeanHaATeCs K Haml
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