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HACKOJ1bKO KPUTUYHHO?

KASAXCTAH?
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HACKOJ1IbKO KPUTUHHO?

WannaCry Ransomware
Attack distribution by country - top 20
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OK, WY4TO C TOIO?

Social engineering Dropper install Payload Install
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HACKOJ1bKO KPUTUYHHO?

[MAHEJIbHAA ONCKYCCUA
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HACKOJ1bKO KPUTUYHHO?

A BAWWE MHEHWNE?
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BOINPOC K 3AJ1Y -1
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KAYECTBO 3HAHU U
MHBECTULUNW B NMEPCOHAIJT
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You Know I`m No Good

Amy Winehouse

Back To Black , track 02

Jazz and Blues

258.2378
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MHBECTULNW B NMEPCOHAII

3HAHWA YTPATUMM CBOIO
LIEHHOCTb....
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MHBECTULNW B NMEPCOHAII

....INOKA Mbl HE KOHBEPTUPYEM
X B HABbBIKW
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MHBECTULNW B NMEPCOHAII

e  BOJIEE 350 OBYYAIOLMX KOMMAHWUW HA PbIHKE PK
« TOI-20 CAMbIX U3BECTHbIX TPEHEPOB
o 4250 TPEHUMHIOB MNMPOBEOEHO 3A 2015-2017
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HACKOJ1bKO KPUTUYHHO?

[P O TOM:
CEPBUC ®
OKCINEPTUSA®®
BEE3OINACHOCTbE®®
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HACKOJ1bKO KPUTUYHHO?

OK, HY N HYTO?
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HACKOJ1bKO KPUTUYHHO?

[MAHEJIbHAA ONCKYCCUA
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HACKOJ1bKO KPUTUYHHO?

A BAWWE MHEHWNE?
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IKOCNCTEMA 1.0

BnusaHue perynaTtopa
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IKOCNCTEMA 1.0

BbaHK-KOHCepBaToOp

OMNACHO! HO?
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BITMAHWE MEOWA-TTOO0EPXXKW
HA CTABUJIbHOCTDb
OPIAHN3ALINA
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[MPOIMNMNCHbBbIE NCTUHBI

PenyTauuio, Kak 1 HEKOTOpble ApYyrne BELLN, MOXHO NOTEPSATb TONbKO
OWH pas.

Y10 Bbl MOXeETe NOTepPATbL?

[eHbru (nonpaBmMmo, HO eCri MHOIro — obuaHO)

PaboTy (MOXXHO HamMTKn, HO yXXe B APYron oTpacnu)

PenyTtauunio (He BOCCTaHOBULLb HM 3a Kakne OeHbrn)
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CTPAOAKOT SHAMEHUTOCTU

UemnuoHaTt Poccum .

MATY-LIEHTP POCCKA OR*»H % 30 .
’: E::Z:i‘h’:"“““ OyTHonucTel "CnapTaka" nepen vrpon ¢ "OuHamo" +10 |
' noceLlany HoYHOM KNyB ;
B 25 HombGps 2012, 17:31, 15568 H

Crameraka, oBcymacime oAHoM 5
MecTe COoOUMANbHBIX CETAX NoABMNACE MHOPMALKMA, Y4TO HEKOTODLIE |

thyTBonueTel "Cnapraka" B HoYb Nepen nepbu ¢ "OuHamo” (1:5) nocewanu
OOWH W3 CamMbiX OOpPOrkx KNyBoB CToMMUbL. i

B TeuTTepe ooHOro M3 MocKoBCKMX Gapos Bouna onyBnukoeada :
choTorpadua, Ha KoTopok 3anedaTtned dopeapa "kKpacHo-Genox" i
BennuroH, oTALXAaLWKA B HOYHOM KNyBe. Tawxe NoABKMNocs 1 H
coobujeHre, KOTopoe B OBBLACHEHWAX HE HYMWOAETCH. :

HOBOCTWK paagena Bce

-

14:44 Nopwee TpebyeT paabvparenscTea NoO 3aTparamM Ha
HOBbLIA CTAOWMOH "3eHuTa™ [1]

"Kapwoka, Apw, BennuroH aTold Houb HabByxanu Ha 200k B Bape |
BapBagoc. C gMcuMnnuHol B knyBe ok", - roBOPUTCA B COoBLUEHMK.

14:19 "PyBMH" NO-NpEXHEMY X04eT BepHYTE Byxaposa TypHHupHana Tabnuua, CTATHCTHKA M HOBOCTH YemMnuoHaTa Poccum
AOCTYNHBLI 308CkH.
MpamMman TeKcToBaA TPaAHCMAUMA MaTYa NpoxXogMna Ha caWTe LiveResult.Ru.

13:36 "Amkap” nobegun "Cnaptak” © CyxXMM CHaToM [8]
13:33 "KybaHe" xoweT dopeapga "¥YTpexra®”

- .
12:12 Pasadues: "To4YHo ocTadyck B "PyGuHe™ oo CoBeTCKMiA cnopT B n M E! e % E g o
CReayiwel aume™ [1]

Teru: Cnaptak Mocksa, OvHamo Mockea, BennutoH, Apu, Padasns Kapuoka
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CTPAOAKOT XXYPHAJINCTDbI
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2000 3a wenmwenwe npas, CYACTNHBA, 0TMEYAID

BbinWBanWem Kohe Ha MOOMMON 3anpasKe

o
-
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CTpanam YNHOBHUKKA U OeNyTaTbl
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OJIblIA KY3HELIOBA, YAHOBHWLUA N3 TYJ1bl

Mon npobnema, HagepHoe,
BTOM, NMTO A KpacvBan...
3TO NPOBOKAUWA U NPOTUEB
MEHRA, M NPOTUB BNacrTw,

Onbra KysHeuoBa

YA AT LR TAeNna perlsannn
A b4 ‘

o Profit
Q Finance Day

KASPER§KY#2



APTEM CAMCOHOB, OEMNYTAT N3
BJIAOVIBOCTOKA
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NIbA KOCTYHOB, OEMNYTAT N3 MOCKBbI

(AWEM TaK, Cambii TYNOK aenyrar ymt
o JIHECTATHCTHYECKOID rPaAanuna. |

| —
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TATbAHA CYBOPOBA, AENMMYTAT N3 MOCKBbI

ha Tatiana Souvorova =+
_ @tsuvorova

Hac B 'ocgyme oOC/Iy>KHUBaOT
y>KaCHO HeyZ10OHbIe aBTOMOOWJIN,
KOTOPBbIE BOOOIIE CTOAT 1 MJIH
pyO6Jseii, Hannpumep Ayau A4. DTO
U3/eBaTe/IBCTBO a0OCOJJIIOTHOE
10.07.18, 21:57
KASPERSKY?



HACKOJ1bKO KPUTUYHHO?

OK, HY N HYTO?
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HACKOJ1bKO KPUTUYHHO?

[MAHEJIbHAA ONCKYCCUA

=8 Profit
» Finance Day KASPERYKY2



HACKOJ1bKO KPUTUYHHO?

A BAWWE MHEHWNE?
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OKOCUCTEMA 2.0

ArpeccuBHbIN Habop
KNWEeHTOB

I l Macca Ub-npoekToB
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IKOCNCTEMA 2.0

BaHK-xuncrep

BAY! HO?
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MeradooH4uK, He boneu

Anbda-baHk
Hpasurca - 19 Mas - oTp

MopanbHoI nogaep»XKu nocT.

3Haem, 4TO HEKOTOPbIM HALIUM KIIMEHTaMm ceilvac
He KomcopTHO. Nepexknsaem 1 XOEmM BMeCTe C
BaMmm.

ol Hpaesutca @ KommeHTapwii

A Mopenutbena
O=0 o9
99 ny6nukauuin

MpocmoTpeTb ewe 11 KoMmeHTapues
‘ Cepreit TapanueHko [JobasbTe yxke Google
Authenticator B kayecTse BTOporo dakropa.
Hpaeutca - OteetuTth - () 2 - 20 Mas B 15:48
. Anppei FOpuy MeradoH4uk - He 6onei, a npocTo
o cnoxum yxe! ¥
Hpagutcs - OtBeTuTth - 20 Mas B 23:33 -

lab
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ONIHTEX N HOBbIE KAHAIJIbI
KOMMYHUKALINIA
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OGNHTEX-KOMIMAHAW

UBER
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OPNHTEX-KOMINAHUNA

DUHTEX-WHOYCTPMA: NNATEMN W NEpeBoab!

@ Ofuem npuaneyeHHsX WHBECTHUMIA, $ MNpa ) Ofuem npyaNeueHHLIX MHBECTHLMEA, $ Mnpa

Ant Financial

OcHoBHo# pervon: Kutait

KpynHeiilwas uHTEX-KOMNaHUA B MMPE M BTOPaA MO OLEHKE YacTHanA TexHonornvyeckan
koMnaHua nocne Uber. Momumo nnatexei (6peHp Alipay) pabotaer BO BCEX KNKMEBLIX
uHTEX-BEPTUKANAX. YupeauTens — [pkek Ma, ocHoeatene Alibaba.

4,5

Ant Financial PayPal Stripe TransferWise

©Forbes.ru, 2016 MecTounui: Finstar
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ONHTEX-MHBECTULNW

FinTech sectors by the size of investments

Banks/Moblle Banking, Prepaid Cards
4% / 7 "

6% y W 2%
= & t _Nefworks,

1%

Remittance, _
7%, \

Authentication/Security/Fr g
aud Analysis, L
7%

Mobile Wallet/White Label, _
10%

Processing/Paymnet |
Gateways,
14%

.. Finance/Lending.
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HACKOJ1bKO KPUTUYHHO?

OK, A Bbl YTO OENNAETE?
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TOIN-3 TPEHOOB ®UNHTEXA

> TeHpeHuus 1: Mepexon OT MHHOBALIMOHHbBIX OU3HEec-moaenen K
TEXHONMOrMYeckuM MHHOBaLMAM
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TOIN-3 TPEHOOB ®UNHTEXA

> TeHpeHuus 1: Mepexon OT MHHOBALIMOHHbBIX OU3HEec-moaenen K
TEXHONMOrMYeckuM MHHOBaLMAM

> TeHaeHumMa 2: AytTeHTUdmKaumns NMYHOCTU N 6e30NacHOCTb BbIXOAAT Ha NepBoe
MeCTO
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TOIN-3 TPEHOOB ®UNHTEXA

eeee0 Beeline KZ = @ 7 93 % W

é

[TogpobHOCTM Noe3gKu

Gaogle ' ; Map data ©2017 Goaogle
2l Profit CerogHsa, 3:40 531,77 KZT
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TOl-3 TPEHAOB OUHTEXA

=8 Profit
4 Finance Day KASPERYKY2



TOIN-3 TPEHOOB ®UNHTEXA

> TeHpeHuus 1: Mepexon OT MHHOBALIMOHHbBIX OU3HEec-moaenen K
TEXHONMOrMYeckuM MHHOBaLMAM

> TeHaeHumMa 2: AytTeHTUdmKaumns NMYHOCTU N 6e30NacHOCTb BbIXOAAT Ha NepBoe
MeCTO

> TenpgeHuus 3: baHkn — ecnn He MOXeLlb 60pOTbCF|, TOraa BO3IT1aBb
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HACKOJ1bKO KPUTUYHHO?

[MAHEJIbHAA ONCKYCCUA
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HACKOJ1bKO KPUTUYHHO?

A BAWWE MHEHWNE?
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MAPTHEPbLI HOBOWU
PEAJIbHOCTW
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HACKOJ1bKO KPUTUYHHO?

[MAHEJIbHAA ONCKYCCUA
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HACKOJ1bKO KPUTUYHHO?

A BAWWE MHEHWNE?
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OKOCUCTEMA 3.0
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BOIMNPOCDHI?
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