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Fraudster: Nicholas Webber is pictured posing beside a laptop, with a
large quantity of cash. He today admitted masterminding the sale of
65,000 bank details



PA3SBUTUE LUPPOBbIX KAHANOB NMPOBOUUPYET
NMOABJIEHUE HOBbIX MOLUEHHUYECKUX CXEM
o
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no 80% Ha 297% Ha 15%

MolleHHn4yecTBO Yepes YBenmunnocb Konmyectso Bo3pocno uncno
d)MLUVIHI' N counasibHyto (I)MLUMHI'OBbIX dTakK MOLWLEHHNYECKUX TPaH3aKUnNH
UHXEHEPUIO yepes MOOUNbHbIE NPUNOXEeHUA

Insights report, okTa6pb 2018
AppsFlyer Q1 Fraud Report, 2018 K/.\SPERSKYﬁ



YCIYTU FRAUD-AS-A-SERVICE
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* YHMKaNbHbIA OTMEYATOK YCTPOMCTBA U €r0 OKPYKEHW
* Buometpunyeckue obesnnyeHHble aHHbIE
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OOHA TEXHOJIOIN'NA — HE NAHALIEA

My @nest doorbell automatically locks
the front door when it sees a face it
doesn't recognize. Today it didn't
recognize me, so | went into the app to
investigate and...
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APDEKTUBHEE «30HTUK» TEXHONOIMMWM HA OCHOBE
MALUMHHOIO OBYYEHUA
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YHUKAJIbHbIA OTNEYATOK YCTPOUCTBA
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| MobunbHoe Be6-6payzep
npunoXxeHue
Onepatop: . OC
NHdpopmauusa SIM, « MapameTpbl
oneparop n 1.4. Bpaysepa, A3bIK
ObopynoBaHue: « [MapameTpsbl gucnnes
CPU, gucnnen, O3Y,  BpemeHHas 30Ha
yCTpoMncTBa BBO4A, CEHCOPDI
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KENC: MOLLEHHUYECKAS NMEPEPEMMCTPALIMA YYETHOW
3ANMNCU B UHTEPHET-BAHKUHI'E ®U3NYHECKUX JTULL

e Llenb: xuweHne geHexHbIX
CpencTB Yy U3NYECKNX nNuu

« MeToa: counarbHas MHXeHepUs
(3BOHKU U SMS OT MeHU baHKa)

* Pesynbrar:

« 470 cKOMMPOMETUPOBAHHbIX
aKKayHTOB

KASPERIKYS



PEI'YNNIMPOBAHUE ®AKTOB OTMbIBAHUA
OEHEXHbBIX CPEACTB

NHdopmaunsa o6 ycTponcTee KrineHTa
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BaHku KYC Bropo

“ObHapyreHne n onoselleHmne 0 NPU3HaKax OTMbIBAaHMA AEHET U
dUHAHCUPOBaAHMA Teppopm3ma ABnAeTca Hanbonee apdeKTUBHbIM cnocobom
6opbbbl M OCTAHOBKM NOTOKa cpeactB”*

* Association of Certified Anti-Money Laundering Specialists, 2019 KASPE RS KY3



KENC: MEXXBAHKOBCKWUU TPAH3UT OEHEXHbIX CPELACTB
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BaHk A
294 aKKayHTa MCNnoJjib30Bariocb
<3 AnAa OTMbiIBaHUA OEHer.
>
113 MOLLUEHHNYECKNX akkayHTOB B BaHke A
Kaspersky 181 akkayHT B 6aHkax B, C, D

Fraud Prevention

« AHanma otnedvyaTtka yCcTpoucTea
« [nobanbHas penytauns ycTponcTea
* [locTpoeHne mexxbaHKOBCKUX CBA3EN
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