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OHNAWUH-BAHKW HE NPOLUJIU NPOBEPKY HA BE3OMNACHOCTb

CepbesHble npobriemMbl 6€30MacHOCTM BO BCEX CYLLECTBYHOLLNX OHMaWH-
baHkax, n3 KoTopbix bornee 60% cooepXxaT KpUTUYECKNE YA3BUMOCTU

Bonee 4em B nonosuHe (54%) omHaHCOBLIX BEG-NPUIOXEHNN nccrnenosarenu
yBUOENN CEPbE3HbIE AbIPbl, OTKPbIBAOLLME BO3MOXHOCTb KpaXXn OEeHEXHbIX
cpencTs.

PeweHuna cobcTBeHHOM pa3paboTKn okasbiBalOTCA B TpU pasa bonee
YyS13BUMbIMW, YEM CTOPOHHNE NPOAYKTHI

B HekoTopbIX criydasx 4yepe3 oHnanH-6aHk akcnepTbl CMOrMKn AoopaTbecs

O KOprno aTI/IBHOI7| NH ACTPDVKTVYPDbI OpraHn3aumnm
[0 Kopnop dpacTpykTypbl Op L CASPERSKY



'PA3PABOTHYMKOB 10
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B AHTUBWUPYCHOM .I:I'PMHO)KEHMM CMAPT®OHOB XIAOMI
HALLJIA YA3BUMOCTMH
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C @ AO Kaspersky Lab [RU] | https://securelist.ru/pos-terminaly-pod-pritselom/3605/

PelweHuna - OTtpacnesas 3almMTa ~ MponykTel * CepBuchl MaTepwanbl 3afaTbh BONpoC

|_|S|' YIPO3bl ~ KATETOPUW ~ TEMU ~ CTATUCTMKA SHUMKIONELMS

PoS-TepMuHanbl noa npmuenom

OkcnepTol Seculert o6Hapy»MNK cneunanM3MpoBaHHYO BPeAOHOCHYIO NPOrpamMmMmy, BOPYHOLWYIO PEKBU3UTbl BAHKOBCKUX
KapT 13 TOproebix TepmuHanos nog OC Windows.

3noepep, Hape4eHHblin Dexter, BHegpsieTCs B CUCTEMHbIM Npouecc iexplore.exe, obecnevnBas ero NOBTOPHbIA 3anyCK Npu
OTKAIOHYEHWW BPYHYHYIO, COCTaBNAET NepeYeHb aKTUBHbIX NPOLECCOB, ANS KaX[A0ro onpenenseTt 4OCTYMNHbIe NpOCTpaHCTBa
namsaT, NPOU3BOAUT CYMTbIBAHME B NOKaNbHbIA Bydep, ncnonb3ys dyHkumo ReadProcessMemory, n nogsepraeT gamnsl
pa36opy (NapcuHry), oTbickuBas MHGOPMaLMIO, NOANEXALLYIO KONMPOBaHMIO U OTCbIKe. [10 cBMAeTEeNnbCTBY KCNEpPTOoB.,



3ayeM BOOOLLe HYXXHO 3almLiaTh
6aHKomaTbl\TepMUHarnbl U Tak Bce paboTtaeTt?

» Windows XP

> B 30He nerkoro gocryna

» O6cnyxunBaroTcst CTOPOHHUMM
KOMMaHUaAMM

» AKTMBHbIEe USB

» baHkomaTbl NOAKIMHOYEHbI K JOBEPEHHON
CceTn

» TaKkue ataku cTanum oYeHb OeLlEBbIMN.
Ycnyra ATM Malware-as-a-service

KASPERJKY?



Mepbl obecneyeHnsa 6e3onacHOCTH

[lporpammHas YacTb
AnnapaTHagqa 4YacTb

CeTeBasi MH(ppacTpyKTypa
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