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Bbi3oB — Bupycobi-BbiMoratenu (Ransomware)

[lecAaTuKkpaTHbIN POCT aKTUBHOCTU 3a rog

Weekly average in June 2021: 149,15
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CeKTopaM IKOHOMMUKUN



Bbi3oB — HoBble yA3BMMOCTU NPUNOXEeHUN

Ha npumepe kputnyHoun ysassmmoctu B Microsoft Exchange — ProxyLogon

PacnpocTpaHeHHOCTb
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2 mapTta 2021: Microsoft
BbIMYCKaET UCrnpaBreHns
anga Exchange Server

) 3

« HoBble KPUTUYHbIE YA3BUMOCTU

Microsoft Exchange, pucku:

Feb Mar Apr May Jun

Feb Mar Apr May Jun

 JocTaBKa BpeaoOHOCHOro Koga

« KomnpomeTtauusi nenoBou nepennucku

« C masa Microsoft Ha 1-Mm MecTe

B cTaTUCTUKe IPS no Mupy
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JIlnpepbl pbiHKa

TPAOULUNOHHBIE LUPPOBBLIE

* BIG TECHS FINTECHS CHALLENGERS
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TpaanunoHHble baHku Vs. FinTech Vs. BigTech

- Tpanwuwomb'e BlgTech

TexHonornm

[Monb3oBaTenbCKUin
onbIT

[loBepue KnNnMeHToB
Pasmep
[laHHblIE Monb30B.

Bpems Bbixoga Ha
PbIHOK

TpeboBaHus
3awmTta gaHHbIX

Monutnyeckoe
nooowu

B npouecce
N3MEHeHNN

B npouecce
MN3MEHEHMUN

»  [py3bs nnu Bparw? O6a BapunaHTa?

Customer’s Trust Towards Traditional Banks

’ 54% 29%
Would choose any . Would choose
tech company - any tech
instead of any company
traditional bank instead of their
primary bank
B Npeumyuectso
B Hepocratok
B Heiitpansho
© Fortinet Inc. All Rights Reserved. 6
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HoBas undgpoBas akocuctema

OxuaaHun
KINMUEeHTOB

HopmaTtuBHoO-
NnpaBoOBOW

nasgwadT

OunHamuka
pPbIHKA

= KomMnnekcHble undposble
npeanoXxeHuns

= [lepcoHannanpoBaHHbIN OMbIT

= DORA, lNpasuna 30,48,80

= Open Banking/PSD2

= Green Finance

= GDPR, PCI-DSS, ISO 27001

= HeobaHKkK
= FinTech

=RegTech
= APl Economy

© Fortinet Inc. All Rights Reserved.
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PLIHOK
0aHKOBCKUX

ycnyr
oyayulero

HOBbIE YCNYrn U
npeanoXeHns
MOMOLLIbIO MOAYITbHbIX
N NNaTPOPMEHHbIX
moaenen (Baas,
BaaP)




[MocnencTBua KMdepartaku

% CTOMMOCTb B 3aBMCMMOCTMU OT PUCKa ANA

KkomnaHum ®C

38% of cost o2

- nOD,prB Ou3Heca MopapbiB 6U3Heca —
caMbl JOPOron puck
= [IpoBGnemsl ¢ gaHHbIMK (NOTEpPS, Kwﬁengjm
LIeSTOCTHOCTb) - 37

» QNHAHCOBLIN YObITOK
= C6ou B obCnyxnsaHum
= CHon onepauum

21%
» UITpadpbl 1 neHun
= Yuiepb penytauun/6peHay 1%
CpenHssa rogoBasi CTOMMOCTb 0% I 0% 0%
KM6epnpeCTynneHMg ﬂnﬂ KOMﬂaHI/IVI ¢C Business disrupticn Information loss Revenue loss Equipment damages Other

mFY 2017 mFY 2018
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YXXe naet Kputudeckasa TpaHccpopmauus

CTaHbTe YeMNUOHOM UndpoBOro 6aHKUHra

WUHTennekTyanbHbIN KnueHTOOpMEHTUPOBaHHbLIN

OTKpbITbIN BaHK HapeXxHbin 6aHK

(YMHBIN) GaHK

OaHK
= [TapTHEpPDLI C LMdDPOBLIMU MHHoBauuu 3a cyer = ObecneumnBaeT HeMpepbIBHOCTb Bnapeet oTHOLWEHUAMU C
OusHeca
KnueHTamm ucnornb3oBaHusi y KINMeHTaMum:
7 = Vet noBbiweHVst 3heKTUBHOCTY 5
= BHegpsieT HoBble 6usHec-mopenu. MPOPBIBHBLIX TEXHOOrNA H cbcé) = MHOTOKaHambHbIl OMbIT
< . m

= OXBaTbIBAET OTKPLITHI GaHkuHr 1 TSHASHLUNA Auramnqeckn MacLuTabupyeTcs = CMeLLaeT OXuUaaHUst B CTOPOHY
= YckopsieT BHeapeHve 06nayHbIx - y”gaB”;'eT KOMTIITEKCHBIM Bonee MHAMBUAYArbHBLIX 1

TEXHOMOTWIA. Al co ’6'”0'”-9”"19"" HCRM cneLranua3npoBaHHbIX NPOAYKTOB

" TpeGoBaHMIA e

= PaccmaTpusaeT 6e30nacHOCTb Kak

H | |
Blockchain thaKTop, CrIOCOBCTBYHOLLMI Pa3BUATHIO Eﬁg?,g:iyefei:znlmggpﬁéﬁuﬂxo
Fonocoskie Bu3Heca 1 TEXHOMOIUN: KIeHTe
AOMOTHHIIH = Pa3B1BaeTCs B CTOPOHY
aBTOMaTU3aLMM

Bce o npospavHocTH Bce 06 nHHoBauusAX Bce 06 OTBETCTBEHHOCTH

Bce o knueHTe

© Fortinet Inc. All Rights Reserved. 11



CnoxHocTtu B TpaHcchopmaunm

TexHOonorum

Failure to Transform
* YcTapeBLume cuMcTembl
» TexHu4yeckum gonr
* [pobnembl c onnaton (Hanpuwvep, Unable to offer products and services that the
MOOWIMbHbIE I'IpVIJ'IO)KeHVIFI) customer wants, when, where, and how he wants will

« OTCYTCTBME KA4eCTBEHHbIX JaHHbIX il

Decreasing Customer loyalty Tech giants like Google and

Amazon are earning up to

Kyn bTypa/Pecpr bl Decreasing Brand value and awareness —_——

Increasing Customer churn rate 50%
« KynbTypHas agantauus/paspyLlieHue

- of the
BGapbepoB : $1 35 T
* HegocrtaTok TanaHToB . .
* ANNEeTUT K HU3KOMY PUCKY ) in US financial services
Unable to compete, Banks will revenue from incumbent
lose market and wallet share
H OpMaTVI BKa to digital natives or traditional

* [loBbILLIEHHbIE Tpe6OBaHI/IFI COOTBETCTBUA

players who've successfully
embraced DX

Knbepyrposa RO

* [NoBbILEHHbIN KNGEPPUCK \

KnueHTbl pa3odyapoBaHbl CBOMMU GAHKOBCKMMW OTHOLLIEHMSIMU C AEACTBYHOLLMMKU onepaTopaMmn — U1, ecnv OHU He ByayT pelieHsbl, 10

KpynHenwmnx 6aHkoB CLLUA puckytoT notepatb 11% CBOMX KNUEHTOB, YTO 3KBUBANEHTHO NpumMepHo 344 munnuapaam Aonnapos
NOTEePAHHbIX PO3HMYHbIX AENO3UTOB U Aoxoay B pa3mepe 16 Mmunnmapaos gonnapos!

. © Fortinet Inc. All Rights Reserved. 12



4 N"HUUMaATUBBLI.

Co3paute

KITMEHTOOPUEHTUPOBaAHHbLIN OaHK
c 6e3ynpeyHbIM 06CNyXMBaHNEM

BHegpsanTe HoBble OM3HecC-
MoAenn — cTaHbTe NUAepPoMm

Ha pblHKe DAHKOBCKUX ycnyr
byaywero

BaHku, ycnewHo npolieglime TpaHccgopmawumio,

MOTyT AOOUTbLCA:

200% cka4yoK YMcna HOBbIX permcTpaummn
MOBUNbHOro GaHKnHra
Ha 72% BbIpocno ncnosnb3oBaHne oMHaHCOBbIX
npunoxexHun B EBpone

" KnueHtoopue
HTUPOBaHHbLIN
6aHK

YMHbIN BaHk

Llenm 2021
n aanbuie

HapexHbin
BaHk

1.9x

YpoBeHb
pekoMeHaaummn

© Fortinet Inc. All Rights Reserved.

Pacwupsante BO3MOXHOCTHU
pPeBONOLUUOHHLIX MHHOBaLUK C
NOMOLLbLIO MHTENNEKTYanbHbIX

AaHHbIX

Co3pante rubkun, achheKTUBHbIN
N YCTOMYUBLIN OaHK

2.1X

[(OTOBHOCTb K OCBOEHUIO
HOBbIX NMPOAOYKTOB

1.9x

BonbLias gons
PbIHKa/koLlenbka

14




N
CtpaTernyeckue TpeHabl U TeEXHONOrMn KnbepdesonacHocTu

YMeHbLUEHHas CNOXHOCTb U ObICTpoe pearnpoBaHue

NanpawadT yrpos KoHBepreHuus cetn u 6esonacHocTu KoHconuaaums noctaBlmkoB npoayktoB Ub

Boopyxenne A

lMpoaBuHyTas Security- KnbepbeszonacHocTb
MnaTopMEHHBIN

YcTtonumBas Driven BesonacHocTb
KnbepnpecTynHocTb Networking noaxoa

lNodmeepxdeHusi: Gartner Enterprise Networking Market Forecast lModmeepxdeHusi: Gartner Cybersecurity MESH
Architecture

L © Fortinet Inc. All Rights Reserved. 15



O6beanHeHMe NOCTaBLUKOB NPOAYKTOB KNbepbe3onacHoOCTHU
Cybersecurity MESH Architecture (CMSA)

NMopxon MpoaykThl NMoaxop Nnatdopma
KnbepbesonacHocTtu Knbepbe3onacHocTtu

20 BeHoopos 4-6 Mnamagbopm
- © Fortinet Inc. All Rights Reserved. 16



ABToMmaTusauma u Dev-Ops

OO0 R 206060

Config IOC (Cloud) Q Azure AliCloud Host

Change Schedule Detection @ @ Function Functlon Function Quarantine
O U

System FAZ AWS . . API Call/

Status Event Handler Lambda CLIScript Notification Web Hook

TRIGGERS AUTOMATION ENGINE ACTIONS

F:RTINET © Fortinet Inc. All Rights Reserved.



UHcTpymeHTbI Fortinet Dev-Ops n DevSecOps

* REST API Open Source
. Ansible . MANDO
e Terraform . ’

* NetConf . EDRIFTio

« Config Drive and Meta Data

S

m © Fortinet Inc. All Rights Reserved. 18
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Fortinet nHTerpupyeTcs BO BCe KNOYEBbIE 3JIEMEHTbI
BaLleWu cTpaTerum KnbepobesonacHocTu

JTltoan, npoueccobl 1 TEXHOOrnm

CnoXHoCTn ¢ YyenoBe4yeckummu @

pecypcamu:

* becnnatHbI TpEHMHT No KMbepbesonacHOCTH
Ansa oduiero nepcoHana

+ becnnatHoe oby4yeHne TEXHNYECKOro
nepcoHana

* [lpogBuHyTas TEXHMYECKas NOAroTOBKa

Education

TexHONoOrnyeckum BbI3OB:

LLinpokast BN AMMOCTb, UHTENPUPOBAHHbLIN KOHTPOMb W
aBTOMaTM3NpPOBaHHAA OCBEAOMIIEHHOCTb AS1 CHUKEHUS
CNOXHOCTU N YBEMNYEHUS CKOPOCTU onepaummn n
pearnpoBaHus.

TexHonoruum

[0
Cybersecurity Q

® [lpoueccHbIN BbI3OB:

*  WHCTpPYMEHTbI ynpaBneHus u
aHanusa

*  OTYeTHOCTb O COOTBETCTBUM

* OTKpbITasa akocucTema

NHTerpauma c KpynHenLien B
OTpacrn 3KOCUCTEMOW
KnbepbesonacHocTu.

Fortinet
' Security
Fabric

- © Fortinet Inc. All Rights Reserved. 20



N
Fortinet Security Fabric ana doMHaHCOBbLIX OpraHusauumn

- BHegpeHue undpoBbIx MHHOBaUMK B hunnane O
S - BknounTb counuan ans npeaocTasneHns yenyr v—] CornacosaHHas
= ST é: nonuTnka 6e3onacHoOcCTy
S - Be3onacHbIN KMUEHTCKUI OnbIT BO BCeu cpene
§ - BecLoBHble CoeVHEHMS]
©
| .
Q.
O ~
< PaclumpeHne BO3MOXHOCTEN
o UOA/ Back- NHHOBALMIA 1 PACLLMPSIOLLASCS CkBO3Has
g office aKocMcTEMA MPUIOXEHWUI, YCIYT, BMOAUMOCTb
m nnatdopm 1 NnapTHepoB
>
- =
(a1]
8_ 3almLLaeT BHYTPEHHIOW MHAPACTPYKTYpPY ANS Qo
>  TlonoBHON noaaepXkn 6aHka Kak npeanpusTs u
T Odpuc noBcegHeBHOro 6usHeca. O'@'O ABTomaTtusauus
m - MacwTab v Npon3BoANTENBHOCTbL d b
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Fortinet
Security
Fabric

MacwTtabupyemas

BMOMMOCTb U 3alimMTa BCEN
NOBEPXHOCTHU Ll,l/ICprBbIX artak ans
JIydLLero ynpaslieHnsAa puckamm

BcTpoeHHas

peLLeHmne, ynpoujarLiee
yrnpaeneHne 1 npeaocTaensaoLlee
AO0CTynN K cBeaeHnsaM 06 yrposax

ABTOMaTM3NpPOBaAHHAaA

CaMOBOCCTaHaBMMBAIOLLIMECHA CETU C
©e3onacHocTblo Ha ocHoBe NI ans
ObicTpon n apdekTnBHOM paboThl

PP I AP
o ® .,
.

Zero Trust

Security
Operations

—_—

Cloud o
Security 0

Access

FortiGuard
Threat
Intelligence

Networking

|

» .
Poo 060 0n0 0
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Appliance

Virtual

@

Hosted

-

Cloud

0,

Agent

Container
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