KnbepyyeHusi Kak npeBeHTUBHbIE Mepbl

Kak noarotoButb COTPYAHUKOB K
NPOTUBOCTOAHUIO?

Abymanun Acernb

MeHeOxep no pazsumuto cekmopa SMB K ASPERSKYE



CKONbKO KOMMNAaHUU TPaTAT Ha 6e30nNacHOCTbL?

Kommepueckme opraHusauum no BcemMy Mnpy notpatunu:

2017 rog - 87 munnunapgoe gonnapoe $ (gartner.com)
npupocTt 7% k 2016 roay

2018 rog — 114 munnuapaos gonnapos $

2019 rog — 124 munnunapga gonnapos $

Poccusa: ot 150 Thicay $ 0o 5 MnH $
(KpynHble NpeanpuaTnd)

KasaxcTtaH: ot 10000> 1mnH $
(KpynHble NpeanpuaTnd)

SYDNEY, Australia, August 15, 2018

Gartner Forecasts Worldwide Information
Security Spending to Exceed $124 Billion in
2019

Detection, Response and Privacy Driving Demand for Security Products and Services

Worldwide spending on information security preducts and services will reach more than $114
billion in 2018, an increase of 12.4 percent from last year, according to the latest forecast from
Gartner, Inc. In 2019, the market is forecast to grow 8.7 percent to $124 hillion.

"Security leaders are striving to help their organizations securely use technology platforms to
become more competitive and drive growth for the business,” said Siddharth Deshpande,
research director at Gartner. "Persisting skills shortages and regulatory changes like the EU’s
Global Data Protection Regulation (GDPR) are driving continued growth in the security services
market."

A 2017 Gartner survey* revealed that the top three drivers for security spending are (1) security
risks; (2) business needs; and (3) industry changes. Privacy concerns are also becoming a key
factor. Gartner believes privacy concerns will drive at least 10 percent of market demand for
security services through 2019 and will impact a variety of segments, such as identity and access
management (IAM), identity governance and administration (IGA) and data loss prevention (DLP).

Mr. Dashpande said highly publicized data breaches, like the recent attack on SingHealth that
compromised the personal health records of 1.5 million patients in Singapore, reinforce the need
to view sensitive data and IT systems as critical infrastructure.



brogxetupoBaHme Ub no cektopam B Poccun

Mwnnuoxos py6nei
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BlofkeTbl BblaensemMble exeroaHo Ha Vb no pasHbiM
oTpacnsam

Ton 5 kpynHbIx 6GaHkoB oT 100 mnH py6 go 800
MUISIMOHOB pYyo6.

BaHku He Boweawue B Ton 5: oT 1MnH pyd oo
100 mrH py6.

ocynapcTBeHHbIN cekTop: oT 50 MnH py6 oo
300 mnH py6.

MpombiwneHHoCTb: oT 1 MiH py6 go 50 mnH
py6.

TpaHcnopT: 1 MnH py6 Ao 50 mnH py6.

O6pasoBaHue: oo 1 MnH pyb6.



Kak npoucxogut ataka Ha KOpNopaTUBHYIO MHPOPMAaLUOHHYIO cUCTeMy?
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BHYTPEHHME PECYPCHI KOMMaHUK

XULLEHME, NCKAKEHNE

MK YHUUTOKEHWE BAKHOM
MHPOPMaLIK

Kpa#a neHesHbIX CpencTs
Brigoa M2 CTPOA KOPNOpaTHBHOM
MHGOPMALIMOHHON CUCTEMEI
PazsuTie atakm

Ha KITMEHTOR KOMMaHUK

Yuwepb knbepmHumaeHTa KoOMnaHuu:

MpocTon paboTbl KOMNaHuu ot 1
OHA 0o 2 mecsaueB

CHmXeHne NnponsBoanUTENBHOCTH
HenocTynHOCTb BaXKHbIX AaHHbIX
BbinnaTta waHTaxucrtam

[MoTepa penytaumm KOMNaHUK
OTTOK KNMEHTOoB

Yuep6 B AE€HEXHOM SKBUBArEHTE:

Ot 100 000 pO MUNNMOHOB
ponnapos CLUA

Wanna Cry — HaHec yuiepb no
BCEMY Mupy okorno 1 mnpAa
ponnapos CLUA



Kakumun gomnxHbl ObITb AENCTBUSA COTPYAHUKOB NpPU KNO6EepuHUnaeHTe?

* [encTBust COTPYAHMKOB Npwn
KnbepuHumaeHTe OOMKHbI BbITb
Tak Xe oTpaboTaHbl Kak 3BaKyauus
npu noxape

MepecMoTE NN2H pearMpoEIHMA Cuyemka puckoe

[MpAHATIAE MED, HE AOMYCKADLK
MOETOPEHIMA MHLMGEHT

PaccnenoBaHKe MPWUHH O () Paapabotka nnaHa
e «  CorpyaHukm IT-oTaena He Bceraa MoryT
6bICTpO CI'IpaBVITbCFI C cmyau,vleﬁ, He FOBOpFI

BUABNEHAE MHLIMTEHTS YXXe O pAOoBbIX COTPYOHUKaX

CHop caMpeTensCTR

EoocTanoznesme (X" BnowmpoRaqwa yrpoas

W3 PEISpEHEX KOMWE
MpoBepKa CHCTEM



Kakue npobnemsbl cywectByoT mexay 6usHecom n Ub?

Ha 4to xanytoTtca pykosoautenu no b yaiue Bcero?

« Bcerga nu pykoBogutenu koMmnaHuv BUAST paboTy otaena
N6?

* [loyemMy BO3HUKAIOT HEMOHMMAHUSA Mexay 6usHecom n Nb?

« Kak TpaHcdopmMmupoBaTb OTHOLLEHMNE BU3HECA K AeATENbHOCTU
NB makcumanbHO 3 eKTUBHO?



B yem oTtnuumne KM6epyquMﬂ AnA Ton-MmeHeaoXXmMeHTa

» [MpoBepka 1 BblpaboTka NpaBUNbHbLIX KOMMYHUKaUWIA MeXay
BCEMW y4aCTHMKaAMM

e YcTpaHeHue cnabblx MmecT

e [loHMmaHue ponu knbepbezonacHOCTUN B AEATENBHOCTU
KOMMaHUu

* Ponb pykoBogutens B obecneyeHnn knbepbesonacHoCTH

o [lenCTBMSA B HELUTATHbIX CUTYaLMAX

e YTO HYyXHO genaTb Ans nogaepxaHnsa knbepbesonacHocTn B
KOMMNaHun?



NMoyemy HeoOXxoaMMO NpoBOAUTL KUOEpyYeHns?

Yieph

Bes mperuposok

Yiwepd (dHUHaHCOBLIA,
penyTauMoHHBIA K T.M. )

- -

Motepwn BpemeHn [ NPOAYKTHBHOCTH



CueHapumn KubepydyeHumn

YTeuka BaxxHoW Anga busHeca nHdopmaumm
MHuumaums KOHKypeHTaMn NpoBepKU perynsartopa
LLlaHTa)x cO CTOPOHbI MOLLEHHNKOB/XaKkepoB
My6nunkauma 8 CMU 06 nHungeHTte

MaccoBoe 3apaxeHne LWngpoBarnbLLNKOM

«310N anTULLIHUK» OCTaBNSET 3aKnagku B KpUTUYECKME
CUCTEMBI

DDoS ataka web cepBucoB komnaHum

O6Hapo,u,osaHV|e AaHHbIX KITMEHTOB B OTKPbITOM AOCTYNe



Llenb KnbepyyeHun:

* [lony4eHune obpaTHOM CBA3N

e OnpepeneHne OTBETCTBEHHOCTU
*  WpeHTudukauus ponen

* PacwmpeHne HaBbIKOB N 3HAHWUN
* OueHKa BO3MOXXHOCTeN

* OueHKa TOHKMX 1 cnabbix MecT

* OueHka TpebyeMbix pecypcoB

* MotumBauusa coTpyaHuka

 BoBnevyeHue ToNn MEHEOKMEHTA



Oxupgaemble pe3ynbraTbl KWOepyYeHUn

¢ CuTyaumoHHasa ocBeqOMITIEHHOCTb COTPYAHMKOB

* [loBbiLleHMEe OTBETCTBEHHOCTHN 3a
KnbepbesonacHOCTb KOMNaHUn

* OnpepgeneHune nnaHa HenNpepbIBHOCTM BusHeca

 CkopocCTb pearmpoBaHus

o ObneryeHne npouecca NPUHATUS PeLLUEHN

 OOMeH nHgopmaumen

* YnydweHue Bzammoaenctema c otgenom Vb



TpeHuHrn Kaspersky Security Awareness

MoHuMaHue 1
nopaepxka crtpaterum UMb

PykoBoautenu

JluHewnHble
MeHeaKephbl

CyberSafety
Management Games

PeweHuns, cooTBeTCTBYIOWME
ctpaTterum UB

HaBbikK1 6e3onacHOM
paboTbl Ha KOMMblOTEepe

Bce coTpyaAHUKK

OHnaiH-nnatdpopma
06y4YeHUA HaBbIKaM

OueHka Hagebikn
noaaepxaHus Ub ana
MT-cneunanucros

Pykosopgutens Nb KYALTYpbl NT-cneunanucTsl

Knbep6e3onacHoOCTH

HaBblku, a He TOMNbKO 3HAHUS

TpeHvHrn onsi Bcex ypoBHeun
1 byHKLMI opraHnsaumnm

KomMmnbloTepu3ampoBaHHbIe
y4yeOHble nporpamMmmbl —
nerko NpoBoAuUTb, YNpaBnATb
obyyeHneM n N3MepsiTb

3P HEKTUBHOCTb

O PeKTUBHOCTL Yepes
copeBHoOBaHue, 0byyeHne Ha
npaktuke (learning-by-
doing) n ncnonb3oBaHue
peanbHbIX pabounx
cuTyauum



OueHKa KynbTypbl KNbepbe3onaHOCTH

OpraHn3aLnOHHDbIN YPOBEHb
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MepcoHanbHbIN ypOBEHb

[Mo3BonsieT npoaHanuanpoBaTtb
noBCcegHEBHOE noBeaeHne
COTPYAHWUKOB N UX OTHOLLIEHNE K
KnbepbesonacHOCTH

OHnanH-nccnegoBaHmne Ha
OCHOBE KpaTKuX
KacCTOMU3NPOBAaHHbLIX OMPOCHUKOB
AN COTPYOAHUKOB U MEHEXKEPOB.
PasButas cuctema oT4eTOB.

KASPERSKYS



NMNoaxoabl K 00y4YeHUIO KNbepbe3onacHOCTH

CtaHpapTHbIN noaxopn,

NHCTPYKLUMK, exXeroaHble npeseHTaumu,
NMOCTEpPbI, TPEHUHIU

Hwnskas adpdpeKkTMBHOCTb
Marno BO3MOXHOCTEN AN U3MepPEHNs
pesynbraTa

WHTepakTMBHbLIN noaxopn +
MHCTPYMEHTbI renMmucpukanmum

bezonacHocTe BI'IEKTpOHHOﬁ nouTel
YUREHCR NoCoSiNe - VINUME. MK Uigas

B Tod  RAR Qoo

93% — BEPOATHOCTb NPUMEHEHUS MOSYYEHHbIX 3HAHUN B
noscegHeBHoOM paboTte
90% — cokpalleHne ynucna ownbok

50-60% — cHuWKeHne puckos knbepbesonacHoCcTn B
[AEHEXHOM 3KBMBAsieHTe

Bonee 4em 30-kpaTHasa okynaemocTb BrioxeHun (ROI)



Kaspersky Interactive Protection Simulation

KASPERSKY# — Kaspersky

Interactive Protection Simulation ,D,EHOBAH VIPA }J,J'Iﬂ BbIPAEOTKU
CTPATEINA

PEATMPOBAHVA HA KWBEPYTIPOS3bI

KOMAHOHAA PABOTA ANnA CO30AHNA
HABbLIKOB COTPYAHNYECTBA

anga Ton - MEHEDXEPOB
U PYKOBOOUTEINEN
OTAOENOB IT U UB

CUEHAPUM:
ATMOC®EPA COPEBHOBAHWA Corporation E-Government Bank
PASBOP OLLIMBOK N AHATNN3 Transportation Power station + Water plant
ONTUMAIbHBIX CTPATETAM

Oil & Gas new!

KASPERSKYS



Kaspersky Cybersafety Management Games

[MoHnmaHue BaxHocTu Vb

YMeHune npuHnmaTb GU3HeC — peLLeHus
C yyetom npuHumnos Vb

MOHUTOPWHT

YbexaeHne n BooOXHOBEHME e

-

>

aona MEHEQ)XKEPOB
KASPERSKYS



Cu MynAUunA d)I/ILIJI/IHrOBbIX daTakK

=  bunbnmorteka WabnoHOB PULIMHIOBbLIX NMNCEM
=  bonblwon cnnucok nogaenbHbIX PULLMHIOBLIX AOMEHOB

=  bubnmoteka wabnoHos Oby4varoLmnx cTpaHuy, (KoTopble BUONT NONb3oBaTerb,
NonaBLUNNCA Ha OULLIVIHT)

=  OuwuHroBble NMCbMa 1 oby4varoLime CTpaHuLbl MOMTHOCTLHD KACTOMU3UPYHOTCS
=  OTYETHOCTb NO PULLNHIY C BO3MOXHOCTbLIO 3KcrnopTa

= ABTO-Ha3Ha4yeHue 06yqu|/|;| TEeM, KTO nonarcd Ha CbVILIJl/IHI'OBOe NMMCbMO

KASPERSKYS



MrHoBeHHasa obpaTHas CBA3b

= OO6yvarwas cTpaHuua

= ABTO-Ha3Ha4deHune oby4eHuns
«nonaBLUMMCa»

Huwe nokazano CMOogeNMpoEaHHDE Ecnm Bt 310 Beina peanbHan aTaKa, To Npwy

$uiumHrosoe coobilleHne, KOTOPOE Bbl
TONbKO 4Ta nonydunin. Kak npu peansHoii
$riumHrosoi atake, Ha NepebId B3rnAg,
cooBueHne 30, NOYTH KaxeTcH
ACTYCTMMBIM, — HO 3TO HE TaK.

OonacHLIA CaiT M Nogsepran 3
Be30MacHOCTV OT NPOrpaMMbI-BLIMOTaTENNA,
o Nporp:

Fram:
Cuhiars:

KASPERSKYS



BOIMPOCHI?

Assel.abutalip@kaspersky.com

JlabopaTopus Kacnepckoro
LeHTpanbHasa A3ns n MoHronums

KAYPERYKY3
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