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U3onauusa cetn ynpaBneHus ot . CocTaBneHue npaBun n . Mcnonb3oBaHue cuctTemMbl
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cuctem aKkcnnyaTauum
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Microsoft failed to properly patch the Stuxnet USB
flaw in 2010... but has now (we hope)

Graham Cluley Malware, Microsoft, Vulnerability, Windows
®2
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E I'm sure you remember the notorious Stuxnet worm, used in
—
E a joint US/Israeli operation to disrupt activities at the Natanz . :
. . e ’ HUK B CUCTEeMY, NnpeoaosieB «alr gap»
uranium enrichment facility in Iran. i i
s
! Besides its tailored attacks against SCADA equipment, | '\)/
) , , , ¥ B Y

meddling with Iranian nuclear centrifuges, Stuxnet was also - ’_;‘,,,\r L! //

= an eye-opener for its use of zero-day vulnerabilities.

computer from a USB memory stick, even if the user has disabled the Windows

Because Stuxnet was capable of installing itself
automatically (with no user interaction required) onto a fully-patched Windows
AutoRun and AutoPlay feature.
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Monju power plant facility PC
infected with virus

Jan. 7, 2014 | 03:35 pm JST | 25 Comments

Tokyo — A computer being used at the Monju prototype fast-breeder reactor facility in Tsuruga, Fukui
Prefecture, was recently discovered to have contracted a virus, and officials believe that some data from . d at e
the computer may have been leaked as a result.

According to the Japan Atomic Energy Agency, which operates the facility, the computer in question was
being used by on-duty facility employees to file company paperwork when the virus was first detected :
== on Jan 2, TBS reported Tuesday. 3apasun ysen lNTK
THOCTM NnepcoHana
T Officials said that around 3 p.m., the computer began corresponding with a suspicious outside site.
Although the computer contained many company-sensitive emails, employee data sheets and training
. |logs, officials said they do not believe any safety-compromising data was leaked, TBS reported.

\ed It is believed that the computer was infected with the virus when a video playback program was
1”'\' attempting to perform a regular software update. Personnel are investigating the cause of the incident

and are creating plans to avoid any such potential safety mishaps in the Tfuture, the Japan Atomic Energy
Agency said.
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Alert (IR-ALERT-H-16-056-01) More Alerts

Cyber-Attack Against Ukrainian Critical Infrastructure
Original release date: February 25, 2016

& Prnt » Tweet B Ssend

Legal Notice

All information products included in http://ics-cert.us-cert.gov are provided "as is" for informational purposes only. The
Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more
information about TLP, see http://www_ us-cert gov/tlp/.

SUMMARY

On December 23, 2015, Ukrainian power companies experienced unscheduled power outages impacting a large number
of customers in Ukraine. In addition, there have also been reports of malware found in Ukrainian companies in a variety of
cntical infrastructure sectors. Public reports indicate that the BlackEnergy (BE) malware was discovered on the
companies’ computer networks, however it is important to note that the role of BE in this event remains unknown pending
further technical analysis.
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KASPERSKY INDUSTRIAL CYBERSECURITY:

CTPYKTYPA PEWLEHWNA

I
PYHKUMOHAJIbHBIE KOMIMOHEHTHI
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SALLNTA OT LEHTPAITM3OBAHHOE KOHTPOIJb MOHWUTOPWHI
BPEOOHOCHOIO MO YTMPABJIEHNE LIENOCTHOCTU YA3BVMOCTEW
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CUCTEMA NMPEOOTBPALLEHMA CUCTEMA WHTETPALUNA C OPYTUMU
BTOPXEHWW PACCNEOOBAHUA MHLUMOEHTOB PELWIEHVAMU

I
CEPBWCbI

OBYYAIOLNE CEPBUACHI

OKCMEPTHbIE CEPBUCHI

KASPERSKY$



KASPERSKY INDUSTRIAL CYBERSECURITY

o P

KASPERSKY3



KASPERSKY INDUSTRIAL CYBERSECURITY
- |

Internet
— L

Insecure

Remote
Office Network

- - ]

Infected y =
USB keys

Insecure Internet
connection

Plant DMZ Network

Access

SCADA/DCS Network

-

Infected
USB keys

Insecure
Wireless

I I .

y— PLC logic Laptops

Fieldbus

Vs AR YN KASPERSKY



KASPERSKY INDUSTRIAL CYBERSECURITY
- |

Internet
— L

Insecure

Remote
Office Network

- - ]

Infected y =
USB keys

Insecure Internet
connection

Plant DMZ Network

Access

SCADA/DCS Network

-

Infected
USB keys

Insecure
Wireless

I I .

y— PLC logic Laptops

Fieldbus

Vs AR YN KASPERSKY



KASPERSKY INDUSTRIAL CYBERSECURITY

o P

KASPERSKY3



KASPERSKY INDUSTRIAL CYBERSECURITY

Sl
L Internet
~

KASPERSKYS



OYHKUMOHAJIbHbIE KOMIMOHEHTDI ]



KASPERSKY INDUSTRIAL CYBERSECURITY
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KICS FOR NODES

e 3anpet nNo ymosnyaHuto

e OueHkKa ysa3BnMoCTeEN

e KoHTposnb ycTponcTts

*  KoHTposb uenoctHoctn MNJ1K
e PeXum BbICOKOW OOCTYMHOCTU

» Pabotaet Ha SCADA-cepBepax,
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KICS FOR NODES: CINEUNDOUKA OTPACIIV

Huskune TpeboBaHua k MK, 256-512 SCADA/DCS Network | L — —

MB RAM on Windows XP SP2 / XP
Embedded
KICS for KICS for

Nodes

PeXxum MOHUTOpPUHra

Ans N30JIMPOBAHHbBIX CPEA Control Network

CepTudunkaTbl COBMECTUMOCTHU C
ICS BeHOopamu
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KICS FOR NETWORKS

> KOHTpOsb LIENOCTHOCTM CETH
(obHapy>keHne HOBbIX YCTPOUCTB B
MNPOMBbILLSIEHHON CETH)

> OOHapyXeHue aHOManum B
TEXHOSTOMMYECKNX CETAX

> OOHapyxXeHune ynpasnsaoLnX S A
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KOHTPOJ1b UENTOCTHOCTW NMPOEKTOB TJIK

IMJ1K npoekT — MuKponporpamMmma,
HanucaHHasa ans MNJ1K

MpoekT xpanutcsa B namatu MNJK n
nogaepXuBaeT UMKINYHOCTb
NHOYCTPUanbHOro npotecca

[MpoeKT MOXeT BbITb 3arpyXeH Ha
MJ1K nokanbHO nnu no cetu

HeaBTopunsoBaHHOEe Mogudumkaums
IMJK npoekTta cosgaer
AOMOSTHUTENbHbIE PUCKK B 00nacTu
b

PelweHna no nHgpopmauMoHHOM
6esonacHOCTM He MOryT ObITb
yctaHoBneHbl Ha 1K
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KOHTPOJ1b UEJTOCTHOCTW NMPOEKTOB TJIK

=
{ll Data for PLC project integrity checks =3 [ Event settings
Dt for L et E -
PLC Type: : x D: General
. RS A St . SRR PLC project does not match reference project
IP-address: 192.168.0.2 Rack number:
Port: 102 Slot number:

Desaiption:  CPU model : 6E57 314-1AG14-DABO ; Firmware version : 32.9.9; Serial Number : § C-C4VASD002012 Severity: Critical event

Application: Kaspersky Industrial CyberSecurity for Nodes 2.0

Version number: 2,0.0,111

PLC configuration poling interval Task name: PLC Project Integrity Check

1 %min. 0 %s.

Device: PCVUE-WINT-54

o5

Group:

Project version to consider as reference for PLC configuration selected: 20.02,2017 15:14:48

el

Reference PLC project receipt date PLC project hash Description

11.02,2017 0:41:04 01034bde4c00f6438b03b7c8083db. ..
01034bde4c00f5

Virtual Serves name:

Description:

— -
Controller type: Siemens SIMATIC 57-300. PLC configuration parameters: IP address: -
192.168.0.2; port: 102; rack: 0; slot: 2. Description: CPU model : 6ES7 314-1AG14-0AB0 ;

Firmware version : 32.9.9; Serial Number : 5 C-C4VAG0002012, PLC configuration identifier:
3139322e3136382e30223230303130323030303030323030
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LET'S TALK?

Kaspersky Lab HQ <
39A/3 Leningradskoe Shosse

Moscow, 125212, Russian Federation

Tel: +7 (495) 797-8700

www.kaspersky.com

KASPERYKY3



	Slide Number 1
	Традиционные подходы к киберзащите систем управления
	Изоляция информационной системы больше не гарантирует защиту
	Инструкции не работают без контроля над их исполнением
	Злоумышленники обладают квалификацией специалистов АСУ ТП
	ДрУГИЕ ПРИОРИТЕТЫ
	О Решении�
	KASPERSKY INDUSTRIAL CYBERSECURITY: �структура решения�
	Kaspersky industrial cybersecurity
	Kaspersky industrial cybersecurity
	Kaspersky industrial cybersecurity
	Kaspersky industrial cybersecurity
	Kaspersky Industrial CyberSecurity
	ФУНКЦИОНАЛЬНЫЕ КОМПОНЕНТЫ�
	Kaspersky industrial cybersecurity
	KICS for Nodes
	KICS for Nodes: специфика отрасли
	KICS FOR NETWORKS
	контроль целостности проектов ПЛК
	контроль целостности проектов ПЛК
	LET’S TALK?

