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« Source: Cisco IBSG projections, UN Economic & Social Affairs http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf
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HoBble nctoyHukn/noTpedbuntenm nHopmauum

U -
Tabnetbl, HOYTOYKKU, TenedoHbl CeHcopbl, YMHble YCTPOWCTBA

Bsanmopeicteume nogemn Bsamopaencrame mallmH ¢ MallMHaMmn

TpaHCNOPT U NOAKNHOYEHHbIE

dneKTpoO3HepreTMKa asTomobunn

JHeprocbeperkeHne

MHTennektTyanbHble

AHanUTUKa U pAaHuA

moaennpoBsaHue

Cenbckoe
X03AMCTBO

mil L]

[MpoaKTnBHOE ‘# YMHbIN gOoM

“ ﬁ TexobcnyKnBaHue ) == w
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APXUTEKTYPHbIN COBUT

3aKpbITble CUCTEMDI

(OrparmyenHbie BreuiHme Pas/siyHble NPOTOKObI CraHpapTHbie cety
KOMMYHUKaL1K) (Modbus SCADA BACnet (IP Based/ISO Stack)
LON, HART) o
CtaHpapTHble uHTepdeicbl — =
(Wireless/Wired)
Lnto3bl npoToKkonos
(OnR coeanHEHUA CNOXKHbIX,
HeaPEeKTUBHBIX U
dparmeHTMPOBaHHbIX ceTe17|)
N
3aKpbITble NPOTOKOAbI
(OBbiuro L2) PacnpesieneHHblii MHTeNNeKT S\
. b
peanusyetca ¢ nomouwbio Fog Computing
(kak ana IP-, Tak u ana He-IP-cuctem)

—
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Uto Takoe Fog Computing?

PaclinpeHne obnayHom napagnrmeol.
[1oxoX Ha obnayvHble TEXHOMOrnm, Ho brivxke k “semne”.
Apxutektypa Fog Computing pacwumnpsaer obrnako o
domnasnyeckoro “‘mupa BeLen’”.

Fog Computing no3BonsieT CMeCTUTb BbIYUCITUTENBHbIE, CETEBLIE DYHKLIN U
XpaHeHne nHdopmaunm Ha rpaHuly MHMPacTPyKTYpPbI.

WcTounuk: Cisco Advanced Research & Engineering
© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Fog Computing

PaclumpeHune obnaka [0 rpaHuL, CeETU




[lpombilineHHbIN IHTEepHET Bellen.

[lepexoq Ha HOBYO Napagurmy
TpagnunoHHaa mogerb HoBas mogenb gns 10T

e CkopocTb
HekoTopble npunoxeHus
KPUTWYHBI K 3agepKKam

OrpaHunyeHHas nonoca
nponycKaHus, pasnuyHas
3aJepxKa U HecTabunbHble

Hane)KHoc-rb KaHalbl CBA3N
BeckoHeyHast nonoca
nporyckaHiis i TymaH e
HM3KaR 3a0ePKKa Be3onacHOCTb y =

OrpaHun4yeHHas nornoca
nponycKaHus, pasnuyHas
3aepxKa n HecTabunbHble
KaHanbl CBSA3U

Koppensuus

O61bem uHhopmauun
KonuuecTBo gaHHbIX pacTeT
GbICTpee Yem nonoca
nponyckaHusi kKaHanoB

KnueHnTt m
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TpagnunoHHast mogernb obpaboTkn gaHHbIX

TepmuHan-menHdgpenm, knueHT-cepeep, Web

LIO4/o6nako

@ MaructpanbHaa ceTb ﬁ%

|

KoHeyHble ycTponcTBa
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Mopgenb 0bpaboTku AaHHbIX B 10T

ACTOYHUMKM OaHHbIX, padHoobpasne, CKOpoCcTb, 6e30MacHOCTb, YCTOMYMBOCTL, 3a4EPXKKM

CoTHu
LLOA/o6nako

LIOd/o6nako

TbicaYm I

o _ s ‘ >
nopHan ceTb ) MaructpanbHas ceTb
-/ 1 i

[ecTakn TbICAY=-MUNNUOHDI
ManbTucepBmucHaa rpaHuLa

Fog-ceTb ﬁ

( Koppensuus I
,D,ECFITI-(VI MUNNTNOHOB=-MUNNAPObI

BCTpaMBaeMble CncTtembl n CeEHCOpPbI yMHble 06.beKTb|
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AHanuTuka mexagy TymaHom n obrnakom

PeanbHoe Bpema
TpaH3aKLUMOHHble
AHanuTukKa
BusHec-AHanuTUKa
JaHHble lpadukn
PeanbHoro BpemeHu 4., e Busyanusauma KPI
]
11601 u
Ynpasnsawowmi 001 - EEEN
Hormye _._ll_ EEEEEEEEEEEER
,D,aTLII/IKI/I Fog dunbTpaumna AaHHbIX,
0b6pabaTbiBaeMbIX SIOKANbHO O6nako
YnpasneHue/ OcTanbHoe nepegaeTtcs B 061aKo
3anyck
XpaHeHune . KpaTkoBpemeHHOe . BpemeHHoe . Mecaupl/roabl
Bpema oTknuka - N - MCeK/ceKyHabl - N - CeKyHZAbl/MWUHYTbI - N - MUHyTbI/yachl

N I N '

. 1

1
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Tunosoe npumeHeHne Fog Computing

O6paboTKa

Adaption

Fog Network

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 17




ApxutekTtypa Cisco 10x

Fog Computing Ha rpaHuLe cetu




«The Network is the Computer»™

5YO! Bring your own interface

2YOA Bring your own application

Application 10x Application Store
Management

Distributed Apps

I0x SDK

MHaycTpuanbHasa nnatgopma
CO BCTPOEHHOW namsATbio u CPU

*«The Network is the Computer» ™ Sun ® microsystems

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




ObopynosaHue ana Fog Computung

Cisco CGR 1120, 1240 Cisco IR809/829,
ISR819

Cisco I0S Guest OS (GOS)

Hypervisor

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 20




UTO MOXHO caoenathb yXXe cerogHsd
MapLupyTtnsaTtopbl

= GOS pgocTtynHo

[o 600Mhz CPU

Ho 1,2MB

[lo 2GB SD Flash Card
BupTyaneHbin Ethernet
USB, serial

= KomaHgbl I0S CLI ans 3anycka/octaHoBku/3arpyskm GOS

= [lapTHepam-paspaboTymkam OOCTYMHbI

Mpumep CGR BOM ansa npototunuposaHna |Ox
VM-3MynaTop ¢ HaCTPOEHHbIMU OrpaHNUYEeHUAMU PeCcypCcoB
PykoBogcTBo no paspaboTke

[okymeHTaums no NpousBOANTESTbHOCTU

O6pas Yocto Linux B kayectBe GOS

© 2015 Cisco and/or its affiliates. All rights reserved.
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[Mporpamma ansi pa3paboTynkoB

https://d eveloperOCiSCOOCO m/iOt Iéll;él{:l Deviet Browse -  Sandbox ':I'.'.'lr'r"f"llJf'li.t}j r.-_ ::...:rll ._-:.- _.- ‘
Internet of Things Dev Center
g7 4

1 o - r Y r

Fou '.Ilh. — o - e ¢ A

~ T A Wiy i e S
W - Tu 3 5 d Fgr 5o g ._r

100 developers ... § winners .. r
St s hamppsiiet i Hbckebeien i S 7

v I

Meet the Winners

e

loT Quick Starts
Use Cases B Sampia Coda

Lo ] 8 Cvareae

Enterprise kT Samphe Get Staned with D:ata in Motion AP
Apps

Enterprisa laT Tutorial Refarance Guide

Cremerirw Thvrcma Cvmre

Data in Motion on the Cisco Instant Connect Usling the Krikkit Eclipse
Ca19 ISR Sample Application Project
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https://developer.cisco.com/iot

Cisco Fog Computing

[Tpumepbl NCNoNbL30BaHUSA




COop c gaT4YMKOB M aHANUTUKA AAHHbIX
OSISoft Pl n mapwpytmnsatopsl Cisco

« Ncnonb3oBaHne BO3MOXHOCTEN MPOMbILLSIEHHbIX MapLupyTmnsaTopoB Cisco
 [logkrnoyeHne BHELWHMX YCTPOUCTB Nno RS-232/485
* cnonHeHune nponssosnbHoro NO B rocteBon BUPTYanbHOM MaLLMHe
* [loppepxka nHgyctpuanbHbix npoTtokornos (Modbus, DNP3, MOK-101/104)

« dunbrpaunsa n npegodbpaboTka gaHHbIX B 3aBUCUMOCTM OT
3anporpamMmMMpOBaHHbIX NPaBUI

Unified Computing System

atfuanns
[ 1<-]

« AHanuTMKa Ha Kpato ceTu

_ _ ; Pl Server Ha
RS-232/485 . cepsepax
5 : _ Cisco UCS

Tpybonposoa

Cisco Public



MoHuTOpUHr TpyOonpoBOAOB

Centralized
View: of
Operations Operations Monitoring|

DataCenter OSI Soft Pi Server Cisco Fog Director

On Cisco UCS
» Data Archive

» Asset Framework
» Notifications

» Available Resources
» App Distribution and Lifecycle
» App Monitoring




UpWind Solutions Use-Case: UpWind Insight

OSlsoft Connected Services e

“The PI Connected Services approach allowed UpWind to significantly expand ﬁ
our capabilities with our UpWind Insight services providing comprehensive

11
predictive maintenance approach for extending the life of wind projects and 1 ’:T

increasing turbine performance. The approach also allows UpWind to tap into an
eco-sphere of partners that can provide value-add solutions to enable our %% o
customer services.” Vep pearo™

Dave Peachey — CTO, UpWind Solutions

Manage multiple GW of wind, across - AHOIC CTIAHenS ) (VS RS Pl Connected Service Agreement
diverse OEMs, asset owners and aligns our customers, UpWind and

i " Wi 2. Pl Cloud Connections from Upwind

geographies. Customers’ windfarms Solutions to Analytics PartneerI OSlsoft business models
use PI. Infrastructure

illi i 3. Partner applied algorithms to standardize : :
SIFERES 17 188 (I S (a7 SEEM (around IE86140 225 Standard), Early warning of failures has
:,Jm’l(:"able sensors causing manual ConteXt“a"hze and trust the ‘j'jata f dramatic reduction in O&M costs

ault over-rides 4. Azure Machine Learning to identi i
) i i patterns in the data,thagt led to prg/dictive and lost production

Expensive failures to bearings and models of high confidence related to

bearing failures .
generators often unforeseen & Higher trust of the sensor data

58 Tied predictive models to Microsoft

Business is predicated on turbine PowerBI tools to prioritize decision- underlying the analytics
uptime - they get paid by the turbine L
6. Provided future data and tools to SMEs at

UpWind for further analytic querying

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Covacsis: Intelligent Plant Framework (IPF)
AHanuTuka Ha Megnpon3BoaACTBE HA OCHOBE MNPOrHO3MpoBaHUA

LIU Server-819GW

Machine- 1

ASA Firewall

C— .

Blog Server & LIU Operator in
UCS server

LIU -Client N:N

"L
L]




«['logknto4veHHbI camMmocBar»

3G/AG LTE

Cisco Public 30
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ABTOMaTM3aumsa UHPpPacTpPyKTypbl XKX

Yyer, QHEPTrOMOHUTOPUHT,
ancneT4vyepckoe
ynpaerieHne ocBeleHneEM

Bxoa B MHOIOKBapPTUpPHbIE AOMa

MyHuumnnaneHble anektpocetu (TT1/PIT)

TennosBble ceTu

BogocHabxeHune, BogooTBegeHue

YyeT, SHEPrOMOHUTOPWHT,
AncneTyepckoe yrnpasneHne
BOAOCHabXeHneMm

© 2015 Cisco and/or its affiliates. All rights reserved.




B 3akno4yeHune
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NudppacTtpyktypa Fog Computing

= 0T Heobxogmma ObicTpasi 0bpaboTka 3HaUYMUTENbHBLIX 0OBLEMOB AaHHbIX
= 3OTa BO3MOXHOCTb KpUTUYHA A5 NPOMbILLSIEHHbIX MPUNOXEHUN
= He TOnbko notpebutenbckme loT-ycTponcTea (norogHble CTaHUUKU, MUKPOKINUMAT...)

= Bbnunskoe pacnosnioxeHne K TOUKe NPUHATUA peLlleHnn onsg ycTpoucTs l1oT
Heobxoammo

= ObnadHasa nHdpacTpykTypa B OOSbLUNMHCTBE Clly4aeB He OTBEYAET
TpeboBaHMAM BBUAOY PACCTOSHUN

= BHocuT Henpruemnemyto 3agepxkky

» Fog nossonsieT o6pabatbiBaTh U XpaHUTb MHOPMAaLIMIO Ha rpaHuLe

NH(PPaCTPYKTYpbI
= CKOpOCTb, HAAEXHOCTb, BO3MOXHOCTb U3MEHEeHUN nofd TpeboBaHud

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



[TopTdponuo Cisco Internet of Everything

P g =
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- e : . m
opoaa NMpousBoacTeo Hobblua OHepreTuka HedTb 1 ras TpaHcnopT Cnopt u

pa3BrneyeHus

UupyctpuanbHbie cetn ACYTI, UTC, Be3sonacHble ropoga, Smart Grid

MHAYCTpMaﬂbeIe

loT Wireless Field Routin
l _ g YnpaBneHue ceTbio KOMMYTaTOpbI
Rugocdine “ - S i e IE 2k/3K
" | ' wH ' . CGS
Wireless AP = CGR 2K : Al o
- ) TRl :gﬂﬂ 2520
BcTpanBaembie CUCTEMbI WHdbopmauyoHHas dusnyeckas
gty besonacHocTb 6e3onacHocTb

I .
' s t 1i 59XX ESR 819 based FW
ﬁ [ 2020 ESS L4 sourcefire/ASA - $ L:P;%SS’,Q{SSM’

Fog Computing
Data Center/Virtualization

Network Management & loT Security
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