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Check Point

Check Point

i ) SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.



®oKyc Ha 6e30nacHOCTU U INAEPCTBO

» $1,6 Mapg (O6opor)
O6opot B 2015 roay
CtpaTteruna Software Blades obecneunBaeT NnoCTOAHHbIN POCT

» 100% (be3onacHocTb)

Cneuunanusauma UcKNoUnTenbHo Ha UT-6e3onacHocTH
Bce komnaHuum u3 Fortune 500 - 3aka3umnku Check Point

» MwupoBoe npusHaHue

Mpu3HaHue NSS Labs, Gartner, Miercom, SC Magazine
“Leader” B Gartner Enterprise Firewall y>ke 17 net
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Cratuctuka atak 2016 roga




CTaTUCTMKa aTaK 2016 rona o

UK

Classics of distribution

3agaBaiTe BONPOC NpaBuabHO!

L4
HeBepHo: M\‘ BepHo:

Ecnn meHA B3nOMaloT... Korga meHA B3n1omaltor...

Ecnu Bbl HE 6yaeTe rotoBbl, To Bac 0gHO3HA4YHO B3/10MAIOT.
Bonpoc B TOM, Kak BbICTPO U CTOMMOCTb NMOCAEeACTBUA.




* O6bem pbiHKa KnbepnpectynHoctu B 2013 roay coctasun $2,5 Mapa,

* Oxknpaemas undpa ana 2016 roga - S8 Mapa,

* B 2016 roay ToNbKO C NOMOLLbIO 3KCNoMTa Angler 310ymMbIlNEHHUKM
3apaboTanu 6onee S35 maH

Bitcoin no3BosseT nony4aTb NAaTEXM He onacanch HbITb
PaCKpbITbIM
e CeTu Ana aHoHMMmHoro goctyna (TOR) no3sonstoT -
6e30MnacHO BbIXOAUTb Ha PbIHOK BpeaoHocHoro MO '
MOKHO CKa4aTb roToBbI BUPYC ANA MOANDUKaALLNIA \“
 [loxo4 HauMHaeTCcs NPAKTUYECKM cpasy (cpeaHsa ueHa
BbIkyna $300-S500)




Camble HawymesLiue B3/10Mbl

e Stuxnet -8 2010 rogy ycnewHoO aTakoBa U HaCTUYHO BbiBeN
N3 cTpoAa agepHyto cuctemy UpaHa

e BlackEnergy — B 2016 roay ycnewHo BbiBeN U3 CTPOA
cucTemy ynpasaeHunsa obnsaHepro u octasmn b6es
3N1EeKTPMYECTBA 3HAUYUTENbHYIO YacTb 06/1aCTM YKpanHbl

* Lurk — KnbepnpectynHMKN cMorn ykpactb 6bonee 3
MUNANAPA0B pybaen co cHeTOB KIMEHTOB POCCUMCKUX
6aHKoB.



Cratuctuka atak 2016 roaa
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Check Point INFINITY

" INFINITY

Check Point Infinity o6beanHaeT camoe coBpeMeHHoe
nporpammHoe obecneyeHue ¢ cambiMun BbICTPbIMU U
BbICOKOMPOWU3BOAUTENBbHbIMU LLAKO3aMM Be30MacHOCTH B
oTpacau, obecneymsBas NOJIHYIO 3aLLUTY OT KNbep-yrpos.



Check Point INFINITY

% CHECK POINT

CLOUD NGTP !NGTX MlE CONSOLIDATION
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Check Point vSEC Cloud Securit

BEP™ VSEC for NSX
e @J vSEC for AWS

VSEC for ACI @J VSEC for AZURE

vSEC for OpenStack @
&, VSEC for vCloud Air

=

@ vSEC for Google
2 Cloud Platform

@ VSEC Virtual Edition
SEC v (also known as VE)
&,

www.muk.ua




Check Point vSEC Cloud Securit

v VSEC Virtual Edition IRA3S VMwarg ESXi, Hyper-V, KVM Gateway
B (also known as VE) BupTyanbHbIN W3 6e30nacHOCTU ANS

/\Y

& BeAyLWMX rmnepsm3opos B OTpPacaun

&

CLOUD




Check Point vSEC Cloud Securit

B VSEC for NSX VvSEC for Private Cloud with SDN
‘ Micro-segment your datacenter.

Secure east-west traffic between
. vSEC for ACI applications

B VSEC for OpenStack @

CLOUD




vSEC for AWS

vSEC for AZURE

», VSEC for vCloud Air

4 VSEC for Google
"D Cloud Platform

Check Point vSEC Cloud Securit

vSEC for Public l1aaS

ObecneyeHune 6eszonacHOCTH
NPUNOXEHUN B NybaMYHOM obnake

vSEC JlnueHsmnpoBaHue
e  Bring Your Own License (BYOL)
e Pay As You Go License (PAYG)

www.muk.ua



MHoro-yposHeBas 3alliuTa OT yrpos3

(2% Security Gateway Appliances & Solutions

NEXT GENERATION THREAT PREVENTION - NGT@
NEXT GENERATION THREAT EXTRACTION - NGT



TIPS T AntiBot

2 Application -
=< Control RSP

™ URL Filtering )
NGTP




MeXXceTeBOU 3KpPaH

g Flrewa” 1 PeannsyoT NONNTUKK

A0CTYMNa K ceTeBbIM obbekTam

) Application
Control

! URL Filtering
Nel=




L Classics of distribution

1 PeanusyoT npoTnsogeiicTane

ceTeBblM aTdKaM

g Anti Bot

<  AntiSpam
vl NGTP




He paet ncnonb3oBaTb U3BECTHbIE YA3BMMOCTHU

O6Hapy»ueaet 0-day 3apakeHusa Ucxopda, aHaM3MpPya aHOMaJIbHoe

nosegeHne

Hidden
Java Script

CKpbITbI KOA,
<htmI>
<head>
<script>... {...%f3%ac7d%48a...}




Check Point IPS

CUrHaTyPHbIN ABUMKOK MpoBepsAeT NPOTOKObI [eTekTnpyet AHOManum

Ha B MpoToKkonax n ATaku

! CootsetctBue CraHgapTam
o Adabe

e

E

www.muk.ua



Konnuectso CVE’s noKpbiTbix cuctemon IPS (2010-2016L
. MUK
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W # CVE's

B # CVE's in Recommended Profile
Microsoft CVE's
Adobe CVE's 3443

2984
2685
2260 5082
1129 1177 1168
854 805 770
540 716 5 705

TippingPoint ) lll'll'

F::RTINET PPN W McAfee CISCO
, TREND An Intel Company i

) TREND. SOURCE/ ire

Check Point

SOFTWARE TECHNOLOGIES LTD.

www.muk.ua


https://www.checkpoint.com/advisories/
https://threatvault.paloaltonetworks.com/
https://fortiguard.com/updates/ips
http://www.mcafee.com/threat-intelligence/vulnerability/latest.aspx
https://threatlinq.tippingpoint.com/
http://www.snort.org/vrt/advisories

NSS Labs: check Point eauHcTBeHHBIN BEHAOP C NOCTOAHHBIM eifrrm-lr;)M ,
: aor 2 UK

Q Classics of distribution

Number of Number of Number of

“CAUTION” “«Neutral” “Recommended”
Vendor Rating Rating Rating

Check Point --n-

Palo Alto Networks
Cisco

Fortinet

Juniper

FireEye

Check Point eguHcTBEeHHbIV BeHA0p 6€3 NpoBaaoB B TECTUPOBAHUM

www.muk.ua
Source: NSS Labs * WAF & EPP not calculated



TexHoN0ormm aHann3sa AaHHbIX UK

Lc:a ics of distribution

! Anti Virus CurHatypHbiit aHanus Tpaduka

Anti Bot PenyTaLMOHHbIN aHaU3 CeTeBbIX aZPecoB

Ha NpuUHaanexXHocTb B bOT cetam

Antl Spam KomnneKkcHasa 3awmTa obmeHa

coobueHnaAMM B opraHu3aumum

CUrHaTypHble MeToAbl 3aLLNTbl TPEDOYIOT MOCTOAHHbIX OOHOBAEHU



& Application ? ' Anti Virus
Control

' ™ Threat
URL Filtering =" Extraction
Anti Bot

Threat
Anti Spam

) Emulation

— Ha war snepegun!




SandBlast for Zero-Day Protection

CHECK POINT

ZERO-DAY
PROTECTION

www.muk.ua



SandBlast for Zero-Day Protection

Q>

Threat Emulation - knaccuseckasn necoyHunLa

OTcnexmBaemoe BbINO/IHEHWE IKCNIONTA NO3BONSET
3a610KMpoBaTb hainn elle A0 BbIMOAHEHUA NN CKAYMBAHMUSA
AOMO/IHUTENbHbBIX MOAYNEN.

3T0T peBontouMoHHbIN noaxon (CPU Level) ctan Bo3amoxkeH
nocne nosieneHua npoueccopos Intel Haswell.

TakK ke noaaepKmBaeTca n Knaccmdeckmn pexkum OS Level

m Th reat Extraction - momenranbhas ouncrka

‘= EcTb ABa peXxunma:
1) KoHBepTauma ncxoaHoro ¢aiina B PDF (paKkTMyeckn neyaTb Ha
BMPTYaZIbHOM MPUHTEpPE)
2) OuynCTKa aKTUBHOTO COAEPKMMOTO, PaKTUUYECKM Bblpe3atoTcs
BCE MaKpOCbl Ha BbixoAde npuBbIYHbIM pann .doc, .xls, .ppt



NETWERK

Threat Emulation
Threat Extraction

Threat Emulation
Threat Extraction
Zero Phishing

Forensics

4 cLouD

Threat Emulation
Threat Extraction
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Nnynbie /
HeynpaBnsieMble
(aomawHwme MK,
WHTepHeT-Kadbe,

Smart Ph ones \ OGM3HeC-UeHTpbI ...)

KopnopéTu BHble
HOYTOYKM







Q>

SINGLE SO L UiliGNS VIO BIINERS IECI RISy

Secure business
environment

DOCS
Encrypt business
documents
WYY Protect devices from
threats
DOCS
cLouD




Critical Infrastructure & ICS7SCADA

Check Point 1200R

[MonHOUEHHbIM Wwnto3 6e3onacHoCTH
6x1GbE ports and firewall throughput of 2Gbps

2xSFP ports ontTnyeckux nopra
CooTBeTcTBYyeT NPOMbIL/IEHHbIM CTAaHAAPTaAM:
IEC 61850-3 and IEEE 1613

KomnakKTtHbIii gu3aitH 6e3 Bpalwalowmxca getaneu;
TemnepatypHbii pexum paboTbl -40°C to 75°C

U7,
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Check Point DDoS Protection

Distributed Denial of Service Attacks (DDoS):
KaK 3alUTUTBLCA?



Check Point DDoS Protection

MUK)

Classics of distribution

Tunbl DOS aTakK:

PPS & Bandwidth Connection & application Djrected application DoS
flood attacks flood attacks attacks

* 0 - o0 -
: X

— S )

e |dentify malicious sources Deep packet inspection
e Accurate mitigation —all Ad-hoc filters creation
sessions are legitimate

e PPS processing capacity
e Bandwidth capacity




Check Point DDoS Protection Uk

BcTpoeHHble
MHoro- P

OBHEBAS 3awmTa ort MeXaHU3Mbl
yp DDoS 3a MOHUTOPUHIra "
CeKyHAbl MHTerpaumsa c

SmartEvent



Check Point Security Management

OpHa cuctema — egnHoe ynpaBrnieHune

YpobHasa HacTpolika, nonHas nHterpauus, abcontoTHas BUAMMOCTb -

h) (-

WnTerpaumam  O6wme HactpauBaembiit
MOHUTOPUHI  NONMUTUKU Dashboard

CONSOLIDATION



Check Point Security Management

SmartDashboard SmartCenter Security Gateways
%

“'[]' | Astana

L

yuh'

o

}iﬁ || Almaty

oy

=

Wi i[’ London
YpaneHHoe EEI ,
pefaKTUpoBa LleHTpanusoBaHHOEe
HUe NONNTUKU XpaHeHue

UcnonHeHUe NOAUTUK
M pacnpocTpaHeHue NOJNTUK



eKTUBHDbIU aHANU3 }KYPHANOB

Q>

Check Point SmartLog n SmartReport — mowiHaa cuctema
06paboTKM KypHaNoB N GOpMNPOBAHUA OTYETOB

Proactive
Security
Investigation



MoaenbHbiU paa,

N3V Security Gateway Appliances & Solutions

DOD00O (08t

Mbl nomoraem nogobpaTb 3aWLMTy aAeKBAaTHO Bawmm TpeboBaHuaMm!



Check Point Appliance

Software Hardware
Appliance SecurityPower™ Units [SPU)| 1hreat Virual | Remote gbe  Redundant
Prevention SandElast System Mgmnt Conn ey
[LOM) Supplies
High End Enterprise
and Data Center

JEER
440

Enterprise

Small and Medium
Enterprize

SMART-1 205, 210, 225, 3050, 3150 APPLIANCES

www.muk.ua




Check Point DEMO Ka3saxctaH

e N

CPAP-SG15400-DEMO
CPAP-SG5400-DEMO
CPAP-SG3200-DEMO
CPAP-SG1450-NGTP-DEMO
CPAP-SG1180-NGTP-DEMO
CPAP-SG750-NGTP-DEMO
CPAP-SG1200R-DEMO
CPAP-SM210-DEMO

(mlalalaE al




IeCTI/I OBdHUE

* Mbl roToBbl K TEeCTUPOBAHUNIO B nobbix NpPoOeKTax

MUK)

Classics of distribution

e [lemo obopyaoBaHue yxKe Ha CKnaae

ak 3Ed|

H +
Threat Prevention g ]
(FW, VPN, IPS, Application Control, Antivirus, Anti-Bot, URL Filtering) Sand BIaSt ZerO-Day PrOteCtlon

Next Generation



3aKarkuTte aHa/n3 6ecnaaTHo yxe ceroaHs!



Thank you!

CheckPoint@muk.ua CheckPoint@muk.ua
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