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conuxeHue TexHonorun IT n OT

Convergence of IT and automation

Information _ ﬁ;";}{;‘;gm
technology =~ Mamn/rame - ERP

Internet, ERP

modules, MES, MES 7

¢ [ ]
. Industrial
Industrial - Internet of Things

automation

ERP = Enterprise Resource Planning MES = Manufacturing Execution System SCADA = Supervisory Control and Data Acquisition PLC = Programmable Logic Controller 1/0 =
Input/Output signals  Source: loT Analytics



conuxeHue TexHonorun IT n OT

Smart & Safe City | Industry 4.0/ 1loT
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PasHuua mexay IT un OT

Mpon3BognUTENLHOCTL Non Real Time Real Time
HagexxHocTb 3a0epXKKn He KPUTUYHBI 3agepKkn HeaonyCTUMBbI
[NpropnTeThbl 3aLLNTHI KoHdumnaeHumanbHOCTb K13Hb ntogen, HeENPEpPbIBHOCTb
NnpoLeccoB, OKpyXxarLlasa cpeaa
O6HoBneHus ABTOMaTnyeckue OrpaHunyeHbl
EmMKocTb pecypcoB [ocTtatouHo ana C3U HeT pecypcos ana C3U
KomMmyHuKaumm CtaHgapTHbIE NPOTOKONbI [MponpuetapHble
YnpasneHne nameHeHnaIMu ABTOMaTU3NPOBAHHbLIE CrnoxHbIN npouecc
MNoooepxka Bo3MOXXHbI 3aMeHbI [MpuBA3aHbl K OAHOMY
nposangepos NoCTaBLUMKY
JKN3HEHHbIN LUK 3-5 net 10-15 net

[ocTynHOCTb Ierkas N3onupoBaHHas, dPusmnyeckas



Mopaenb yrpos

» XaKTMBUCTDI

B4/t GAHTENEH W 20ROK! 3 NKIGOK KMEEPATAKDW CTOR Ari

» TeppopucTbl
» Kubepapmun
» KpuMuHanbHble CTPYKTYpbl
» KOHKypeHThI

> COprﬂ,HMKM nin nogpAag4vmKkn -
|

> HeyMmblLINEeHHbIe NCTOYHNKM WCNONL2YA CPEACTEBA MOHMTOPMHIA GEZONACHOCTW NPOMBIWNEHHON CETH

Kaspersky™
Industrial
CyberSacutity  Kospershy. ruics




PAGOTHUK KPHTUMECKOA WHMPACTPYKTYPI,

Mpobnembl n yasBuMocTu 3ANOMHA — 3ANPELLEHD:

HepoctaTtoyHO 00y4eHHble COTPYAHUKN

HepoctaTto4Ho 3almileHHas ceTb

HepocTtaTtoyHo 3awmuweHHas KoHurypauuss obopyooBaHue
HekoppekTHOe ynpasneHne aHTUBMPYCHOW 3aLLmnTOMN
HepoctaTouHbIn npouecc ynpasfieHUa N3MeHeHNAMU
HepocTtaTouHbIn npouecc yrnpaBneHns 0OHOBIIEHUSIMU
HepnoctaTouHOe pe3epBupoBaHME AaHHbIX

HepocTtaToyHbIn npouecc yrnpaBneHns y4eTHbIMU 3anmncsamum
cnonb3oBaHne obWmx U BCTPOEHHbIX YYETHbIX 3anucen

vVvyvyvVvvVvyVYVYyYVYYVYY

HepocTtaTto4vHbIn npouecc pearnpoBaHnUda Ha MHUMAOEHTDI € o st




NMpobrnembl n yasBumMocTu

Top Services
4800
Modbus
30718
Siemens S7

Automated Tank Gauge

Top Organizations

Kar-Tel LLC

Kcell JSC

JSC Kazakhtelecom

JSC Kaztranscom

for Kar-Tel's GPRS subsc... 2
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NMocneacrBus

NMOBPEXOEHUE/PA3PYLWLEHUE OBOPYOJOBAHUA
» [leperpyska ob6opygoBaHue 1 NpexaeBpeEMEHHbIN N3HOC
* Bbixog pabotbl 060pyaoBaHuna 3a 6e3onacHble npeaenol

NOBPEXOEHUE NMPOAYKUUU NPEONMPUATUA/OBBEKTA
e (OctaHoBKa paboTbl NpeanpuaTns
o Kpaxa cbipbsi U NpoAyKUMn
o CHWXKeHMe KkayecTBa Unmn obbema Bblnycka NpPoayKLnm
» [loBbiWweHMe 3aTpaT Cbipbs HAa NPON3BOACTBO NPOAYKLNN
» [loBbiWEHME HArpy3kM Ha NPoLLECC TEXOBCNYKMBaHMS NPON3BOACTBA NPOAYKLNN

HAPYLLEHUE 3AKOHOOATEJIbCTBA U OTPACJIEBbIX HOPM
e [lpnynHeHne Bpeaa XX1U3HU N 300POBbI0 NAEN
* HaHeceHune peanbHOro Bpega oxpaHe Tpyaa u akosriormyeckon 6e3onacHoCcTu
* HapylwweHne HopmaTMBHbIX NPeaerioB BbIOPOCOB/3arpsi3HEHUsT OKpYXKatoLen cpeabl
* HapylieHne KOHTpaKTHbIX 0053aTenbCTB MO BbINYCKY NPOAYKLMN



My6nnyHble NHUNAEHTBI

2017, ATaka Ha npousBoAacTBO 6ymaru, CLLUA

> bbiBLWWA IT cneunanncT NOAKAKUYNICA K CUCTeMaM ynpaB/ieHUs
BHEC N3MeHeHWs B IOTUKY, NpocTou npuHecnn notepn $1,1 MaH

2016, ATaka Ha BOA00UYMNCTHbIe coopy>XeHus, CLUA

> bbinv n3mMeHeHbl nponopunmn XxMMnMKaToB

2015 + 2016, ATaka Ha asieKTponoAacTaHUMN, YKpauHa
> 225000 notpebuTtenert bbinn OTKAHOYEHDI

2014, ATaka Ha meTaslypruyeckmi sasop, lrepmaHus

> [leub 6bINa BbIBEAEHA U3 CTPOS

2010, ATaka Ha 3aBoj, No oborawieHuio ypaHa, ipaH
> BbiBOA 13 CTPOSA LeHTpUdYr, 0CTaHOBKAa A4epHOM NporpaMmmbl
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INDUSTRIES vs RANSOMWARE / WANNACRY / PETYA

 Dacia (Auto) _ = Ry l

———y
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* Nissan (Auto)

« Honda (Auto)
 Renault (Auto)
 @Gas Natural (Gas)

 |berdrola (Power)
 Maersk (Ports)

 Reckitt Benckiser (Farma)
e Merck (Farma)

« Cadbury (Food)

* Rosneft (Oil)

« NCOC (Qil)

e RZHD (Railways)




Industrial Cyber Security Program / NIST Cybersecurity Framework

systems and equipment

Identify Create an inventory of all IT | Assess the risk of cyber Define a cybersecurity
and OT assets incident management policy

Protect Secure network and Protect sensitive Manage access to
equipment information systems and equipment

Detect Define methods for Define responsibilities for | Identify improvements
monitoring monitoring

Respond Maintain an incident- Practice response processes | ldentify improvements
response plan

Recover Maintain backups of all Practice recovery processes | |dentify improvements

Awareness and
training

13
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CermeHtTaumsa cetu

Internet DMZ 1 = Web Servers = Email Servers
Level 5 :

Enterprise Zone ik Business 5
L 14 " Controller Server 7 Servers jr __ || Enterprise
i =2 Desktops

Control Center LAN DMZ

Plant DMz EEI E |
Level 3 EPAVI el Historian ftoinote Acress!

atch Server Jump Server

Operations Management Zone

Control Center/ e N n » T

Processing LAN e ()
Level 2/3 Application Database 1/0 Historian  Domain

Server Server Server Controller EnsmEsTop

Workstation
Local HMI LAN ' | Local Fet r‘ SCADA, DCS or Hybrid System
Level 2 Lo Cell/Area Zone

Controller LAN Field
Level 1 . Controllers

Local Field bus/ hard wired

Physical Process: 0 _ Vendor-specific bus
- - herne!
Field 1/O Devices @ i o MLTﬁ:':,',P
Level 0 Process




Bo3MoXxHble pelwieHnsa no 6esonacHoctn ACY TI

NoOohkwNE

©COENOOR~WNE

[MpombliwneHHble MexceTeBble akpaHbl / Industrial FW
OpHoHanpaeneHHble wnt3bl / Unidirectional Gateways
3awmTbl KOHe4YHbIX y3noB / Endpoint Security
KoHTponb goctyna agMmmHucTpaTtopoB / nogpsaynkos / PIM
KpunTtorpadguyeckas sawimTa kaHanos ceasn / VPN
YnpasneHune goctynom k cetn / NAC

MHorogaktopHas ayTeHTupukaymm

OO6GHapyxeHue ceTeBbIX atak U aHomanun / IDS / NBAD / DPI
MoHuTOpUHr cobbiTnin 6esonacHoctn / SIEM

MoHuTopuHr 6ecnpoBogHbIx ceten / WIPS

AHanns ysa3sMmMocTen (aKTUBHbIN / NAaCCUBHBIN / KOHUrypaumm)
KoHTponb yTeyek nHgopmauum / DLP

AHanus npasun ceTeBoro JocTyna

KoHTponb LenocTHOCTU AaHHbIX

Cuctembl nosyLwkn / Honeypots

CepBuchl pasegkun knbepyrpos



Kaspersky Industrial CyberSecurity

LEVEL 4

Business planning
and logistics

LEVEL 3

Manufacturing
Operations
management

LEVEL 2,1

Batch Control.
Continuous Control.
Discrete Control.

LEVEL O

Physical

h

Managing end-to-end supply chain.
Establishing the basic plant schedule — production, material
use, delivery, and shipping.

Work flow/recipe control to produce the desired end products.
Maintaining records and optimizing the production process.

Monitoring, supervisory control
and automated control of the
production process

i)

Sensing the production
process, manipulating
the production process

Physical devices

Kaspersky
Security for
Business +
Professional

Services

Kaspersky
Industrial
CyberSecurity

Physical
security



YKnsHeHHbIn umkn atakum / Kill Chain

Pa3Bepka / .
Doctyn / Access ) Discovery ) Cyber-Physical Attack
JTan CueHapum PearnpoBaHue
Hoctyn / 3apaxeHHbin USB device, mogem, Wi-Fi agantep * Device control
Access Touka gocTyna B ceTb: HOYTOYK, wireless access point  Application control
YcTaHoBKa coefuHeHus, noflydeHne 4ocTyna B ceTb » Antimalware
* Network Integrity Control (WL)
* Intrusion Detection System
PasBenka / CkaHupoBaHue ceTn, MOUCK YCTPONCTB 1 Cry06 * Network Integrity Control (WL)
Discovery Moa6op napons k 06opyaoBaHUIO * Intrusion Detection System
MonyyeHne KoHUrypauumn, napameTpoB 1 cbop Tpadumka * Process Integrity Control (DPI)
ANS N3y4eHnst U NNaHMPOBaHMS aTaku
Cyber- 3anucb BpegoHocHom nporpammel MNJ1K yepes nokansHoe * PLC Integrity Checker
Physical NOAKMYeHne * Network Integrity Control
Attack 3anucb BpegoHocHom nporpammebl MNJ1K no cetn * Intrusion Detection System

M3meHeHne napametpa B namaTtu MNJ1K
lMoameHa napameTpoB, KOMaHA B CETEBOM Tpaduke
OTtnpaBka BpeaoHOCHbIX komaHg Ha 1K

(Whitelisting)
Process Integrity Control (DPI)




LET'S TALK?

Kaspersky Lab HQ <
39A/3 Leningradskoe Shosse

Moscow, 125212, Russian Federation

Tel: +7 (495) 797-8700

www.kaspersky.com
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