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Cuctema npotuBoaBapumnHon 3awmntbl (MA3/SIS)

MpubopHas cucrema 6esonacHocTtyu (SIS)
CucTtema KOHTPOMS 1 ynpaBreHns, KOTopas UCMNomb3yeTca Anis
BbIMOMHEHWST OAHOW UM HECKONbKMUX PYHKLMIN Ge3onacHOCTU U
COCTOUT M3 OAHOIO UIN HECKOJbKUX AaTYMKOB, U3 OOHOIo U
HECKOJTbKMX FTOrMYECKUX YCTPOMCTB M U3 O4HOIO UM HECKOSBbKNX
WCMNOMHUTENbHbIX 9NTEMEHTOB.

UcTtouHuk: TOCT P M3K 61511-3-2011

MpoTuBoaBapunHaa 3awmTa

Komnnekc yctponcTs, obecneyvmBaroLmx 3aWwuTy, npeaynpexaeHue un

(Mnn) ymeHbLUEHME OMacHbIX NOCNEACTBUN aBapUAHbLIX CUTyaLMiA Npu

3KCMnyaTaumm CUCTEM NHXEHEPHO-TEXHNYECKOro obecneyeHns u

yBenuyeHne pecypca paboTbl (Cpoka crnyx0bl) yKazaHHbIX CUCTEM.
UctouHuk: 30.12.2009r. Ne 384-d3

NMpoTuBoaBapunHaa 3awmTa
Cuctembl 1 cpeacTBa, obecneunsatoine s B3pbIBOONACHbLIX
TEXHOMNOMMYECKNX NPOLECCOB KOHTPOIb NapamMeTpoB, onpenensoLmx
B3pbIBOOMNACHOCTb NpoLiecca, C perncrpaumen nokasaHum un
npegasapuinHon (NpyM Heob6xoaMMOCTU - NpeaynpeanuTenbHON)
cuUrHanuaaumen nx 3Ha4eHun, a TaKkke cpegcTBamm aBToMaTUYECKOro
perynmpoBaHus 1 npegaBapuinHon 3alnTbl, BKovasi 6e3onacHyro
OCTaHOBKY MM nepesoj npolecca B 6e3onacHoe CocTosiHue no
3afaHHoOM rnporpaMmme.

UcTouHuk: MNMB 09-540-03, INB 09-566-03.
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ConunxeHue cuctem ynpasrneHUs U NPOTMBOABapPUUHOM 3aLlUTbI

» [1ByCTOpPOHHEE CeTEBOE B3aMMOLENCTBME UM obLLas ceTb

» O6wue nHTepdencbl agMUHUCTPUPOBAHUS (MHXEHEepHada CTaHLMA)

» O6Lmne peno3nTopumn XxpaHeHns: napamMeTpoB N KOHdUrypaumn

» Vcnonb3oBaHne 0gMHAKOBbLIX YYETHbLIX 3anncen

» /icnonb3oBaHne o6 MX NOMNeBbIX YCTPOUCTB (4aTYMKOB U aKTUBATOPOB)

» ObbeanHeHue yHKUMEN Ha OOHOM YCTPOUCTBE Unn nnatdopme



Safety & Control convergence!
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DHS LOGIIC SIS Project 2010

Pe3ynbTaThl nccnepoBaHuAa KnbepbesonacHoCcTur MeTopabl aTak
NA3 » modified network sniffing,
> [pobnemsbl » traffic replay,
» PexkomeHAaLMM » data injection,
» signal interrupt messaging,
ATakun Ha ceTeBble COeJUHEHNS: » bitflipping and integrity impact tests,
» ARP specific attacks (Grammar, Host Reply Storm, » payload injection attacks,
Cache Request Storms, Saturation, etc.) > resource starvation,
» Ethernet specific attacks (Broadcast Storm, Fuzzer, > cryptographic analysis,
Grammar, Multicast Storm, Unicast Storm, etc.) _
» password cracking,
» ICMP and IGMP specific attacks (Fuzzer, ICMP Storm, > brivilece escalation
Type/Code Cross Product, V3 corruption) P 5 '
. » directory traversal,
» IP specific attacks
» forced error manipulation,

» TCP/UDP specific attacks
VICAOYHUR



https://www.automationfederation.org/filestore/af/logiic/LOGIIC%20SIS%20REPORT%20for%20ISA%20August%2025%202011%20mod%20jan%202013.pdf

DHS LOGIIC SIS Project 2010 / Tpn TMna apxuTeKkTyp

e - B LN

Toeeet B8 S———
[
=) e
o 3 e
Pa—
| e 3 Coms By
—1—
[y v

‘ R e
L-'L‘r.']_. L"I_C]I N l E%: - 1

5= [Pkl
Fow T vl 1
o

= -

— L ind SIS, Atchitastars A ) Integrated Control and SIS, Architecture B
ApxuTtekTtypa A ApxuTteKTypa B ApxutekTtypa C
» O6uwas cetb ACY TN n NA3 » HxeHepHbIn APM B 06Lein ceTn » ViHXeHepHbln APM noakntoueH
» Horga o6wmin APM nHxXeHepa » KoHTponnepsl MNMA3 B 06LLen ceTn no nocsiefoBaTe/IbHOMY
» O6uime 6a3bl AaHHbIX » BbigeneHHas cetb mexay MNA3 uHTeppency k MA3

» KoHTponnepsl NA3 nogkiroueHsl
B ceTn ACY Tl yepes w03 1nb6o
no nocsiefoBaTeIbHOMY
nHTepdercy

» BbigeneHHaa cetb mexay NMA3



DHS LOGIIC SIS Project 2010 / ApXUTeKTypHble peKoMmeHaauum

Add ICS Frawall to
prohibit writes to SIS and

B ded Modificati to Architecture A

AGT LD FewaEn 1o
prohibt writes to SIS and  Move SIS from Control
r protect SIS components  System LAN o Safaty
..... from makicious trafc Notwork

e Lot B A

Add ICS Firewail to
prohibit wriles to SIS and
-

Recommended Modification to Reference Architecture C

ApxuTteKkTypa A
» Vicnonb3sosaHve M3

» CnepoBaHVe pekoMeHAALNSAM
6e30nacHoOCTU OT
npovn3BojuTenen

ApxuTtekTypa B
» Vicnonb3sosaHve M3

» [lepeHoc nHXeHepHoro APM B
BblZle/1IeHHY0 CeTb

» CnepoBaHVe pekoMeHAALUNAM
6e30nacHoOCTU OT
npovssoaunTeneu

ApxuTtekTtypa A
» Vicnonb3sosaHue M3

» CnepoBaHVe pekoOMeHAALNAM
6e30nacHoOCTU OT
npovssoauTenen




DHS / IEC 62443 PethepeHCHas apxXuTeKkTypa
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NMpumepbl U3 XXM3HKU: obwana cetb Honeywell / Yokogawa / Emerson

Experion® HS Architecture




NMpumep: eanHbIn uHTepdgenc Emerson
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Ataka Ha lNA3: TRITON / TRISIS / HATMAN 2017

----------------

Attack
Scripts

g

Triconex
Controller

Sensors and
Actuators

......

SIS Controllers

TRITON

inject.bin
imain.bin

TriStation Communication

Masqueraded
Trilog Application

trilog.exe

library.zip
TsHi
TsBase
TsLow

SIS Engineering
Workstation

]

A3 Schneider Electric Triconex
CaypoBckada ApaBus
IP npoTtokon TriStation

0-Day ys13BUMOCTb B KOHTpOJINepe

vvyyyvyy

YTeHre 1 3anncb Nporpammel,
YTeHVIe 1 3aMnCb OTAEe/bHbIX
OYHKUNI 1 3aNPOC COCTOAHNSA
KoHTponnepa A3

BO3MOXHOCTW aTaku:

» AxTumBauuma INA3 ans oCTaHOBKMU
npouecca

» [lepenporpammupoBaHue MNA3 ana

Npomnycka onacHOro COCTOSIHUS
npotiecca

» VictouHumk: https://goo.gl/yv7P9c


https://goo.gl/yv7P9c

TCIPG: UccnenoBaHue knodepobesonacHoctu 1&C Ha A3C

TriStation
1131
Workstation
Configuration lﬁack
Vector
Analog Input Analog Infut Tricon
LabView Simulator P PXI Chassis Controller
Digital Output Digital Olput
I Simulates

| control Room | | Nuclear Power Plant |

Figure 6. Test Bed Setup for Cyber Security.

Figure 6 depicts the test bed setup. One of the potential attack vectors for the Tricon TMR
Controller is during its configuration phase. To configure the Tricon Controller, it needs to be connected to
a workstation computer that runs the Tristation 1131 configuration software. Compare to the Tricon
controller, the workstation is more susceptible to attacks and compromises due to potential connections to
the outside network or accidental infection of viruses through removable devices such as a USB drives. If
the workstation that runs the Tristation 1131 software is compromised, then the attacker could hijack either
the Tristation 1131 software itself or the communication channel from the Tristation 1131 to Tricon, and
use it to send malicious configuration to the Tricon controller.

https://tcipg.org/publications/test-bed-digital-ic-and-cyber-security-npps



https://tcipg.org/publications/test-bed-digital-ic-and-cyber-security-npps

Triconex cepTucdmumpoBaH Ansa CUCTEM 3alnTbl peakTopoB Ha ASC

July 23, 2012 09:00 ET

U.S. NRC Certifies Latest Triconex Controller From
Invensys for Use in Nuclear Power Plants

Triple Modular Redundant Tricon System Simplifies Licensing Process, Enables Easier
Nuclear Modernization Projects

HOUSTON, TX-—-(Marketwire - Jul 23, 2012) - Invensys Operations Management, a global
provider of technology systems, software solutions and consulting services to the
manufacturing and infrastructure operations industries, announced that version 10 of its

Triconex™ Tricon@ controller has been approved for use in safety-related nuclear power plant
instrument and control applications by the United States Muclear Regulatory Commissian. In
a Safety Evaluation Report (SER) dated April 12, 2012, the NRC indicates that the latest
version of the Tricon controller can now be used in safety-related (1E) applications, like
reactor protection systems, in U.S. nuclear power plants and U.5. Department of Energy
facilities that require licensing or oversight by the NRC. It is the first controller from a
dedicated automation vendor to achieve such certification from the NRC and it remains the
only triple-medular-redundant system to be gualified.

"The Triconex Tricon system is extremely impartant to us as we continue to migrate to digital
technology, while providing safe, clean, reliable power to our customers in California,” said
Scott Patterson, program manager for |&C obsolescence for Pacific Gas & Electric, which
operates the Diablo Canyon Power Flant in San Luis Obispe, Calif. “Partnering with Invensys,
an automation vendor whose core competency is safety systems, gives us an additional layer
of protection as we upgrade older safety-related eguipment. NRC certification means we can
move forward with modernizing and optimizing our plants to ensure their continuous safe
operation. We are confident this technology will enhance future upgrades and new designs,
as well as ease the licensing process.”




AnnapaTtHbIX KNOY He cepebpsHan nyns

There is an important difference between leaving the key in REMOTE or f’
PROGRAMM,

in the REMOTE position:

Allows writes to control program variables by TriStation, Modbus masters and
external devices. (Download All and Download Change by TriStation are not
allowed.)

In the PROGRAM position:

REMOTE

For control program loading and verification. Allows control of the Tricon
controller from the TriStation software, including Download All and Download
Change. Also allows writes to program variables by Modbus masters and
external hosts.

I think the bigger issue is that Triconex communication is not limited to a
configured set of equipment, where several other SIS have an approved set of
network addresses it permits and on top of that requires a separate login to get
ACCess.

= TRICONEA
| also noticed that many plants keep the key in the PROGRAM maode for fast —

recovery, however from a security perspective it is bad practice. This new
malware shows why.

P 11290849

Sinclair Koelemij J

On Dec 17, 2017, at 7:00 PM, scadasec-request@scadasec_email wrote:

Send scadasec mailing list submissions to
scadasec@scadasec.email

http://scadasec.email/pipermail/scadasec/2017-December/030356.html



http://scadasec.email/pipermail/scadasec/2017-December/030356.html

KICS for Networks: benbin cnMCOK KOMMYHUKaUuMmM Vs Triton
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Update table: Period:
@ % ||| EE opl | [mc | |ms | |cc| |Ewr Event search Table templates
D disabled Specify a period =
From: |2018-01-23 14:13:43 ~ | to: | 2018-01-27 15:13:43 ~  Show events for: Day ~ “ | 2018-01-23 14:13:43 - 2018-01-24 14:13:43 - =
Dateftime t Y| 5. | Title o T, Event details

N . 2018-01-23 18:27:16.... ['] Intrusion Detection rule was triggered. A Network Trojan was d d: KL TRITON gramTable third step 105 Marker:

. 2018-01-23 18:27:14.... [1] Intrusion Detection rule was triggered. A Netwoerk Trojan was detected: KL TRITON GetProgramTable third step Ins ID: 246033

, - | patertime:2018-01-23 18:27:09.900 |
. 2018-01-23 18:27:13.... [] Intrusion Detection rule was triggered. A Network Trojan was df d: KL TRITON gramTable third s [ —— -
= St ty: oy

. 2018-01-23 18:27:09.... /\ Unauthorized network interaction detected. Protocol: UDP nc Title Unauthorized network interaction detected. Protocol: UDP
— : . . Technology: M

. 2018-01-23 18:26:20.... /\ Unauthorized network interaction dgflected. Protocol: UDP nic 9y

Triggered rule:
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Protocol: Ethernet I / IP / UDP
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= =] source:

. 2018-01-23 18:08:03.... [1] Intrusion Detection rule was triggere§l. A Network Trojan was detected: KL TRITON UploadDummyForce 1P address: 192.168.118.1
= —
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MAC address: 00:50:56:c0:00:01

. 2018-01-23 18:07:38.... Unauthorized network interaction defected. Protocol: UDP

[=] Destination:
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BHe 6enozo criucka coeduHeHul -



KICS for Nodes: benbin cnncok npunoxeHum vs Triton
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Cyber Kill Chain / )Ku3HeHHbIN LUK KnbepaTtaku
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TRITON / MyTb aTaku

CeTeBasi akTUBHOCTb Ha Pa3HbIX 3TanaX aTaki
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AKTUBHOCTb Ha XOCTax Ha pa3HbIX 3Tanax aTa<
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YBeagomneHue Schneider Electric

Schpeider

Important Security Notification

Detection and Mitigation

Always keep your antivirus tools up to date and ensure you are using the latest antivirus .dat
files on the engineering workstation where the TriStation terminal is installed. Signatures for the
malware have been distributed to cybersecurity organizations. Schneider Electric has confirmed
that major antivirus vendors now include the malware file's signatures and that if detected, the

antivirus tool takes action.

Schneider Electric continues to recommend customers always implement the instructions in the
“Security Considerations” section in the standard Triconex documentation (i.e., Planning and
Installation Guides and TriStation 1131 Developers Guide), which include the following:

Ensure the cybersecurity features in Triconex solutions are always enabled.
Safety systems must always be deployed on isolated networks.
Physical controls should be in place so that no unauthorized person would have access to
the safety controllers, peripheral safety equipment or the safety network.
« All controllers should reside in locked cabinets and never be left in the “PROGRAM"

mode.

« All Tristation engineering workstations should be secured and never be connected to any

network other than the safety network.

= All methods of mobile data exchange with the isolated safety network such as CDs, USB
drives, DVD's, etc. should be scanned before use in the Tristation engineering

workstations or any node connected to this network.

« Laptops and PCs should always be properly verified to be virus and malware free before
connection to the safety network or any Triconex controller.
» Operator stations should be configured to display an alarm whenever the Tricon key

switch is in the “PROGRAM” mode.

https://goo.gl/TCoCHd



https://goo.gl/TCoCHd

CtaHgapTtbl no kKnbepbesonacHocTtu NA3

IEC 61511-1:2016

Functional safety - Safety instrumented systems
for the process industry sector - Part 1:
Framework, definitions, system, hardware and
application programming requirements

» Clause 8.2.4: A security risk assessment
shall be carried out to identify the security
vulnerabilities of the SIS.

» Clause 11.2.12: The SIS design shall
provide the necessary resilience against
the identified security risks

ISA-TR84.00.09-2017

Cybersecurity Related to the Functional Safety
Lifecycle
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Kenexis: Security PHA Review (SPR)
we = . BMKENEXIS

e Cause St Sarnua = Scenario
Hackable Safeguard oo |Hackable
. + NOD
1.5.1.1 Failure of control 8 High level shutdown LT-1018 closes Determine if cause is hackable
loop LIC-101 inlet valve SDV-101 Yes ¥
such that liguid l YES
outlet valve is Yes g pperator response to high level alarm Vs
too much closed. LT-101A - not independent from control | yae w NO
leop failure Determine if all safeguards are hackable
1.5.1.2 Failure of 8 High level shutdown LT-1018 closes
shutdown valve inlet valve SDV-101 Yes ¥ l YES
SDWV-102A to the -
closed position. | Y¢S 7 |a Operator response to high level alarm Yes
LT-101A - not independent from control | yes v Assign 5L based on consequence of scenario
loop failure or propose a safeguard that is inherently safe
1.5.1.3 Slug greater 9 Operator response to high level alarm against cyberattack
than 20 bbl from LT-1014A - not independent from control Yeg v
production loop failure
header. No ¥ No l /
8 High level shutdown LT-1018 closes Mext
) SCENario McquHUK

For potentially hazardous processes, the results of the process hazard analysis (PHA) and

functional safety assessments [20] shou e referenced as part of the high-level cybersecuri
risk assessment to identify worst-case impacts. Organizations should also take into |
consideration threat intelligence from governments, sector specific Information Sharing and m

Analysis Centers (ISACs) and other relevant sources.

IEC 62443-3-2 [Draft]:Security risk assessment and system design


https://automation.isa.org/2018/01/managing-cybersecurity-threat-hazardous-process-plants/

BaHK gaHHbIX yrpo3 6e3onacHocTu nHcgpopmauum ®CTIK [ ACY TH |

YBW.107: Yrposa OTKMIOYEHUA KOHTPOMbHbIX AaTYNKOB Bua~ YBW.176: Yrpo3a HapyLweHWs TEXHONOrM4eckoro/Npon3BoAcTBEHHOMO NpoLecca

Bug -
W3-3a BpeMeHHI:;IX 3afepier, BHOCUMbIX CPeOCTEOM 3a8LKWThI

o] Yrposa A1 B BO3MOKHOCTH OBECNEYEHHA HapyLUMTENEM UHPOPMALMOHHOH
Yrposel  M30NAUMM CHCTEMBI GE30NACHOCTH MyTEM NPEPLIBAHIS KAHAMNA CBA3M C KOHTPOMEHLIMU
Onucanve ¥Tpo3a 3aKNKYEeTCA B BO3MOKHOCTH NPUBEASHWA CMCTEMBI B COCTOAHME «0TKaS B
[ATUMKAMM, CNEASLMIA 33 NAPAMETPAMMH COCTORHHA CUCTEMBI, MMM HAPYLIEHNA PatoTsl ~
Camux AaTYHKOS. MpH 3TOM CHCTEMA NEPECTAHET PEarpoBaTh Kak Ha MHLUMAEHTBI Yrposbl  OOCAYHUBAHUU» UMW HAPYLIEHUR WTATHOTO PEXUMA (Y HKLMOHUPOBAHWS U3-38 BPEMEHHOH

DOe3onacHocTH (ECI‘M OTKIOYEHHBIE AETYMKH ABNANKCH YACTHIO CUCTEMBI Be30NacHOCTH,
HaNpUMep, NATYUKM ABIKEHUR), TAK 1 HA PYTMe TUMbl MHUMOEHTOB (HanpHMep, Npu
OTKNKYEHHUH AATHUKOB FIU)KEDHOI;\ CUTHANU3auuK, NOBLILWEHWA A3BNEHWA B rMApOArperaTax u
ap.)

[NaxHan yrposa oGycnoeneHa cnadocTAMM Mep 3aWMTh HHGOPMALMKY B
2BTOMAaTH3MPOBAHHBIX CUCTEMAX YNPABNEHWA TEXHONONMYECKMMI NpOUECCaMM, A TAKKE
HanNU4yHeMm ymamocreﬁ B NPOrpaMMHOM OCECTEYEHNN, PEANU3YIOLLAM JaHHBIE MEPbI
Peannzauma AaHHOA Yrpo3sl BO3MOXHA NPH YCNOBKUH NOMYYEHUA JOCTYNA ((PUINYECKOTO UK
NpOrpaMMHOI) K NAHWAM CBA3W CHCTEMbI §E30NACHOCTH C KOHTPONBHBIMK AATYMKAMK MW K
CaMuM gaTymKkam

YB.183: Yrposa nepexeaTa ynpasneHUs asTOMaTU3MPOBAHHOW CUCTEMON
YyNpaBneHnA TeXHONOrNYeCKMMIM NpoLeccami

Sua~

YBW.204: Yrpo3a HeCAHKUWOHWPOBaHHOM U3MEHEHWA BPEaOHOCHON

3a0EPKKM B CHCTEMAX PeansHOro BpEMEHH, BHOCMMOI B NpoLeccsl nepeaaym 1 obpaGoTku
saWHILACMOA HHGOPMALMK CPEACTEaMK 3ALUMTEI MHPOPMALMH, BbI3BAHHOA
HeofBxoguMoCTe0 00paboTkn nepeasaemoii/obpadaTeisaeMoi MH(DOPMaLWK Ha NpegMeT
BLIABMEHNA M HEATPANN3aLMK yrpo3 Ge3enacHOCTH HHMOPMALIMK.

Ha peanu3aynio 4aHHOA YTpo3bl BNUAET He TONBKO HOMEHKNATYPa NPUMEHREMBIX CPEacTE
3aLUMTBI MHGOPMALMKM, NapaMETPbl MX HACTPOIKK, 00BEM NepegasaeMoii/obpadaTsisaeMon
MHPOPMALMK, A TAKKE TEKYLLAR SKTUBHOCTE BHELLHWX HAPYLUMTENER, NporpaMMHbe
BO3AENCTENA KOTOpPLIX oDpalaTbiBaTcA cpeAcTEamMM 3aLMTEl MHOPMaLIMK

Buo -

nporpamMMoN 3HaYeH1iA NapaMeTpoB NPorpaMMUpyeMblX NTOTHUYSCKUX

Onucanne YTPO3a 3aKMKMAETCA B BOIMOKHOCTH OCYLIECTENEHNA HAPYIWWMTENEM HECEHKLMOHNPOBAHHOM KOHTponnepos
Yrpossl OCTYNa K MHGOPMALMOHHOH HHDPACTPYKTYPE 33 CYET NOMYUEHNA HApYLIMTENEM Npasa
ynpasneHus BXoAALLeN B €& coCTas aBTOMaTM3HPOBAHHON CUCTEMOR YNpaBneHua OnucaHWe Yrpo3a 3akNYaeTeH B BO3MOKHOCTH HECAHKLMOHWMPOBAHHOMD M3MEHEHHA BDEJJOHOCHOH

TEXHONOTHYECKUMM NPOLECCAMM NYTEM 3KCMNYaTaLMM YASBMMOCTEH €€ NPOrpaMMHOro
00ECNEYEHHA MK CNABOCTER TEXHONOTHYECKIX NPOTOKONOB NEPEAaiH AaHHbIX

[aHKan yrposa o0yCNoBNeHa HanMyMen y asTOMaTU3MPOBAHHOM CHCTEME YNpaBNeHua
TEXHONOTHMYECKHMU NPOLECCAMIU NPOrPaMMHBIX CETEBBIX WHTEPQJE%CDB BEEVIMD,HGI;\CTEMR i
KaK CMEACTBHE, BO3MOKHOCTBIO HECAHKLUMOHMPOBAHHOTO A0CTYNA K AaHHOI CUCTEME, & TakKe
HEOCTATOYHOCThI0 Mep (DUNETPALMH CETEBOrO TDAMMKA H aHTMBMDYCHOM 3aLLMTLI
Peanu3alua JaHHONA YTpo3bl BO3MOXHA NPH YCNOBUM HAMMYMA Y HAPYILMTENA NPaB Ha
OCYLECTBNEHHE B3AMMOENACTEMA ¢ ABTOMATH3NPOBAHHOM CUCTEMON YNpPaBNeHHa
TEXHONOTHMYECKHMU NpoLEccamin PEHHMSE]L&HR ,D,aHHOﬁ Yrpo3sl MOXET NPUBECTH K
GNOKAPOBAHMID UMK UCKAKEHUHO (HEKOPPEKTHOCTD BLINONHEHUA) ANFOPHTMOB OTPaGOTKH
3a0aHMiil yNpasneHna TEXHONMOTMYECKUMM NPOLIECCANH, HEMOC PECTBEHHOMD YNPABNEHHUA
00OpPYA0BaHHEM NPEANPUATHS;

HaPYLEHWIO LUTATHOTO X0Aa TEXHONOMMYECKUX NPOLECCOS:

YACTUYHOMY WK NOMHOMY OCTAHOBY TEXHONOTMYECKUX NpoLieccoB Ge3 (UNu ) BbiXOAa(-0M)
00OPYA0BaHHA U3 CTPOR;

2BaPUIHOA CHTYALMM B KDUTHYECKOH CHCTEME MHDOPMALHMOHHOM MHAPACTPYKTYPI

yrpossl

NpPOrpaMMOi 3Ha4eHNA NapaMETPOB KOHTPONA M YNPABNEHWA MCNONHUTENBHBIMM
YCTPOACTEBEMN B MPOrPaMMUPYEMbIX MOMMYECKWX KOHTPONNEPaX NOCNE €€ NPOHUKHOBEHWA W
3BTOPH3ALIMN HA JAHHBIX YCTPOACTEAX.

Peanusauya yrpossl 0Bycnosnexa BO3MOKHOCTbI0 BPEAOHOCHOA NPOrpamMbl 0BHAPYKNBATb B
CETH NporpaMMHPYEMbIE NOTHYECKHE KOHTPONNEPSI, NPOHWUKATL M (hyHKLMOHUPOBaTL B
ONepaLuoHHON CHCTEME NPOTPAMMUPYEMLIX NMOTMHECKHX KOHTPONMNEPOB, a Takke
HEA0CTATKAMW MEXAHW3MOB ayTEHTUDHKALMM

Peanusauna AaHHOMA Yrpo3bl BOSMOXHE NP YCNOBMM, YTO CYLLECTBYET BO3MOKHOCTE A0CTYNA
K 3nemeHTaM aBTOMaTH3MPOBAHHOM CUCTEMBI YNPABNEHHA TEXHONOTMYECKUMKM NPOLECCAMM No
CETH MHTEpHET

www.bdu.fstec.ru



http://www.bdu.fstec.ru/

Yeknuct NA 163 "Security Risk Assessment of SIS* 2017

NA 163 onucbiBaeT KTO, Kak 4aCTO W B KaKMX paMKax OOSmKeH
NpPOBOAUTbL OLIEHKY pUcKa. MIcnonb3ya YeKnucT, UHXEHep C
©a3oBbIMU 3HAHUAMU IT U ceTen crnocobeH BbIMOHATL
OLleHKy pucka gna MNA3

Gathering the assets/identification of the viewing object
System architecture

Access and Security

Hardening

Measures for engineering station, Field Entry Panel, AMS
Data

Protocols & links

8. Organizations, people and processes

NoOGk~wWNE

http://www.namur.net/en/publications/news-archive/detail/article/die-na-163-ist-neu-erschienen.html



http://www.namur.net/en/publications/news-archive/detail/article/die-na-163-ist-neu-erschienen.html

PaccnepoBaHue npoMbIiWIIeHHbIX MTHUNWAOEHTOB
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NMpucoeanHauTechb K coobLecTBy
RUSCADASEC e

BcTpeuwn coobLuecTBa U ApyXXecTBEHHbIe KOHpepeHL U

RUSCADASEC - 3TO HEKOMMEPUYECKaA MHULMATHMBA MO PasBMTUH PYCCKOR3bIMHOM

MEXAYHAPOAHOIO OTKPLITOrD CO0GLUECTBA CNELWMANNCTOE NPo NPOMBILLAEHHOR

kn6epbesonacHocTn / kwbep6esonacHoCTi ACY T, LIEMAMM MHULMATHBEI

ABNAIOTCA NOBLILLEHWE OCBEAOMNEHHOCTI 1 KBaNUGMKALIMWA CNELManncToB No HegopmManbHsie BCrpeyn

6e30MaCHOCTH M NPOMBILLNEHHOA SBTOMATU3ALMI, Pa3BATUE NPOGECCHOHANBHBIX

CBA3E MeXY CNeUManicTamu M OpraHM3aLMAMK, COASRCTBIE PasBNTUIO PhiHKE,

passnTVe CBnsei C NPodWIEHEIMA MEXIYHAPOAHBIMK COOGLLECTBAMK, W B MTOME

NOBbILLIEHWE YPOBHA 6E30MACHOCTI Ha NPOMBILLNEHHBIX NPEANPUATUAX.
RUSCADASEC MHWLMATIEA BKAKYAET B Ce65 OHNAiH MUIOLLAZKM, XVBbIE BCTPEYM 1 NPOdUALHBIE

KOH(pepeHLMK, B paMKaX KOTOPbIX Y4aCTHKW CNEAAT 38 TEKYLLIMM COCTOAHMEM TEMbI,

06CyKASIOT OPraHN3aLUMOHHBIE Y TEXHVHYECKWE BONPOCH], 0GMEHVBAIOTCA OMLITOM, Industrial Cybersecurity Conference Positive Hack Days BesonacHocTs KBO T3K

naeamu. Beera pajibl HOBLIM Y4aCTHWKaM Co06ILIECTBa W OTKPLITEI K MAEAM MO

passuTUio cooBLLIECTBA W NOMOLUM B MX peamsaLiu. [pucoeMHARTeCH K Haml

Eacas F0"| HHMOPMAUMOHKAR 0830NACHOCTL

JORATORY Er] KOH®EPEHUMA
AEY TN KBO

Industrial ity Meetup

Industrial CyberSecurity Meetup

=
Hack m—

Days

KoHpepeHUwma MB ACY TI KBO

CBAsb C agMUHUCTpaTopaMu

Haww oHnarlH nnowagku

A -

Tamees JaHuwnn
Linkedin | Facel

K uaty Telegram

MpucoegnHanca
K rpynne Facebook

WrnynH AHTOH
Linkedin | Facel

MogonbHbIA Bagnum
Linkedin | Fa:

[Apy>ecTBeHHble rno6anbHble OHNARH NNOWAAKA

=
&A L~/ 4
Kapnos Wnba LPYXUHWH EBreHuni CasKos Bopuc
Linkedin | Facebook | Telegram Fa Tel

Industrial
Control =

Sj Systems

SANS ICS Community forum

Telegram

m

SCADASEC mailing list
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https://www.ruscadasec.ru/

HNaBante obcyanm?

AHTOH WWunynuH

= i

CISSP, CEH, CSSA Mockea, JleHMHrpazcKoe Luocce, n.39A,
MeHemKep no paseuTuio T: (495) 797 8700 #1746 —

pelieHnn no 6esonacHocTn Anton.Shipulin@kaspersky.com
KpUTU4eCcKkon MHPPacTPyKTypbl www.kaspersky.ru
https://ics.kaspersky.com
KASPERSK\{ﬁ https://ics-cert.kaspersky.ru



http://www.kaspersky.ru/
https://ics.kaspersky.com/
https://ics-cert.kaspersky.ru/
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