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AGC

» AGC Glass Germany GmbH c 2003 roga noctaBnsaet
aBTOMOOUNbHOE CTEKIIO TakKNM BeayLLMM NMPOon3BoaMTENSaM, Kak
BMW, Volkswagen, Mercedes-Benz, Volvo n Opel. Ha
npegnpuatnm komnaHum B Berbepre (psagom ¢ MénxeHrnagbaxom,
[epmaHus) pabotatoT 150 yenosek. AGC BxoauT B cocTas Asahi
Glass Company — ANOHCKOM rpynnbl, ABMASOWENCA KPYNHENLIUM B
MUpe npousBoauTenem crekna, obecneymsatowmm 50 000
pabounx mect B 20 cTpaHax mupa.

» AGC Glass Germany GmbH obpabaTbiBaeT cTekno ans

aBTOMOOUMNEN, N3rOTOBIIEHHOE Ha APYrMX NpPeanpuaTUaX rpynnbl, B KASPERSKY
COOTBETCTBUM C KOHKPETHBIMU NOTPEBHOCTAMMN KITMEHTOB: Lﬂ%‘é%‘é@d‘mv
Hanpumep, ycTaHaBfIMBAET Ha CTEKMNO cnuctembl 0borpeBa, PROTECTS AGC

OaTynKn 0oxXgAa nin yrnnoTHUTENN. [Mocne 3Toro KOMMOHEHT
NOCTymMaeT Ha NMpon3BodcTBO pa3sinMyHbIX aBTOMOGMﬂeCTpOMTeﬂeVI.

KASPERYKY2




3aBop,

» AGC npousBoauT cTekna ans aBToMOOUIbHbIX
KoMnaHuin. 3aBog umeeT 12 nponsBoaCTBEHHbIX
nuHnK. lcnonb3yeT NPOMbILLIIEHHbIE KOHTPOSSEPLI
N3BECTHOro0 MMPOBOIo Npon3BoanTENa Ans
ynpasrieHUs1 TEXHONOMMYeCKUM npoLeccom

» Kaxgaa nponsBonCcTBEHHAs NMUHUA UMEET OOMH
KOHTpornnep n HMI nnu ctaHumio oneparopa.
HanHble mexay HMI v TJIK nepepatotca no
NPOMBbILLNIEHHOMY MPOTOKOMY NPOU3BOAUTENS




3aBop,

» Kaxgasa otgenbHasi (porM3BOACTBEHHAdA
nuHna Ha npeanpuatum AGC 3awmueHa
peweHnem Kaspersky Industrial
CyberSecurity. PelweHne otcnexusaer
CODbITUS HA BCEX YPOBHAX CETU N NMPOBEPSIET
Bce gencteua. Kaspersky Industrial
CyberSecurity HemeaneHHo onosellaeT
KOMMNaHuo O NobbIX aHoManmax B
NpoOM3BOACTBEHHOM MNpoLecce

» 3awmta Ha ypoBHe APM n HMI
»  Bupychl, HecnyxebHoe MO, BHeLLHMe yCTpoicTBa
» 3awmTa OT CeTeBbIX aTak

| 4 HecaHKLI,I/IOHVIDOBaHHbIe ceTeBble NoAKMYeHUsA

| 4 HecaHKLI,I/IOHVIDOBaHHbIe KOMaHbl ynpaBleHusa

| 4 OTKNOHeHus napamMmeTpoB MnpoLecca OT 3aaHHbIX NpaBun



Pe3yn bTaTbl UCMNOJ1Ib30BaHUA

» BbisiBNeHbl HeOoCTaTku CErMeHTauum CeTU, MOCTOPOHHNE KOMMYHUKaLMK

» OTcyTCTBME NaTyeln yAa3BMMbIX KOMMOHEHT U OTCYTCTBME MPaKTUKa PErynspHbIX ayaMToB
» OTcyTcTBME NpoLuenyp ynpaBneHnss UsMeHeHns KoHdurypauum obopyaoBaHms

» /136bITOYHbIE CEPBUCHI PACLUMPSOT NOBEPXHOCTb aTak

» OTcyTcTBME OTpaboTaHHbLIX Npoueayp pearMpoBaHns Ha UHLUWAEHTbI



1% TaNeco

» AO TAHEKO - coBpemeHHOe npegnpuaTtune
HedTenepepabaTtbiBatoLen oTpacnm Poccuu, nmetowee
cTpaTernyeckoe 3HavyeHve asis pas3BuUTUS 9KOHOMUKK TaTtapcTaHa,
BXoauT B ['pynny komnaHun « TatTHedTb».

» TAHEKO ctano nepsbiM 3a nocnegHue 30 net maclitabHbim
WHBECTULMOHHBIM 1 NPOMBbILLIIEHHBIM OOBEKTOM, MOCTPOEHHbIM
Ha BCEM NOCTCOBETCKOM NPOCTPAHCTBE C HYNS. KOMMAHUSA

» 3agava npoBecTn obcrnegoBaHne COCTOAHUS MHOPMALMOHHOM
6e30MacHOCTU Xene3HOAOPOXHOM NnaTtdopMbl NO CrMBY
BaKyyMHOrO ra3onsnsi 1 NpogeMOHCTPUPOBaTb BO3MOXHOCTb
obecneveHuns knbepbesonacHoctn APM-onepatopos n SCADA-
CEepBEPOB, a TaKKe KOHTPONSA LENOCTHOCTM TEXHOSTOMMYECKON CETH
N KOHTPONS KITOYEBBLIX MapaMeTPOB TEXHONOMMYECKOro npouecca.
B gononHeHune Kk aTomy npeanoXeHHoe peLleHne He JOSMKHO Obifio
OKa3sblBaTb HMKAKOrO BAMSIHUSA Ha TEXHOSOMMYECKUI NPOLIECC U HE
TpeboBaTb nameHeHnsa kKoHdurypaummn ACY TT1.

KASPERSKY3

TAHEKO 3ALLMLLAET
CBOMU NPOU3BOACTBEHHDIE
MOLLUHOCTU OT KMBEPYIPO3

HcTopua yonexa
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PesynbtaTbl ncnonb3oBaHus KICS Ti’ TQ NGCO

«Y)Ke 8 nepsbie Mecsiubl pabomsi peweHue

1o 3awume uHoycmpuarbHbIX 06bEKMOS
«Jlabopamopuu Kacriepckoz2o» 0bHapyursio
HeCaHKUUOHUPOBAHHOE NMOOKITHYEHUE CMOPOHHEZ0
Hoymbyka K 0OHOMY U3 KOHMPOIIIepos, a makxe
rornbIMKy U3MeHUMmMb rapamemps! pabomasl
damdyuKkay.

MapaT 'MnbeMyTAMHOB,
HayanbHuK otgena ACY TI1,
AO TAHEKO



» Plzensky Prazdroj — nepBasi nMBoBapeHHasi KOMMNaHWU4, Ha4YaBLUas

NpoOn3BOANTb CBETIIOE MNMBO HM30BOro BpoxxeHus 6peHaa Pilsner
Urquell. Ero opurnHanbHas TeXHOMNOrMsa ncnosib3yeTcs B
Npoun3BoACTBe boree YeM ABYyX TpeTen BblMyCKaeMoro cerogHsi B
MUpe NBa, B Ha3BaHMM KOTOPOro eCTb CIOBO NUM3HEP, NUIICEHEP
unu npocto nun3. HaseaHue Plzerisky Prazdroj u Pilsner Urquell
MOXHO NpnbNnanTenbHO nepesecty Kak «MOANUHHBLIN UCTOYHMK
[MnaHep».

Plzensky Prazdroj — BegyLwiasa nuBoBapeHHasa KOMMNaHus B
LleHTpansHon EBpone. Noa ceonmu 6peHaamm Plzensky Prazdroj
npofgaet 6onblue NMBa Ha YELLCKOM pbIHKe, YeM ntobas gpyras
komnaHus. C 1999 roga nMBoBapeHHbIN 3aBOS, ABMANCS YacTbio
rpynnel komnadmn SABMiller (B To Bpemsa «HOxxHOadpukaHckme
nnBoBapeHHble 3aBoabl»). B 2017 roay Pilsner Urquell (3a
NCKMOYEHMEM OTAENbHbIX reorpaddMyeckmx permoHoB) BbIs
npogaH Asahi, BegyLiemy nponsBoauTEro nNnusea u
Be3arnkorosibHbIX HaNnUTKOB B ANOHUM

«JlabopaTtopua Kacnepckoro» npoBena oLeHKy
MPOMBILNEHHO KN6ep6e30nNacHOCT ANA YELUCKON
nMBoBapeHHOW KoMnaHuK Plzerisky Prazdroj

@ &hzeﬁsk}i @razdmj

https://www.prazdroj.cz/en/




3aBop,

» OcCHOBHbIe NpoMbILLNIeHHbIE npoLuecchl B Plzefisky
Prazdroj — nuBoBapeHHOe Npou3BOACTBO U JIMHUU
poanuBa. B obLien cnoXxHocTn aTo 2 NMBOBAPEHHbIX
Lexa, 30Hbl LMITMHOPOKOHNYECKNX TAHKOB N 8 NUHNI
po3nuea Ha 3aBoge B [1nb3eHe

» AHanuna 3aluLLEeHHOCTM ANsa NPOBEPKU
MHGPACTPYKTYPbl HA 3aBepLUaloLLLEM 3Tarne NpoekTa
Nno BMpTyanuM3aumm npoOMbILLIIEHHbLIX CUCTEM U
MOAEepPHU3aLUM OCHOBHbIX KOMMOHEHTOB
NPOMBbILLIIEHHOWN CETW.

» Llenb npoekTta No aHanuay 3allMWeHHOCTH
3akntoyanacb B NpoBepKe HaAeXHOCTM 3alUnTbl OT
knbepaTtak BCeX NPON3BOACTBEHHbIX NMHUI U
CBS13aHHbIX C TEXHONOMMYECKUM MPOLIECCOM
NporpamMMHbIX W annapaTHbIX CPEACTB, a Takke
FOTOBHOCTM KOMMaHMM K peanunsaumm LenocTHOW
cTpaTerMm NnpoMblLLIeHHOM knbepbesaonacHOCTU




Pe3ynkraTtbl (00€3nn4YeHHbIe)

TOP 30 IDENTIFIED WEAKNESSES IN FY 2016

Mpobnembl ¢ cermeHTaunemn
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NIST 800-53 Weakness Categories Instances Percentage Order
Boundary Protection 94 13.4% 1
N3BbITouHas dyHKLMOHaNbHOCTb Least Functioraliy 22 6.0% 2
Identification and Authentication (Organizational Users) 36 5.1% 3
Physical Access Control 28 4.0% 4
I_I p06n e M bl C n a ponﬂ M M Audit Review, Analysis, and Reporting 26 3.7% 5
Authenticator Management 24 3.4% 6
[Mpobnembl PU3NYECKMM OOCTYNOM Least Privlegs 20 29% 7
. . Allocation of Resources 19 2.7% 8
[Mpobnemsbl ¢ pernctpaumnen cobbITun Account Management v 2.4% o
Remote Access 16 2.3% 10
~ Security Awareness Training 16 2.3% 11
N30bITOYHbIE N paBa y nosrb3oBaTernien System Security Plan e o1% '
o Flaw Remediation 15 21% 13
Y,u,an €eHHbIN lEI,OCTyI'I Information System Monitoring 15 2.1% 14
Security Impact Analysis 14 2.0% 15
Transmission Confidentiality and Integrity 13 1.9% 16
e Baseline Configuration 12 1.7% 17
Contingency Plan 12 1.7% 18
Information System Backup 12 1.7% 19
Security Engineering Principles 12 1.7% 20
Information System Component Inventory 11 1.6% 21
Media Use 11 1.6% 22
Role-Based Security Training 10 1.4% 23
Configuration Change Control 10 1.4% 24
System Interconnections 9 1.3% 25
Configuration Settings 9 1.3% 26
Publicly Accessible Content 8 1.1% 27
Audit Events 8 1.1% 28
Incident Response Plan 8 1.1% 29
Protection of Information at Rest 8 1.1% 30
Total Discoveries Identified for Top 30 Weaknesses 550
Total Discoveries Identified in FY2016 700




OT3bIBbI

f'_z’ei-'i"? sky ¢ razdlmj

«PeweHue o compyoHudecmee ¢ «Jlabopamopuel
Kacriepckozao» bbIr10 rnpuHsamMo Hamu 51e2Ko 1o psidy
rpu4uH. Mbi 8bICOKO UEHUM UX Orbim 8 obriacmu
obecriedyeHusi kubepbesorracHocmu rPOMbIWIIEHHbIX
cucmem, 8bICOKUU ripogeccuoHanusm u
KOMIIIEKCHOCMb UX PEeWeHUs 10 cpaBHEeHUo C
Opyaumu rnocmasuwukamu. Bcé amo noseornuro
co30amep bria2onpusimHble ycriogus Orsl pa3sumusi
uerriocmyou cmpameauu bezornnacHocmu 8 Haweu
KomraHuu»

Ongpen Cukopa,

meHeoxep C&A
Plzensky Prazdroj
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