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Havano ucrtopuu ...

NHdopmauma oT KrneHTa:
1. bonee 150 malwnH MHPULMPOBAHDI
2. KopnopaTuBHaga 1 TeXHONOrm4yeckasl CeTb nopakeHsol

3. MawwuHbl onepaTtopoB nepesarpyxanncb, CUHUK 3KkpaH cmepTn BSOD

Availability

KnneHT cchopmynunposan BONPOCHI:

1. UTo npomnsowno? Kakon yrpose unu atake nogseprracb MHGpacTpykTypa ?
2. Kakue BeKkTOpbl atak Oblfin UCNOMNb30BaHbI?

3. Kakume cuctembl ObInn NnopaxkeHbl?

4. Kakown yuwiep6 6bin1 HaHeceH?
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[lnaH paccnepgoBaHnA UHUUOEHTA

Cbop ynuk:

1. O6bpasbl gucka, gaMmna namsTu

2. TpaduK

3. Jlorn, nporpaMmbl KOHTPOSIFIEPOB, MNPOLLUNBKM
JTiobble ynukn MoryT 6b1Tb NosiesHb!

Malware
analysis

1. Hantn BCce malunHbl cogepxawme
nogo3puTeribHble JaHHbIe

2. CosgaTtb XPOHOMOrn MHUMAEHTa
3. Hantu nepByto nHpUUMpPOBaHHYIO
MaLUUHYy

Forensics

Incident response

Haintu noao3puUTesribHble JaHHbIE B

coBpaHHbIX ynukax

[MOHATL NPUYMHY Nepe3arpys3ku 1

CNHEro 3KpaHa CMepTn

Stop malware

Collect data )
propagation

Identify and
analyze threat

Mitigation,
Reporting

Find all Forensics at first
affected machines affected system

Ecnn ncnon b3yeTCA aHTUBUNPYC

[ToHATL BEKTOP aTaKku
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YTO BaXXHO caenaTtb Ha nepBOM 3Tane?

C6op ynuK o4eHb BaXKHbIN 3Tan B paccrnegoBaHMn NHLMOEHTOB
KoHe4Ho, ans KNMeHTa B NpMopuTeTe OCTAaHOBUTL aKTUBHYHO (hasy 3apakeHus

Ho, npekpaTtuTb 3apakeHne 3TO 3HAYUT yaanuTb BCe YNUKN

Ncnonb3oBaTb YTUINTBI C 63KaI'II/IpOBaHl/IeM N JTIOTMpoBaHNEM
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NMpuHumnn padotbl WannaCry

Wana DecryptOr 2.0

Ooops, your files have been encrypted!

EXE

WV

la

Payment will be raised on y TeXt Of
nracs B S e P e demand

SMB exploit N2: 2357 37 T —>2|

Your files will be lost on _ | Tor co Nfi g

ST 00:AT 55 l

Initial dropper

Time Lokt S

Servers  \Workstations Other stuff

N\aliouvliliil \Oul

Networks 1L ypuull
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SMB01T 00:47:55

Time Left
B2 Zas ey 3y

What Happened to My Computer
You: nt fil: are e P

r My Files?

How Do | Pay?
Paymen

Send $300 worth of bitcoin to this address:

|—||wmm

& problem has been detected and windows has been shut down to prevent damage
10 your computer.

The problem seems to be caused by the following file: SPCMDCON. SYS
PAGE_FAULT_TN_NONFAGED_AREA

if This 4s the first time you've seen this step error screen,

restart your computer. If this screen appears again, follow

these steps:

check to make sure any new hardware or software is properly installed.
If this 15 2 new Installation, ask your hardware or software manufacturer
for amy windows updates you might need.

if problems continue, disable or remove any newly installed hardware
or software. Disable 105 memory options such as caching or shadowing.
I oL need To use Safe Mode to remove of disable components, FESTArT
your computer, press F8 to select advanced Startup options, and then
select 5afe Mode.

Technical information:

=k ZTOP: Oud0000050 (OXFD30SMCE, OxO00O000L, OxFEFETELT, 0x00000000)

EWe  SPCMDOOM. SYS - Address FBFETGLT base at FEFESOO0, Datestamp 3dGdadre
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Kak coctaBuTb XPOHONOruio B ceTu 0onbLUIOro
npegnpuaTna ?

1. Jlorn ceTBoro obopygoBaHus
2. Jlorn 3alWwnTHbIX peweHnn - AV

3. Ynuku obpasa aucka (pannosas cucrtema, gamn namaTu, peecTp, 1 Ta)

PeanbHOCTb:

1. HeT noroB ceteBoro obopyaoBaHug

2. AV co cTapbiMy cUrHaTtypHbiMn 6aszamu
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XpoHonorusa 3apaxeHus
I

|
_ 10.15.2.024
Office computer Engineer | Administrator

(10.15.1.100) 10.15.2.123
Corporate network [ ]

Operation Technologies network

E==3

192.168.1.0/24 ) 192.168.2.0/24 :
Terminal Server

SCADA / HMI/ HISTORIAN | OPERATOR #BLOCK ANY ANY 192.168.2.10 s S N4
(192.168.1.10) FALLOW 192 168110 =182 168.2.10 l: ) I(A PER I( i3




Opyrmne cnocobbl HPUUMPOBaAHUA

SCADA / HMI / HISTORIAN / OPERATOR M nwoori
(192.168.1.10) 1192 168.2.91)
( ! (192.168.2.11)

(L ALY R )
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Ho 31O elle He Bce....

Re: New Order P08112016 - URGENT - Daily =R =
TP Exploret Epic Bitcoin Armory
Frigate3 F 1P Staff-FTP PPCoin (Peercoin)

AceFTP

Global Downloader

FreshFTP

BlazeFTP

ClassicFTP
Fling

Worldcoin
Infinitecoin
Ixcoin

ANoNcoin

- T
==t Tara iy
BBQcoin
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Yto penartb?

YcTaHOBUTL COBPEMEHHLIN AV C LileHTpanm3oBaHHbIM yrpaBneHneM Ha Bce MallWHbI, PerynapHo

OOHOBNATL 0a3bl

icnonb3oBaThb cneunanm3npoBaHHble peLleHnst AN 3aWwuTbl MHAYCTpUanbHom MHPaCcTPYKTYpbl -

KICS
N3MeHNTb KOHJUrypauuo ceteBon MHPaCcTPYKTypbl

Bkntountb nornpoBaHmne anga Bcex cepBepos, MNJIK, ceTeBbIX yCTPOUCTB, cMcTeM Be30MacHOCTH

TpEeHuHrn, ayguT n npoyee
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