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* AHOAM3 PbIHKQ 2016. (AreHCTBo Breaking Blue)

AreHTcTBO Breaking Blue nposeao nccaeaosaHne B 10

CTPAHAX B 4 pEermoHax MUPA: Mo CTPAHAM
LLleHTpaAbHOM 1 BoCcTO4HOM EBPOMBI, LLEHTPAABHOM A3MK U

Adbpuke

KoanyecTseHHbin oHAaiH onpoc 1,000 pykoBoAUTEAEH
M KOHEYHbIX MoAb3oBaTEAEM, NMAIOC 50 YTAYOAEHHbIX
TEeA€MOHHbIX MUHTEPBbIO PYKOBOAUTEAEM.

MM /ocryn+o Ha canon.kz/officeinsights2016

5 3aBepLleHHLIX
HHTEPELIO
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AHOAM3 pPbiHKA 2017

2,550 interviews to date in total, with 850 across the CCEE region

Algeria
Bulgaria
Cameroon
Croatia
Greece
Israel
Kazakhstan
KSA

Nigeria
Qatar
Romania
Serbia
Slovenia
South Africa
Turkey

UAE
Ukraine
Russia

UK

France
Germany
Italy

Spain
Netherlands
USA (tbc)

100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews

100 interviews -

100 interviews
100 interviews
150 interviews
100 interviews
100 interviews
150 interviews
150 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
100 interviews
400 interviews

Sample size
CME 300
CCNA 300
CCEE 850
CEA 250
CSA 150
EU6 600




PacnpoCTpaHEHHbIM MOAXOA

\ 3.

\ %

TekyLLee noAoXeHue AeA B 0UCHOU MHPPACTPYKTYpE:

- M3AMLLHE pa3AyTbIM MAPK YCTPOMUCTB C M30bITOYHOM
PECYPCHOCTbLIO

- [MpeobaraaatoLee GOAbLLMHCTBO HACTOAbHbIX YCTPOMCTB C
HMU3KOM MPOU3BOAUTEABHOCTbBIO M BbICOKOM CTOMMOCTbIO
neyoTm

- MICNOAb30OBAHME OTAEAbHBIX YCTPOMCTB AAS KOXKAOM
onepaumm C AOKYMEHTOM.

- OTCyTCTBME KOHTPOAS 30 MEYATHOM MHADPACTRYKTYPOM. U
30 MOAb30OBATEAIMM

- OTCyTCTBME KOHTPOAS 30 PACXOAOMM HO obecneyeHmne
PABOTOCNOCOBHOCTM NAPKA TEXHMKM.

- Otcyrctme 6e30NaACHOCTU MHADOPMALMM.

- Bblcokme TPYAO3ATPATbI HO MOAAEPXKAHUE Can 0“
PABOTOCNOCOBOHOCTM MEYATHBIX MAPKA TEXHUKM.




OMUCHbBIM XAOC

CeroaHs B odomcax nopom B
10 pa3 OOAbLLE YCTOOMCTB
4yeM TpebyeTcH

N BOM MPUXOAMTCA MAATUTD
30 MX OBCAYXMBAHME,
PACXOAHbIE MATEPUAABI U
DAEKTPOIHEPIUIO

Canon



* OCHOBHbIE BbIBOAbI —
HEMOHMMAHMNE PACXOAOB HA MNEYATH

«Mbl HE BEAEM XXECTKOIO
KOHTPOAS PACXOAOB HQ MNEYATb.
MbI CAEAMM 3Q PACXOAOM
OymMQaAru 30 rOA 1 KQXKAbIN roA

M3MepaeTe AM Bbl PACXOAL! Ha NEUaTL? )/Be/\l/IHII/IBOeN\ I_I/\OHOBbIl;I
A e ol e ik rnokasareab Ha 10%»
® Aa Ha ypoEHE OTASAE — 13%
® As Ha ypoEHe nonk3osatend — 1%

® Her — 3%
& He asawe — 13%

DHepretmyeckas KOMMAHMs,

' Ka3axcTaH

08/09/2017 Can 0“




* OCHOBHbIE BbIBOAbI —
[loTepn KOHPUAEHUMAABHOU MHADOPMALLMM

OCHOBHbI€ NPUYUHDBI YTEYKU MHPOpMaLnKn

MHcangepsol; 3%

MoTtepa HoyTOyKa,
3/IEKTPOHHOrO
Hocutens, 36%

Bupychbl; 3%

KonuposaHue; 6%

B3nom, 6%

He onpepeneHsl; 9% _~~

BmewaTenbcteo
TpeTbel CTOPOHbI,
12%

bymara,24%

\_ B DTN OO




Diagramm1

		Lost Laptop or other device

		Paper records

		Third party or outsourcer

		Undisclosed

		Hacked systems

		Electronic backup

		Malicious insider

		Malicious code



Primary Cause

Основные причины утечки информации

Потеря ноутбука, электронного носителя, 36%

Бумага,24%

Вмешательство третьей стороны, 12%

Не определены; 9%

Взлом, 6%

Копирование; 6%

Инсайдеры; 3%

Вирусы; 3%

0.36

0.24

0.12

0.09

0.06

0.06

0.03

0.03



Sheet1

				Primary Cause

		Lost Laptop or other device		36%

		Paper records		24%

		Third party or outsourcer		12%

		Undisclosed		9%

		Hacked systems		6%

		Electronic backup		6%

		Malicious insider		3%

		Malicious code		3%






* OCHOBHbIE BbIBOAbI —
MNPOOU3BOAUTEABHBIE MPY

B KaKOW CTEMNEHW CASAYIOLMHE TEXHOAOIHMH NOBLICMAM BaLUy
NPoH3IB0AMTEALBHOCTE 33 NOCASAHHE MOALIT

T

e

08/09/2017

73% npom3BOACTBEHHBIX M 82%

“ OPraHm3aLMi OOLLLECTBEHHOIO CEKTOPA

MNOBLICUMAM MPOU3BOAMTEABHOCTb
oAaroaaps MPyY

43% KOHEYHbIX MOAb3OBATEAEMN UMEIOT
AOCTYM K MPY

23% xoTeAmn Obl UMETb AOCTYN K MPY

Canon



"YnpasaeHue BCEM MHADPACTRYKTYPOM NevyaTu,

CKAHHNMPOBAHMA N KOTMMPOOBAHNA:

[0 [ oo
uniFLOW
_ONE P'ATFOR _

Production printing

EAvHas naaTchopma
AAS YO OBAEHUS
npoueccamm nevaim,
KOMmMpoBAHMA A
CKAHMPOBAHKA

08/09/2017
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[TOAAEPXKKO APYTMX MOOU3BOAMTEAEN

(5] oo
UnNiFLOW

Canon xerox @, (/’B & KKONICA MINOLTA @

Y
[FEoa {y Printer
unIFI-OW Release Station microMIND

besonacHoO neyaraTts m
AONOAHUTEAbHOE 0OOPYAOBAHME BECTU CTATUCTUKY

MOXXHO HO AOOOM
YCTPOMCTBE

Canon
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* One Canon -
[TOAHOE peLUeHme Mo NeYaT, CKAHY M KOMMPOBAHUIO

Canon  #2 #3 #4 #5 #6 #7 #8 #9 #10

CTpy/iHble NPUHTEPDI
CtpyitHble MY
J1asepHble npuHTEepbl A4

NasepHble MOY A4
daKcbl
M®Y A4 moHo

Moy A4 uget

M®Y A3 1-20 Konui uB/MOHO
M®Y A3 20 - 35 Konuit LB/MOHO
MadY A3 35 - 50

Mady A3 50- 80

Moy A3 80-120

Moy A3 120+

Mnottepbl A1-AO cTpyitHble

Mnottep n CkaHep AO nasepHble
NoToKoBble ckaHepbl A4

lNoToKoBble CKaHepbl A3 ca“ 0“
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						Canon		# 2		# 3		# 4		# 5		# 6		# 7		# 8		# 9		# 10

				Струйные принтеры

				Струйные МФУ

				Лазерные принтеры А4

				Лазерные МФУ А4

				Факсы

				МФУ А4 моно

				МФУ А4 цвет

				МФУ А3 1-20 копий цв/моно

				МФУ А3 20 - 35 копий цв/моно

				МФУ А3 35 - 50

				МФУ А3 50 - 80

				МФУ А3 80-120

				МФУ А3 120+

				Плоттеры А1-А0 струйные

				Плоттер и Сканер А0 лазерные

				Потоковые сканеры А4

				Потоковые сканеры А3
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YHMBEPCAABHOY AMUHEMKA YCTOOMCTB

imageRUNNER
ADVANCE

! gl C1325if/35if
Sl C1225/25if

imageRUNNER

OT He6oAbLUMX paboyux rpyn A0
AEnapTamMeHTOB

UcnoAb3oBAHME OAHOTO YCTPOMCTBA BMECTO
6OABbLLOrO KOAUHECTBA PA3HbBIX
OT HEGOABLLOW OPraHU3ALLUU AO KOPNOPALLMK



becnAQTHbIE NPOTrPAMMHbBIE PeLLeHMa OT Canon

l i @ universal l i

A login manager ‘

=

Canon
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