Information Protection

Protect and manage your sensitive data
throughout its litecycle
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OUR UNIQUE APPROACH
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PLATFORM

Identity & Access Management
Protect users’ identities and
control access to valuable
resources based on user risk level

Threat Protection
Protect against advanced
threats and recover
quickly when attacked

Information Protection
010101 Ensure documents and

101010 .
010101 emails are seen only by

authorized people

Security Management
@ Gain visibility and control
over security tools



Multi-factor authentication

Data encryption
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NEW WORLD OF WORK IS DRIVING CHANGE

41 0/ of employees say mobile business
O apps change how they work

8 o of enterprise organizations keep
5 Yo sensitive information in the cloud

of organizations no longer have
88 9% confidence to detect and prevent loss
of sensitive data

58 o, Have accidentally sent sensitive
7o information to the wrong person




Cybersecurity. In the news. In the boardroom.

$3tri|lion

Yearly estimated market
value destroyed from
cybercrime industry?
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Average annual
amount companies
paid as a result of
cybercrime’

/‘million

New pieces of malware
created each day3

40+days

Median # of days between
infiltration and detection*

Of all companies expect to
face a cyber attack®







IN THE PAST, THE FIREWALL
WAS THE SECURITY PERIMETER
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users devices apps

On-premises /
Private cloud



NOW THERE'S FEWER BOUNDARIES, MORE
DATA, MORE COMPLEXITY
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HOW DO | PROTECT SENSITIVE INFORMATION?

INFORMATION PROTECTION LIFECYCLE

Detect Classify Protect Monitor
Scan & detect sensitive Classify data and apply Apply protection actions, Reporting, alerts,
data based on policy labels based on sensitivity including encryption, remediation

access restrictions



THE LIFECYCLE OF A SENSITIVE FILE
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Data is created, imported,

& modified across
various locations

Data is detected
Across devices, cloud
services, on-prem
environments

Sensitive data is
classified & labeled

Based on sensitivity;
used for either
protection policies or
retention policies

Data is protected
based on policy
Protection may in the
form of encryption,
permissions, visual
markings, retention,
deletion, or a DLP action
such as blocking sharing
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Data travels across
various locations, shared
Protection is persistent,
travels with the data

Data is monitored
Reporting on data
sharing, usage,
potential abuse; take
action & remediate

Retain, expire,
delete data
Via data
governance policies



SENSITIVITY LABELS
PERSIST WITH THE
DOCUMENT

Document labeling — what is it?
Metadata written into document files

Travels with the document as it moves

In clear text so that other systems such as a DLP engine
can read it

Used for the purpose of apply a protection action or data
governance action — determined by policy

Can be customized per the organization’s needs

FINANCE

CONFIDENTIAL




@ DEFINE AND CUSTOMIZE POLICIES

Policies for specific groups or
departments

Can be viewed and applied only by members
of that group

Policies targeting specific locations
Determine which locations are subject to
policy, such as Exchange Online and
SharePoint Online

Configure label schema and settings
Customize labels, sub-labels and settings like
mandatory labeling, default label and
justifications

* Policy name

Finance Policy

Policy description

Policy for Finance - including confidential/finance label + default finance label

a2 fpet "
«M Select which users/groups get this policy @

1 Group

Configure labels for this policy and order them by sensitivity level

TOOLTIP POLICY

LABEL NAME

B rublic

This information is not restricted, can be used by everyone ir  Global

B internal Use This information

vl Restricted This information

Choose locations

Finance

. Choose the information to protect

Location
. MName your palicy

E:} SharePoint sites

Choose locations

@ Policy settings

@ Review your settings



CLASSIFICATION & LABELING EXAMPLE — SENSITIVE DATA

Discover personal data and apply persistent labels

Labels are persistent and readable by other systems e.g. DLP engine

Label is metadata written to data

Sensitive data is automatically detected

Butomatically 13
a1 least one credit card numbeé

P Confidential

pount Used

54500 Noriind Traderfl [41 TA-ATAITATAAATY |
515900 Bue voncer arink |14012-8888-8888-1881

MasterCard




@ CLASSIFICATION & LABELING EXAMPLE — DATA GOVERNANCE

Labeling can be end-user driven
or automatically applied




@ PROTECT DATA ON DEVICES AT THE APP LEVEL
WITH MOBILE APP PROTECTION POLICIES

ooooooooooooooooooooooooooooooooooooooooooooo

Data control
Control what happens to docs and data after

they've been accessed with app protection Multi-identity policy
il Corporate  Personal i -
pOlICIGS data data @

MANAGED APPS

= App encryption at rest

= App access control—PIN or credentials

= Save as/copy/paste restrictions

= App-level selective wipe Restrict

= Apply policies for Windows 10 Information $ o
Protection for even greater control downloads

) .
oooooooooooooooooooooooooooooooooooooooooooo

MDM (3rd party or

Data Separation Intune) optional
Multi-identity allows you to separate company App-level protection -

available with or

data from personal data within an app fihaut el s



@ PROTECT SENSITIVE INFORMATION ACROSS
CLOUD SERVICES & ON PREMISES

Data encryption built into

Azure & Office 365 © Q;ZQ ©® Revoke app access
File-level encryption and © 333 Policy tips to notify and
permissions @ @ © educate end users
L & ¢
?‘?‘ salesforce @
Office 365 .
DLP actions to block © Visual markings to indicate
sharing . = j @ sensitive documents
Control cloud app access & © © Retain, expire or delete
usage documents

© Email-level encryption and
rights protection



@ PROTECTION EXAMPLE:

Across Office client applications -
mobile, desktop & tablets

Policy tips to
warn end users

DLP POLICY TO LIMIT DOCUMENT SHARING

Office 365 OneDrive

OneDrive for Busness, the place to store, sync and share your work. Documents are private untid shared. Learn more here.  Damass

2 upload @sync FLedit HF manage Qshare

Policy tip for '2015 Employee Roster.xlsx’
i

Security Issue Report Form

@  View palicy tips
Thils e conflicts with a policy in your
organization

Keep offine

16 Employee Rovter - Facel

View  Imquie U Tel me what you want to do

Restrict or block sharing -
internally or externally



@ EMAIL ENCRYPTION AND

Protect

Mitigates risk of unintended
disclosure through encryption and
rights protection

Control

Leverage automatic policies or ad
hoc end-user controls, for emails
shared inside or outside the
organization

Compliance

Meet compliance obligations that
require encrypting data or
encryption key control

RIGHTS PROTECTION

Leverage ad-hoc end user controls or
automatic policies

. ] Updated Ipan application - Messac

File Message ptions Format Text Review ¢ Tell me what you want to do

- x
| Request a Delivery Receipt l ] , :@‘_

Use Voting 2 Save Sent Delay Direct
Buttons ~ Request a Read Receipt Item To ~ Delivery Replies To

Permission

Set permission on this item
+

Unrestricted Access

Do Not Forward & googie ) 3 offcelstcom

Confidential \ All Employees

Highly Confidential \, All Employees
Updated lean application

LOAN APPLICATION F... |

n 12 KB

Salah.Ahmed@ contoso.com  has sent you a protected message

Hi Mia,

Sign in to view the message

- pom

Wanted to share with you the changes to your loan application. Please rasiaood lat

Hi Salah,

Ta confirm, everything laoks gaod.

Thank you!
Mia Parker

Thanksd

3 456 7 890

sy jsjajel”

Easily read protected

: : Recipients can read
emails on any device P

protected messages using
consumer identities




DELIVERY

Threat Actor targets employees
via phishing campaign

Malware

Credentials harvest
Employee attempts
to bogus site

ed after " @
login 9

Employee B opens infected
email using mobile device

EXPLOITATION

Password/Hash Dumping

Threat Actor gather

v

credentials on
compromised machine

20O

e

Employee A opens infected
email on workstation

-~
AR,

COMMAND AND
CONTROL

Threat Actors move
laterally within network
using compromised
credentials

=2- e

@) Compromised Credential

Infected phone disables
Antivirus; and compromised
credentials used to access
Email service

Control Evasion

@

0
oo

N

Compromised credentials
used to access service

)
)

Leak/Exfiltrate Data

Threat Actors use compromised
devices/accounts to exfiltrate Pl

48 Hours 200+ Days
ACTIONS ON
OBJECTIVE



DELIVERY

Windows 10 E3/E5
Device Guard
AppLocker

Threat Actor targets employees
via phishing campaign

Windows 10 E5

A Advanced Threat Protection

Office 365 E5
Advanced Threat Protection

EMS E3
Intune conditional access

Windows 10 E3/E5
SmartScreen checks URL and App
reputation

EXPLOITATION

Windows 10 E3/E5
Credential Guard

Defense in Depth
reduces risk & extent
of Compromise

EMS E5
Cloud App Security

Office 365 E5

Advanced Security Management

Azure
Multi-Factor Authentication

COMMAND AND
CONTROL

EMS E3
Advanced Threat Analytics

Microsoft Services
Active Directory Security Assessment
Sec Admin & Privilege Access (ESAE & PAW)
Restrict Lateral Movement (LAPS & POP-SLAM)
Hunting and Incident Response (PADS & IRR)

Operations Management Suite (OMS) & Azure
Security Center

EMS E5
Azure Information Protection

Office 365 E3/E5
Azure Information Protection
Data Loss Prevention

Windows 10 E3/E5
Windows Information Protection

Azure
Key Vault




Aoy

Monitor
Scan & detect sensitive Classify data and apply Apply protection actions, Reporting, alerts,
data based on policy labels based on sensitivity including encryption, remediation

access restrictions



7 MONITOR INFORMATION
PROTECTION EVENTS FOR
GREATER CONTROL

Visibility

©@ Policy violations ®@ Anomalous activity

©@ Document access & @ End-user overrides %
sharing © False positives

©@ App usage

Take Action

® Tune & revise ©@ Quarantine user
policies © Integrate into

© Revoke access workflows & SIEM

® Quarantine file




MONITOR DLP AND DATA GOVERNANCE EVENTS

Know when policy is violated
Incident report emails alert you in real time when
content violates policy

See the effectiveness of your policies
Built in reports help you see historical information and
tune policies

Integrates with other systems
Leverage the Activity Management API to pull
information into SIEM and workflow tools

i | Office 365

Security & Compliance

] Office 365

A medium-severity alert has been triggered

DLP policy matched in "My W2.docx"

Investigate




MONITOR DOCUMENT SHARING & ACCESS

Distribution visibility
Analyze the flow of personal and sensitive
data and detect risky behaviors.

Access logging
Track who is accessing documents and
from where.

Access revocation
Prevent data leakage or misuse by changing
or revoking document access remotely.

Code Blue.docx

t All documen

Worldwide - -

 NORTH
AMERIC/@)

ccccc

AUSTRAJLA Code

+ Allc
Revoke access

Code Blue.docx, shared on April 23, 2015

[] Motify recipients by email when document is revoked

| am revoking this because: ]
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