CoBpeMEHHbIe Yyrpo3bl 1 crnocodbbl O0pLOLI
C HAMMU

Maxkcum JlykuH

PykoBoauTe /b HallpaBJieHHUS
MHpopmauoHHass be3onacHOCTh




TpeHabl 2015 &€& F & =

PocTt kmbepnpecTynHocTu
PocTt advacnced malware

Iimrepsern comss | 22.12.2014 05:00 21042015 B Kabapauro-balkapHH oCY#IeH Xakep, 0CTAHOBHBIIHI padOTy cafiTa IpaBHTEIbCTEA
17.042015  Xakepos, ykpasmux 160 MiH pyoneii, 3azep:xann B MockBe

Bpats nmo-xpynHOMY: rPpyIIHPOBKA XaKePOE o : _ :

OAHKOE 17042015 WikiLeaks omy0.IHK0BaT IOXHIIEHHBIE JOKYMEHTBI KOMIAHHH Sony

MNaeen Ceaakos, AMUTPHA TPUNOHOB

XaKepel W3 rpynnel Anunak atakyloT KpynHele GaHkW, @ He X knMesT . ~ .
pyEned. Modemy Takke NPECTYNNEHUA cuMTalTeA ocofo onachbimm t U9.04.2015 3axapueHKo: KHeBY «HY:KHa BOHHA, IVCTh Jadke HHQJOp.\IaI.IHOHHa.SI»

0.042015  KoMmmberoTepHeIH BHpYC VEpal $24 MIH mo BeeMy MHpPY

KuGepnpectynienns npHIHHSIOT yIIepd MEPOBOIl JKOHOMHKeE B pa3Mepe nopsaka 445 miapxa
A0JIAPOB B IO/
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[1ns B3rioMa He Hy>KHO BbiTb Xxakepom P iy g - B

Innovations

Rent-A-Hacker

ar, Delphi
y personalizec

, il learn it v
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JTtoboe 10 un ycnyru npogatoTca Ha TEHEBOM PbIHKE

—
Q 5 {4 [Banom noutol Ha 3aas] Mail.Ru, Yandex.Ru, Rambler.F g
Smaoyk
. & | xakep.click | Banom Email akkayHTOE 1 AkKayHTOB Cou.ce |
— Mr.Robat
. E Banowm email Ha 3aKa3
e mail.xacking a
= E Banom NONTEI Ha 3aKa3, Be3 npegonnatbl
mailpass .
dd
. y Banom noytol AELWEBO Ha 3aKas.
@l B hack-inbox
. E B3N0M NOHTBI HA 33Ka3 -
— Corp.Rese
B | E Banow noTel Mail, Yandex 1 Gmail ot DizzyCap. i
v DizzyCap
PaBota! Hy#Hbl cNEUMAnNCTbl MO B3N0MY NOHTbI. HAaYECTBEHH |
| & Openmail L
‘s_\’ E Banamaw VWhatsApp, Skype, Vkontakte, Viber u mHoroe apyri
ryjov.slavik =
‘a_\, E B3N0M 3NEKTPOHHON NOMTHI+KOPNOPATHERK
devergent B
dd
f_\) 5 Banom noqtol [Mail.ru Yandex.ru Rambler.ru Gmail.com]
burglary. mail
{i\’ 5 Banom noqThl Ha 3aka3 [mail, yandex, gmail, rambler]
PupkinV
. & BIN0M NPAKTHYECKH NKO0MA NOYTEI, MHAWBHAYANbHLIR Nogxe) wdd
w BigStan
By () POCKOM3A30P-NIOMOLLb YXE B MYTH &
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DroidJack - Android RAT ¢ xopowwmm dyHKUHOHANOM.
Marlb0r0

RMS Builder 6.3.0.5 Box (CHPbITaA YCTAHOBKA, HOBBIE Dy HKLIM)

Leyberf

MKL PRO Keylogger (T112)
Svas

[CodT] ¥ aneHHoe ynpaeneHie KomnboTepom (112 )
Telont

CAam aHApoMA codT B apeHay
Verm

NEV/ PMC cBopka B dhopmate XLS
Gridmall

Crunnep Twilight Stealer 4
Marlb0r0

Kraken GoTher
mlst

Mpogam HCXogHUKK BoTa
turbo

Xanaembii Keylogger
Marlb0r0

Z*Stealer HOBbIi CTMAEP NOMMHOE W Naponeit
DamRaiX

S&M service (loads/installs-ot 605, kpunT/crypt-ort 155)
chipddes

| amiy— a4
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Dark Market Silk Road 3.0 &CETF T

Check the URL is reloadedudjtjvxr.onion
Find and confirm the correct URL on the Silk Road 3.0 forums. Do not

login or register on Silk Road 3.0 without confirming you are on the
correct URL.

Enter Silk Road 3.0
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TposHbl U Oapyroe mnHtepecHoe O & & 5

Escrow 4. Monetizing a RAT

$8 USD /0.029695 BTC

Vendor: etimbuk

Category: Others

Ships From: Worldwide... Ships To: Worldwide

] Virus £

Remote Administration Tools/Trojans

1. Cerberus 1.03.4 BETA
2 Turkojan 4 GOLD

3. Apocalypse 1.4.4

4 Spy-Net2 6

Rar password: Spy-Net

5 ProRatvi9 Ll
6. Poison lvy 2.3.2

7. Bandook Rat vi 35

ot 1
8. Bifrost v1.0

9. CyberGate v.1.01.0

10. Lost Door v4.2 LIGHT

11. Beast 2.07

12. Shark v3.0.0

13. Sub7 v2.2

14. Pain RAT v0.1

15. xHacker Pro v3.0

16. Seed v1.1

17. Optix Pro v1.33

18. Darkmoon v4.11

19. CIAVv13

20. Y3k RAT v1.0

21. MiniMo RAT v0.7

22. NetDevil v1.0

23. Deeper RAT v1.0

24. Schwarze Sonne RAT 0.1 Public Beta 2
25. Schwarze Sonne RAT 0.7

26. Schwarze Sonne RAT 0.8

27. Schwarze_Sonne 0.5 Beta
28. Schwarze Sonne RAT 0.2 Beta
29. [BUGFIX]SS-RAT 0.4 Final

30. A32s (fitth) RAT

31. Arctic RA.T. 0.0.1 Alpha

32. CyberGate v1.02.0

33. CyberGate v1.03.0

Price: $.99 USD / 0.003674 BTC

Communications

How | banked in $14,580 in 14 Days

Place Order

Price: $50 USD / 0.185597 BTC

Technology
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Android App Profits

Price: $.99 USD / 0.003674 BTC
Ultra Hacker Tools with 83 RATs and 21 Binders

R ’
Q!

(e WY

Price: $50 USD / 0.185597 BTC
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Kak ykpacTb y 6aHKka AeHbrn? &&a & =

CASH OPERATION PERMITTED.

INVALID CASSETTE NUMBER. TRY AGAIN.
T0 START DISPENSE OPERATION -

'u CASSETTE NUMBER AND ps:s ENTER.

= PoccunA
CLUA

m MranA
KuTaid
Mzpaunb

= DpaHumAa

® Manakizua

Communications
Technology
innovations



Euie HemHoro npo TOR

12mg ij7zabs.onion

oweser can allow websites to determine your

Monitor size, e tve Tor Browser -. ; IS
"eeommend that you leave Tor Browrver witdouss in their original ek
7 o Faul size.

which can be used ta track you, We.

ADDED REPENTANCES

IkkadtB3poxgqkpy,

2 > = a8
A AeBYWKY W MEHA CvibHO THHET K MAPHAM Ha 5 NeT Mmnajsue MeHA.
340poBCE BReYeHWe. Ceiluac MHe 22 roja, R Gowck 3a cebn.

o - STAT MISS '
HaiaW HacTOAWLY nw6osb (poB
rapMoHvio 1 cuacTee. CeeT C T

370 OueHb

Product Quantity

1]
Desert Eagle M|, Kal44  1250EUR=56118 - m;‘

[Buyoo |
Ammo, 50 Rounds. 4SEUR=0.2028 2

SIG Sauer P226 AL SO DA, Kal. 5
) — —— ! New and unused

A |
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C yero HavaTtb 60pbOY C yrpo3ammn? & &

I'IpOBep,eHMe KOMMJIEKCHOIO ayanTa Nb

 AHanus3 goKymMeHTauumn

e OKCnepTHbIn aygnT Vb B TOM 4uncne MoxeTt
BKIIlOYaTb ayauT Ha cooTBeTcTBME Best
Practice

* AHanuns zawmweHHoctn WEB npunoxeHmu
 AHanu3 3awmnLeHHOCTN CEeETU
« TecTupoBaHme Ha MPOHUKHOBEHWNE
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TecT Ha NpoHUKHOBEHNE

Innovations

1JBHOYL T3ABHIGG YTRSGIEINL G UFEUILSVIN, OLYDWIVAIIIGY 1T Vasdi JahgWell
JfuaskldL:KDF JFnFYbg7| [g=serhn9VGow48969780yu,strw4h
jsbtraevgtt,i358jqdrn.p’p:{Pui; 78loMiQaath /' [w47w5n72q120-,6:>./5DGzDaeSw4%
VEBRJOYK"("(\0] SWTSESHag#fuohr9t i: UORE
808 hio57$nk; )_I-&*(*8LKHEE bhTnénKO, *>@

]

IAIhONASdR0:T0.9 2 W
JNHUlyheO:ie5n689-+_mftubsS B2 34GNKI> Whcett

Jo )0

opicurHo(79 9Lunrjr QO {IPIUHErCFXCRE . gp»

NHj, .U:0078kiop|_TWF 5% YRSE7r TH;KLI (Qfsuxp). =
V6P 1801 D778y FDAIEED ozl 10 TR A

¢ TecT Ha npoHukHoBeHne « Tect OBO (cuctembl  *  AHanus « TecTnpoBaHue Ha
ceTn (BHELUHWK MOBUIbHOrO BaHKMHIa, 6e3onacHoCTY NPOHUKHOBEHME
NepuMeTp,BHYTPEHHNI NHTEPHET B6aHKUHra) NPUMNOXEHUI WEB canTtos

nepmnmetp,VOIP, Wi-Fi)
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Bopbba ¢ MOOUNBbHLIMYK yrpo3amn. OCHOBHbIE LLAru

= PaspaboTka MobunbHOM cTpaTernm MoGuneras cmpamezus
— NoeHTudukaumns dbnsHec-uenen
(MouTa, TenedoHus, 4OCTYN K 35”3”“ Heny
Koro nyckaTtb?
pecypcam, coBMecTHasi paboTa, e
I'IpOLI,a)KVI) V Tunsl Mo6UABLHBIX
— OnpepnenexHue TMNoB HETRRHCTE

Y V PaspeLweHHble
NOAREPXMBAEMbIX yCTPONCTB il
— PaspaboTka npodumnen 6e3onacHoCTH
— PaspaboTtka matpuubl gocTyna

= Peanun3aumsa modunbHOW
cTpaTermm
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Pa3paboTka MobunbHoOM cTpaTternu P ey g

Innovations

NIST CneumansHoe u3gaHue 800-124
Pegakumsa Ne 1

PexomeHpauum no
MeHemKMeHTy U obecneueHuio
6ezonacHocTH MOBMNBHBIX
YCTPOMCTB Ha NpeanpuATHMX
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Q630D MOBUIBHBIX YCTPOMOETE .oceeeeiuiiaecsecemeeeeeseanesnaseanennaseansennsseaseannssansannsssnssnnsenssmnnerennee B

2.1
22

OnpeneneHye xapakTepncTUK MOBUMBHOTO YCTPOWCTBA ... 2
Yrpo3abl M YAIBMMOCTH BBICOKOTO YPOBHA . 3
2.2.1. HepocTtaTtodHaa domnandeckan Be30nacHOCTE coo e 4
2.2.2. WcnonesoBaHWe HeQoBepeHHBIX MODWUNBHBIX YCTPOWCTB ... 4
2.2.3. Wcnonb3oBaHWe HEQOBEePeHHBIX CETEM . e ]
2.24. Wcnone3oBaHWe HeQOBepeHHbIX NMPUMNOMEHWA .. .. .. ]
2.2.5. BaavnmogeRcTBWE ¢ OPYIMMK CUCTEMAMM ... 4]
2.26. WMcnonb3oBaHWe HEQOBEPEHHOMD KOHTEHTA ... .. [§]
2.2.7. WcnonezoBaHue cry:x0 onpefeneHWa MecTONONOWEHWA ... T

TeXHONOTMKM MEHEOAKMEHTA MODUINBHBIX YCTRPOMCTE ..vieeiiiecennsrsrsenssssssansssssssanssnsssassarsseas [

3.1
3.2
41

42
4.3.
4.4
4.5.

KOMMOHEHTEI M @apXMTEKTYPHBIE PELUEHMA ... e 7
B O OO T L 3
HaY A O 1
4 1.1. QOrpaHndeHnA No TMNaM MoBWUNbHBIX YCTRPOWCTE M YPOBHAM OOCTYNA ... 12
4 1.2. [ononHWTEeNbHLIE TpeboBaHWA K NONb30BATEMAM ... 13
P DA O KA 14
B H O D EH S e e e 15
JECAAYATAUMA M OOCTIVHMBAHME ..o 16
MabATHE M3 FKCTIMYATALME e e e e 17
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bopbba ¢ BHYTpeHHUMU yrpo3amun. Ansan_"s & ==

@ KommyHukaTop
“S VNPKmvent (5 MDM Arent

YrnpaBneHne n 0T4ETHOCTb

[ —

—

MexceTesble , Cisco Identity
3KpaHbI Cepeepa Cisco UC Service Engine

THELELL

- KopnopatueHble pecypcel
- ®annosbIn cepeep
- Active Directory

airwatch”

AirWatch MDM

airwatch

eﬂ

Secure Email Gateway

WLC feptienal

- Exchange/Lotus Notes
- gMail/Office 365

[octeBon goctyn

W @ KopnopaTueHbIi
e 7S poctyn
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MexaHn3mbl KOHTPOsA AocTyna ans 6opbobl ¢ BHyTpeHHI/cﬂ K olrdr s

. WSUS
Active — il
=] Directory | =1 | Antivirus Update
Server

3awmwaemble

pecypcol

KommyTarop goctyna

nogaepsroi 802.1 x 4 KonTtponnep Wi-Fl

-

- .
E 6.TocTesble MK
7.

5. MnaHweTbl 1

~ 3. IP Tenedore, TenedaHs

1. KopnopatusHsiii MK 2. KopnopaTmeHbii MpuHTEPS 6 6.locressie MK
C YCTAHOBNEHHBIMU MK 6es cpeacTs FaBeTIsion

CPEeACTBaMM 2aLLMTEI IALLMTE

paboTHMHOB
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Peannsaumna nonnutuk Mb V. anly— m B

Innovations

X04y paspeLlunTb AOCTYN K
cBOEN CeTy NoeHTndurkaumns un
TONMbKO aBTOPU3OBaHHbLIM aBToOpn3auuA

YnpasrneHue
XWU3HEHHbBIM LINKITOM
rocTeBOro Aocryna

£ xo4y paspeLunTb rocTEBOM
aoctyn

MHe HyXXHO pa3pewunTs /
3anpetutb iPADbI B Moen
cetn (BYOD)

Cepsuchbl
npounnnpoBaHus

MHe HyXHO, YTOGbI MoU
KOHEYHbIE YCTPOWCTBA He

i Hecnu yrposy
Cisco
ISE ak 51 MOry yCTaHOBMTb

MOJIMTUKN, OCHOBAHHOW Ha
NNYHOCTW COTPYAHUKA, a He

CepBuChbl OLIEHKU
COCTOSAHUSA

YnpasrneHne OOCTYNoMm Ha
OCHOBe rpynn
BesonacHocTH

MHe HeobxoauMo 3aliuLLaTh
TexHonorna MACSec

KOHbMAeHUManbHble
KOMMYHMKaLK

1333
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3awmuieH nu Baw 6usHec ot Advanced Malware? V ety gy £

C [} malshare.com/index.php

é malware for testing

Mowuck HoeocTi Bugeo KapTuHiu Ewe - WHeTp

PeayneTtatos: npumepro 6 560 000 (0,22 cek.)

WICAR.org | Malicious Website for Testing Internet
www.wicar.org/  MepeBecT! 3Ty CTPaHULY

The wicar.org website was designed to test the correct operation your a
malware software. The name "WICAR" is derived from the industry ...

WICAR org - Anti-malware Results - About - Resources

malware - Are there faux/fake malicious websites to
security stackexchange.com/.._/are-there-faux-f... = NepeBecTn 3
12 wroHA 2013 r. - NSS labs used that technique for its recent tests this
IE, Chrome, and Firefox. One of the sources of malicious URLs that N<
Bul nocewanu 31y cTpanuly 15.04.15.

Malware Sample Sources for Researchers - Lenny .
https://zeltser com/malware-sample-sources/ v MepeBecTi 3Ty C
30 AxB. 2015 1. - Malware researchers have the need to collect malwa
research threat techniques and develop defenses. Researchers can col
Bbl nocewanu 3Ty cTpanuly Heckonkke pas (2). [lata nocneaxero noc
15.04.15

Malware Samples - TekDefense - Downloads
www.tekdefense.com/.../malware-samples/ ~ MNepeBecTH 3Ty CTp
The MobiSec Live Environment Mobile Testing Framework project is a
for testing mobile environments. ... Downloads > Malware Samples.

Bhl nocelanu 3Ty cTpaHWLy Heckonkko pas (4). [lata nocnenHero nocelueHuA:

Communications

cd203e7e822bc0be03707ead 19255036

8a750099327a670112272e64a656191

299103c026a8507c407036114362dae

(1aa5938de67149edcbbd0b771ab38cM

ade239e3c4c1b65a096078634b75e1bf

9ea61b7dc0d526b683477a3db656C6dD

1a7ad4665e24942bedb7 11c21b6f3095

5802272155406a7b9140798180530913

f47ad7350b7290baaf0a2ch5f31c92ct

21153e0c148246deac048ed4350548

46dfb4d85e39e3d317400fBD38CCT5e9

14d8065a30ffd7d7d4169bededId6s03

883e86ebar909e74bbbdadbe983860a0

1559b0787ee30b4feb2aef23480814a

PE32

HTML

HTML

PE32

PE32

PE32

PE32

PE32

PE32

PE32

PE32

PE32

PE32

PE32
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1429690806

1429690273

1429690271

1429690016

1429688692

1429688588

1429688586

1429688585

1429688584

1429688582

1429688581

1429688579

1429688577

1429688575

Home

hitp://get.ddimedia1002.info/DownloadManager/Get?p=7302
hitp://dshared com/download/woblvZ0Jce/w?_online exe
hitp://4shared com/download/27cK2tfSce/ws_online exe
hitp:/icdn1.upsata.comitgtudp exe
hitp://get.ddimedia1002.info/DownloadManager/Get?p=7302
hitp://a.datacardbar info/v200307product_name=burndfree

hitp://a datacardbar info/v3777product_name=torrentplus3.4.2. .
hitp://a datacardbar info/v22597?product_name=clash
hitp://a.datacardbar.info/v34007product_name=wiiches
hitp://a.datacardbar info/v200307product_name=Video+Download...
hitp:/fa masternae. com/v23567product_name=TusFiles&filesize=
hitp://a. masternae.com/v235837product_name=Badoo
hitp:/fa.masternae.com/v2356 ?filesize=850.0+MB&installer fil...

http://a.masternae.com/v30262product_name=TSSTCORPTS-L633FDr...



AHTUBMpPYCa AOCTATOYHO? Communications
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POINT-IN-TIME DETECTION

Jvirustotal I Py

r—— =
+ Slgap
Technkques
+ Unknown
Praotocols

‘*‘ Blingt to
scope of

SHAZ56: c79ac8a613c7a25793b2a0167d48ababeBel ol 1ccdafl 1d0ad Tefc Tdff99dbd « Encryption COmpromise
» Polymarphism ‘*‘
Vi [baﬁna: [].exe.zip ;illal_nispgslﬂ_an ={_3!ean Actual Dispasithon = Bad = Too Late
; RETROSPECTIVE SECURITY
s e /56 Analysis Continues
BLIABMEHIA: >
[Jlata ananuaa: 2015-04-20 10:05:15 UTC (1 pemb, 22 vacos Kasan) Cisco AMP ;ll'l::gs back
! i fonei i * b Visibility
© lMoxowe, be3spenen! C GonkLuoi foneil yBEPEHHOCT MOXHO NPEANONCHHTE, UTO haitn Be3onaceH AnA uCnons3 Ly e
are key

Initiad Digpositon = Clean ~ Actual Disposition = Bad = Blocked
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[Tpumep pabotsl AMP

Communications

Technology

Network File Trajectory for eb271e84...62d8003d

File SHA-256

File Nanves

File Type

File Categary
Current Dispsition

Trajectory

10.0.57.124
10.0.100.50

192.168.0.37

172.26.0.57
10.131.15.58
10, 83
10, 0,193
10.112.10.99
10.0.112.59
10.0.228.70

10.131.12.62

Fuents,

Technology
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€ Transter

Dispositions () unknown  {} Matware ()
-

€ Biock

eh271e8d...624000d

panker. st , [ocingsut | Drostokans , fubnintos (+24 maore)
Executibies

O paivare &

soue Loy Hoh

Apr 21
03:19
o o le}
o o o
o .
& o
8. e o
- | [ |
o | |
& 1 |
8 1 |
]
&
o o ©
o
) creste (S Move (B Execute () sean (%) Retrospectve  (B) Quarsetine

O custom #7) Unavailable

-1~ FERRERLL) -
Wiaz1ss000 =

Last updated less than a minute aga 4
Malware Threats

Threat Name ¥ Count
s Wi CHISCE-T

+ § W3R TroianBreach.vET
-1 W32 Lamechi
+1 ¥ Lamechi: MalOb-tpd
+1 ¥ Trajano:VBTro-tpd
© W2 ERI71ERIGF-100 SR VIOD
+1 % Trouarkunkdes-tmd
+1 # Barmital: Trojan-tpd
1 Fakedlect: wPaCK g
1§ Bamital-NEID-tnd

Last updated less than a minute ago 4

Communications

3arpyska ¢aina npUoCTaHOB/IEHA

Wz, KOTOPEMA Bhl MBTESTECE CKEYETE, BOIMOWHO COASIMMT BNSAOHOCHEN koA, ©2AN OTNPEENSH Ha NPOBSPKY B 00NaYHKIA Capene |
thailn, HawmuTe kHonky Continue

Hazganne aitna: fut-rtsi.doc

Please cliclc| Continue | to download/upload the filz.

- w O R0 @ u D

I

Mew Indications of Compromise over Time

i

545 555 [

Last updated less than a minute aga

als

Gas

B35

ast 1 hour

BA b

LLUALA WA A

® . DAL A

Mi AL
LTy

Intrusion Evenls

Conmections by Secunty Intelligence Category

Security Intelligence Category ¥ Tolal Connections

Bt 65
Aftackers 343
Malwars 310
Qoen_Droy 288
Beaan 281
-39 To_sot nede 23
Open relay 234
-1 8 Pushing 232
Spam 197
nC 154

Last updated less than a minube ago

Traffic by Security Intelligence Category

¥ Total Bytes (K8)

Security Intelligence Category

1% Open rela 73sa.88
-+ 8 Alackers BAU3Ad

Tor_ et nede S891.68
<1 @ Stiany 3,820,627
-1 B Susmicious 3,583.67
+1 4 Bogan 267122
o1 Bt 1,481.00
-2 | Malvears m

e 123907

Phizhing 283

Last updated leas than a minute age
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1 File Information

2.1.3. Host Activity
Process Name - sample.exe

e > e ts and ing. i \zample_exe)

File Activity

File Action Si File Type | Hash

CiDocuments and Settings'All Users\Application Create 3roaoa e mdS:4567Te

Datalfc555e501-3010-7f17-c655-5250 13010644} sample_exe bb1a882bd3
fc5
shaiTZelal
déflddeedfl
d08bEcT0TI
shaZ5f:cle
52dad75dBa
233d3c460!
818f28c23a
10d32

CiDocuments and Settings'All Users\Application Create BE0 unknown md5:T36edd

Communications
Technology
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Created an executable file in a user folder
User fobders are storage locations for music, pictures, downloads, and other user-specific fles. Legitmate applications rarely place
executable content in these folders, while malware often does so to aveid detection.

Behavior Severity

File T PE Created a file in the Windows folder l I] [I
!—e?’pe The Windows folder contains the core componants of the Windows operating systam. Malware often maodifies the contents of this

File Signer folder to manipulate the system, establish persistence, and aveid detection.

SHA-256 c9ecd256f252dad75d867 c356b233d3fc46934 1264816f28c23a4«

SHA-1 72e3a9f00b16d4f1ddcedf1fb9323d08bEcTOT32

MD5 45677e3ffca83bb1ab692bd3eebdfdfch Used the HTTP POST method ' [I u [] []

File Size 375808 by-[es The HTTF POST method requests that a system accept the data enclosed in the body of the message. Malware often uses the

E=l ol " 2015-04-16 D8-33-40 PST POST method to exilirate large blocks of data over HTTP.

Verdict [Malware]

Antivirus Coverage VirusTotal Information

]l

Installed a Windows service

‘Windows services are background applications that are typically invisible to users. Unlike processes, services can run when no user
is logged on. Malware often installs senices to establish persistence on the system, or a5 a precursor to loading malicious device
drivers.

1l

Modified the Windows Registry

The Windows Registry houses system configuration settings and options. including information about installed applications. services,

and drivers. Malware often modifies registry data to establish persistence on the system and awosd detection.

Modified the Windows Registry to enable auto-start
The Windows Registry Run keys allow an application to specify that it should be launched during system startup. Malware often
I pes this hanism to blish persistence on the system and ensure that it will be run 2ach time the system boots up.

I

Modified Internet Explorer security settings
Modem browsers provide a variety of security controls that are effective at mitigating or preventing malicious activity. Malware often
maodifies the settings for these controbs to subvert 3 system's built-in security measures.

i

Modified proxy settings for Intemet Explorer

Rather than communicate directly with a server, a client may route requests through a proxy. If the prosy is malicious, it may modify
what a user sees when accessing web pages or even execute a man-in-the-middle (MITM) attack, potentially gaining access to
sensitive user information.
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