BARRACUDA NETWORKS

Jlnpep B o6nactn nHpopmaLyMoHHON 6€30NacHOCTM.
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Barracuda Networks
OcHoBaHa B 2003, wta6-kBapTnpa B Campbell, CA
1050 coTpyAHMKOB No Bcemy Mupy
PbiHkn: SMB, Midmarket, Enterprise

150.000+ KnneHTOB No Bcemy MUpy

O6pabartbiBaerca 150+ mnunnnappa Web 3anpocoB exxeiHEBHO

2+ MUINapAa NOYTOBbIX CO0OLEHNIN PUNbTPYETCA eXKeAHEBHO

Monb3yloTcAa cnpocom B PUHAHCOBbIX YYpEXKAEHNAX, pUTenne




BupeHwme:

Barracuda Networks o6ecneunBaer
6e30nacHOCMb, a TaKXKe XpaHeHue UHgopmayuu,
4yto ynpowiaem IT gna opraHusayum Bcex

pa3MepoB.




YnpouweHue IT - 3a cuet yero?
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bbicTpoe BO3BpaLleHNA NHBEeCTULUN

Nyyline cooTHoLLEHME LieHa/kadecTBO

JlnueH3npoBaHmne No yCcTpomncTeam

bbicTpoe pa3BepThiBaHME




[lopaep>Ka MNPOBOrro Kiacca
88%

KITNeHToOB

PEKOMEHOYIOT Barracuda, ocHoBbIBadCH
Ha KadecTBe TeX. Nooaepkku
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Barracuda
NG Firewall
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Barracuda

MopTdenb pewieHnin

be3onacHocTh

6 Barracuda
Email Security Service
Barracuda g
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eb Securty Fex Q Web Filter
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. Spam & Virus Firewall

3aimuTa NpuaoKeHun

Barracuda Barracuda N Barracuda
Web Application Firewall Load Balancer . Link Balancer SSLVPN

* D

l'ubkoe paseepmbieaHue peweHul: lNAK, supmyarnbHbie u obradyHble peuweHus
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3anmuTa JaHHbIX

Bamacuda " Barracuda
Backup Service Message Archiver
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be3onacHOCTb KOHTEHTa

e
@ Barracuda ',’i‘\ Barracuda
/\, Web Filter @ Qﬁ.-/' NG Firewall
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Barracuda Web Filter *bsiokrpoBKa o Tunam paunion @M”Acw‘

3aujyiaeT Be6-noab30BaTeseu OT *BJIOKMPOBKA IIPOKCH NETWORKS

BpE€ZIOHOCHBIX NPpOTpaMM U *bsiokMpoBKa noptoB U IP afgpecos
HECOOTBETCTBYKOLIET0 KOHTEHTA *BiokipoBka IM npuIoKeHHUH
ebsiokrpoBKa mnuoHckoro I10
*dusibTpaLus Mo KaTeropusam
*URL ¢unabtp
*UuTerpanus ¢ Microsoft AD, LDAP/NTLM
*JloKka/ibHbIE OJIUTUKHU MOJIb30BaTEJISl U FPYIIOBbIE
HNOJINTUKH
*/lBa aHTUBUPYCHBIX Apa

'OT‘{eTbI, CTAaTUCTHUKA, CTaTUCTHKA I10 Tpa(l)m{y

ApxuTekTypa Barracuda Web Filter
0 6HC Barracuda E ize Updates
Basa ganmbnc

curHaTyp npoToKenos Onpepenesnn
wnmowakoro N0 wnwoncroro M0 supycos wnwoncKare M0
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Barracuda Spam & Virus Firewall

ByiokupyeT criaM 3JIeKTPOHHBIX COOOIEHUN U ' M"Ag”ﬂ‘

NPOHUKHOBEHUS BUPYCOB, peA0TBpalias NETWORKS
IOTEPIO JaHHBIX *3aliuTa ot

*3awuTa ot BpegoHocHoro [10

*3ammuTa oT DoS atak

*@uUabTpaLMA UCXOAAUUX TUCEM

*[IpoBepka apxuBOB

. *OTyeThl, rpapUKU U CTAaTUCTUKA
% *12 ypoBHEH 3alUThI
Bpangmaysp Barracuda Spam & Virus

0O6HoBneHnA Barracuda Energize Updates
OTHEBITHIE CAWCKA Mpaswuna
3abnorMpoBaHHBD Cnmcrn sabnosmpoBadHbe Basa ganHbe onpegensias
IP-agpecos IP-agpecon, € KoTopsD: Onpepenerna Curnarypet IAf@BASMbLIX  CHaMa BHYTPH

% PACCHINAETCH CRas BApYCOE cnama yHmLE waoBpancer i
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CRopoCTH OTPAEMTERS nonMTAKS

BXNOOAWAA MoUTa Ry
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3NeKTPOHHbIE
cooBueH A

12 ypoBHel 33 IMTbI




Barracuda NG Firewall — TexHoJiorus cjaeaywuiero AHsi!
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Ontumusanusg WAN VPN nog, 110661e Firewall ypoBHsa Enterprise

Jiyawwmn UTM (AV+IPS+Spam& .
Web Filter) .
Firewall ypoeHsi Enterprise '
VPN nog ntobble TpeboBaHms
LleHTparnnsoBaHHOe ynpasneHvie

Application Control (800 ptotocols)
Ormmmnzaums WAN

YnipaeneHve OOoCTyrnoM K CETU
(NAC)

Traffic Shaping (QoS)  TPeOoBaHus .
Link Aggregation + IPSEC 5
Load Balancing ¢ TINA (Barracuda) o

Traffic Intelligence * PPTP/L2TP
(Windows)

SSL VPN (Web) and
client

Compression

“Traditional“ Network
Firewall

[Ipou3BOAUTENTBHOCTD
CTabUJIbHOCTD

MOHHUTOPHHT U YCTPaHEHUE
HemnoJ1aJloK

HeT orpanudeHui no
KOHUrypanuu
Management

Next Generation Firewall
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Barracuda Web Application Firewall

HapexxHas 3a1iuTa Be6-CalTOB U Be6G-CepBepPOB HA YPOBHE NPUJIOKEHUM M”‘ﬂ””‘

. NETWORKS
*MlHTerpupoBaHHbIA aHTUBUPYC

*UuTerpupoBaHHblil Firewall

[lonHas npoBepka nNpoTokoJj0B http, https, ftp
[IpoBepka 3anpocoB

*ABTOMaTHYecKas 3aljdTa BCeX BO3MOXKHbIX
yS3BUMOCTEHN

*3amuTa ot DoS aTak

*[IpokcupoBaHue TpadpurKa

*UuTerpanus c LDAP u RADIUS
*6a/laHCUPOBKA Harpy3Ku Mex/Jy cepBepaMu
*OTYyeThl CTaTUCTHKA

Apxuntexktypa Barracuda Web Application Firewall

06HoBneHkA Barracuda Energize Updates

Barracuda Web Application Firewall
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Barracuda Load Balancer

PacnipesienisieT ceTeBoM TpadUK MeXx Ay HECKOJILKHMHU CepBepaMu - MﬂAg””‘

HHTepHeT

*[1lpocToTa ncnonb3oBaHUS NETWORKS
*ABTOMaTM4eckoe banaHcMpoBKa pasfnnyHoOro poga Tpaduka

*BcTtpoeHHbIn IPS

*[logaepkka BCeX CETEBbLIX NPOTOKOSIOB

«3awmta ot DoS aTak

*PacnpegeneHune Tpagumka mexgy HeCKOnbKMMnN cepeepamMmu

* UHTerpupoBaHHas 3alllMTa OT HECAHKIIMUOHUPOBAHHbIX CETEBbIX BTOPXKEHUU

Apxurektypa Barracuda Load Balancer

Barracuda Energize Updates

Barracuda Load Balancer
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Barracuda Load Balancer



Barracuda Link Balancer <l M’Mﬂ”ﬂﬂ

O6’be,ZLI/IHHET MHOTO4YHUCJIEHHBIE HHTepHeT-HOZ[KII}O‘-IeHI/IH B €JHOE I1eJ10€e NETWORKS

*BCTpoeHHbIN dhanpBor

*[Togaepxkka BCeX TUNOB UHTEPHET COEANHEHNN
*banaHcmpoBKa 1 0TKa30yCTONYNMBOCTb KaHaroB
[lepepacnpeneneHme NopTos

*KawmnposaHme DNS

-CBon DHCP cepBep

-Site-to-site VPN

*OTYeTbl U CTaTUCTUKA

Pennukauua s obnauHom XpaHUnuile

Barmracuda Link Balancer

ﬁ = . Cepsep DHCP ] Link Load Balancer
‘ x Ynpaenenne
E i Kawrcepsep DNS ] nponyckHoR
i « GHocTsio (Q0S) MewceTesan

BUpTyanbHaa cetk VPN
[C‘ra‘mqua no TpadmKy U SNMP] BpaHgmaysp

KnneHTbl/cepsepbi

HWurepHer




Barracuda SSL VPN Mﬂ‘ﬂ”ﬂﬂ
Ob6ecneynBaeT 6e30MacHbIN yAaJleHHbIN NETWORKS

AOCTYII B aBTOMATHUY€CKOM pEXUME . .
*YoaneHHbI JOCTYyN nNonb3oBaTtenen Yyepes kaHan SSL VPN

*OrpaHuyeHune goctyna

*HacTtpanBaemble npodunv nonb3oBartens
*UHTerpauna c LDAP n RADIUS
*MIHTerpupoBaHHbIN aHTUBUPYC
*MHTerpaums c nobon NMHPpacTpyKTypom
*OTyYeThl CTaTUCTUKA

ApxuTtextypa Barracuda SSL VPN

O6HosneHnA Barracuda Energize Updates
Onpegenenms
Bupycos

[ Barracuda SSL VPN
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3alwmTta gaHHbIX

@ Barracuda Barracuda
N Backup Service Message Archiver




Barracuda Message Archiver

*ApxuBrpoBaHne BCeN NoYThI
*Hpekcauums

ARRAGUDA

NETWORMHKS

‘ﬂO,EI,,EI,ep)KKa BCEX MOYTOBbLIX CEPBEPOB

*LLiIndpposaHmne apxmsa
*OTYeThbl CTaTUCTUKA

ApxuTekTtypa Barracuda Message Archiver

Barracuda Energize Updates
=

Pop

Barmracuda Message Archiver
(Apxmeatop coofweHwi Barracuda)
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i ARRAGUDA

Barracuda Backup Service ki i

*ABTOMaTM4YECKOE pe3epBHOE KONMMpoBaHue

*HacTtpanBaembii MexaHn3M KonmpoBaHUSA

*[logoepxka Bcex pannoBbiX CUCTEM

*B0O3MOXHOCTb pe3epBHOro KONMpoBaHWA Ha BHELLHUW pecypc

*LLiIndppoBaHne gaHHbIX

*OTYeThbl CTaTUCTUKA rpadmkn

Barracuda Backup Service Architecture

-

) Internet )
Disaster Recovery Disaster Recovery

Storage Location 1 Storage Location 2

Your Office

? Encrypted Data
— Lol : -3 by
Your Data

20

Barracuda Backup Server




<) ARRAGUDA

Barracuda Control Center

LleHTpann3oBaHHOe yrpaBneHue yCTponcTBaMu

Yno6CTBO yrnpaBnieHus
MOHUTOPWHT CTaTyca
CraHgapTusaumnsa HacTpoek
[onUTUKK KOHTPOIA
Ob6nadHbIN cepBUC, YCTPOMCTBA Ha KapTe

CONTROL CENTER
INSSRENNN  Audiioos | users |

Web Filter Statistics (5) ? Web Filter Blocked Requests

Blocked Total Day

Policy

Spyware Webpage | 2 668 442 [ 43 607
Spyware Download o0 o0
Virus Download 966.017 | 14,528
Spyware Protocol 4] 4]
Total Blocked | 6,538,110 | 100,576

| Total | Day | Hour

Requests | 3 617,988 | 17.916 | 3.929 |

COETT




ARRALUDA

NETWORKS

[MpocTOo N NOHATHDbIN BeO-nHTEepdeic

' thnml_l- i;liil:_h.; ';||IE[....t; nl"nil.

Barracuda Message Archiver Barracuda Web Application Firewall
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CITACMBO 3A BHUMAHHE!




