










There are only two types of companies:
Those that have been hacked and those 
that don’t know they have been hacked

Robert S. Mueller, 
FBI Director











Azure Information 

ProtectionProtect your data, 
everywhere

Microsoft Cloud App Security

Azure Active Directory

Extend enterprise-grade 

security to your cloud 

and SaaS apps 

Microsoft Intune

Protect your users, 
devices, and apps

Manage identity with hybrid 

integration to protect application 

access from identity attacks

Enterprise Mobility + Security (EMS)

Detect problems 
early with visibility 

and threat analytics

Microsoft Advanced 

Threat Analytics









John Lambert & team, 
Microsoft

https://blogs.technet.microsoft.com/johnla/2015/04/26/defenders-think-in-lists-attackers-

think-in-graphs-as-long-as-this-is-true-attackers-win/



Приложения и данные

SaaS

Microsoft Intelligent Security Graph

Malware Protection Center Cyber Hunting Teams Security Response Center

УстройстваИнфраструктура

CERTs

PaaS IaaS

Identity (Учетные записи)

INTELLIGENT SECURITY GRAPH

Cyber Defense

Operations Center

Digital Crimes Unit

Antivirus NetworkIndustry Partners











“Through 2020, 95% of 

cloud security failures will be 

the customer's fault.”

Gartner Top Predictions for IT 

Organizations and Users for 2016













Program Azure Office 365 CRMOL Intune
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я ISO 27001:2005 or 27001:2013 ✔ ✔ ✔ ✔

ISO 27018:2014 ✔ ✔ ✔ ✔

SOC 1 Type 2 (SSAE 16/ISAE 3402) ✔ ✔ ✔ ✔

SOC 2 Type 2 (AT 101) ✔ ✔ ✔

CSA STAR Level 1 ✔ ✔ ✔
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US Government Cloud ✔ ✔

Fed RAMP Moderate ✔ ✔

ITAR ✔

CJIS ✔ ✔

IRS 1075 ✔
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PCI DSS Level 1 ✔ ✔

HIPAA BAA ✔ ✔ ✔ ✔
21 CFR Part 11 (FDA and European Medicinal 
Evaluation Agency EMEA)

✔

FERPA ✔ ✔ ✔

GxP (GLP or GMP)
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EU Model Clauses ✔ ✔ ✔ ✔

UK G-Cloud OFFICIAL ✔ ✔ ✔

Australia Gov IRAP/ISM ✔

Singapore MTCS ✔ at Level 1 ✔ at Level 1

China Sovereign Cloud ✔ ✔

China MLPS Level 2 ✔

China CCCPPF ✔

http://www.windowsazure.com/en-us/support/trust-center/compliance/
http://trustoffice365.com/
http://crm.dynamics.com/trust-center
http://www.microsoft.com/en-us/intune-trust-center/default.aspx
http://en.wikipedia.org/wiki/ISO/IEC_27001:2005
http://en.wikipedia.org/wiki/ISO/IEC_27001:2013
http://www.iso27001security.com/html/27018.html
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization'sManagement.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization'sManagement.aspx
https://cloudsecurityalliance.org/star/self-assessment/
http://www.fedramp.com/fedramp-conops/fedramp-definition-and-purpose.html
http://en.wikipedia.org/wiki/International_Traffic_in_Arms_Regulations
http://en.wikipedia.org/wiki/FBI_Criminal_Justice_Information_Services_Division
http://www.irs.gov/uac/Encryption-Requirements-of-IRS-Publication-1075
https://www.pcisecuritystandards.org/security_standards/
http://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act
http://en.wikipedia.org/wiki/Title_21_CFR_Part_11
http://en.wikipedia.org/wiki/Family_Educational_Rights_and_Privacy_Act
https://en.wikipedia.org/wiki/GxP#List_of_GxPs
https://en.wikipedia.org/wiki/Good_laboratory_practice
https://en.wikipedia.org/wiki/Good_manufacturing_practice
http://ec.europa.eu/justice/data-protection/document/international-transfers/transfer/index_en.htm
http://en.wikipedia.org/wiki/UK_Government_G-Cloud
http://www.asd.gov.au/infosec/ism/
https://www.ida.gov.sg/About-Us/Newsroom/Media-Releases/2013/New-Multi-Tier-Cloud-Security-MTCS-Standard-Launched-In-Singapore
http://www.tiaonline.org/sites/default/files/pages/USITO 2014 JCCT Joint Submission- FINAL_0.pdf
http://www.tiaonline.org/sites/default/files/pages/USITO 2014 JCCT Joint Submission- FINAL_0.pdf

