—H0Bay

Microso

apas
1

ApteM CUHULBIH

pyKOBOﬂ,l/ITeﬂb nporpamm Kb

rMa V]

B LleHTpansHom 1 BoctouHowm EBporne

=" Microsoft

b [J1a3aMU















There are only two types of companies:
Those that have been hacked and those
that don't know they have been hacked

Robert S. Mueller
FBIl Director



PROTECT DETECT

across all endpoints, from using targeted signals, behavioral
sensors to the datacenter monitoring, and machine learning

OUR NEW
SECURITY POSTURE

closing the gap between discovery and action
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OUR UNIQUE APPROACH Henii;
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Apps & Data

C& Infrastructure



IQUE APPROACH

FOSt & Windows

PLA]FUR'W in.dows Trust Boot

Device Guard

Credential Guard

Microsoft Passport

Windows Hello

Windows Defender ATP
Windows Update for Business

Enterprise Data Protection

OUR SECURITY PLATFORM

|dentity

Device

Microsoft A2ste” ] Office 365

Azure Active Directory Advanced Threat Protection

Azure Security Center Anti-Spam / Anti-Malware
Message Encryption

Cmgﬁ\%‘rQ%ta(box

Data Loss Prevention

C@ Infrastructure

Azure Storage Servic@ Encrgpgon
Azure Key Vault n:I



Enterprise Mobility + Security (EMS)

salesforce

]
N

Azure Active Directory

. ‘ . . ‘. Microsoft Cloud App Security

Manage identity with hybrid

integration to protect application
access from identity attacks
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Extend enterprise-grade
security to your cloud
and SaaS apps

10 @ Microsoft Advanced
m 8(1)‘1) W  Threat Analytics

< Azure Information

E @ Protect your data, Protection
everywhere

Protect your users,
devices, and apps

Detect problems
early with visibility
and threat analytics
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Classified as Microsoft General



Azure regions

Azure is generally available in 30 regions around the world, and has announced plans for 4 additional regions. Geographic
expansion is a priority for Azure because it enables our customers to achieve higher performance and it support their

requirements and preferences regarding data location.

Explore products per region M

Canada East -
: Morth Europe -.....

Canada Centra . 5 UK Wast ---nemmr
US Gov lowa
Central US ------Morth Central US
West US .o @ - US DoD East
US DoD West .e-veeee. @ East US
South Central U5 - s East US 2

US Gov Virginia

Generally available
@ Coming soon

-------- Brazil South

UK South -

West Europe
Germany Northeast

Germany Central - Korea Central
L b Korea South
China North .-....... Vi Japan East
"' e Japan West
China East ---o---
West India =@ . ¥ T 2l
Central Indig ==
South Indig —

Southeast Asia

=aeenens BiLStralIE East
--------- BAustralia Southeast



Multi-factor authentication

¥

Data encryption

-
User accounts R

D

E Device log-ins J/B @

~ nauthorized data access
Attacks ﬁ o)

PLATFORM User lod PARTNERS

Ph Denial of service

System updates @
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Detenders think in lists. Attackers think in
graphs. As long as this is true, attackers win.

John Lambert & team,
Microsoft

https://blogs.technet.microsoft.com/johnla/2015/04/26/defenders-think-in-lists-attackers-
think-in-graphs-as-long-as-this-is-true-attackers-win/



Microsoft Intelligent Security Graph
O

ee®ee Cyber Defense
Operations Center

Malware Protection Center Cyber Hunting Teams Security Response Center

Digital Crimes Unit
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Conditional ~ Cloud App Event Rights Key Security . A_ctivg _ Windows Office 365 SmartScreen
Access Security Management  Management  Vault Center (SO SERTIT Update Advanced Threat
Protection
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Advanced Threat
Analytics Azure Active

Active
Directory Directory
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Red Team vs. Blue Team
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OUR PARTNERSHIP APPROACH

Partner with peers
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Work with government



Cloud security = Shared responsibility

Responsibility On-Prem laaS PaaS  SaaS

Data classification
& accountability

“Through 2020, 95% of

Client & end-point

protection cloud security failures will be
ey e the customer's fault”

.IAppIIication |

evel contro

Gartner Top Predictions for IT
Organizations and Users for 2016

Host infrastructure

Physical security
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MIcroso

TS SUPPORT IMAGES

Office 365
Trust Center

Privacy. Security. Control.

Learn how we. as an industry leader in cloud productivity
services. are continually taking steps to maintain your trust in
Office 365.

Our commitment to the area of trust is explained through the
five pillars of the Trust Center.

Your privacy matters
» Your data s not used for our advertising.

able you to collaborate but also give you the ability to
nation sharing

= You ow tain all rights to your data in Office 365.

Learn more ®

industry standards

fied to meet requirements sp
ses, HIPAA BAA. and Fl

MPLATES

STORE

Watch the v

Leadership in transparency

» You know where your data resides.

about who can access your data and under

keep you updated about changes to data
cations and other audit information.

Learn more ®

urity

 Our built-in s atures are a result of over a decade of

ding and protecting online services.

security settings that enable you to have
control over your information.

curity pro

s monitor, anticipate. and mitig:

= Trust Centers

SALES: 1-800-867-1389

Windows Azure Trust Center

Last Updated: March 2013

Overview
Security

Privacy

Compliance

Trust FAQ

E stting e ty pract
EARN MORE (2
Your Privacy Matter:

pe pr f your data

LEARN MORE (2

jently Verified

world class industry standards

fied by third parties

Mg Microsoft Dynamics

Home  Vision  Solutions  Industries  Products  Resources  Support

Data protection

Discover our trust principles.

Microsoft Dynamics CRM Trust
Center

Get started
1-888-477-7989

s ami M Online cus to help
rity of trive to take a leadership role dustry privacy, security
and compl ugh the following trust ¢
T rity Alliance suggests that every custor eir cloud service
F ad range of security and privacy q @ your trust i

0 have

enter content.

Your privacy matters

We respe privacy of your data.

No advertising

s out of customer

data mining, or
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COOTBETCTBME HOPMaM W CTaHAAPTaM

Program Azure Office 365 CRMOL Intune

ISO 27001:2005 or 27001:2013 v
ISO 27018:2014 v
SOC 1 Type 2 (SSAE 16/ISAE 3402) v
SOC 2 Type 2 (AT 101)
CSA STAR Level 1

LLlnpokoro
NPUMEHEHNS
AN NN

US Government Cloud
Fed RAMP Moderate
ITAR

ais

IRS 1075
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PCI DSS Level 1

HIPAA BAA

21 CFR Part 11 (FDA and European Medicinal
Evaluation Agency EMEA)

FERPA
GxP (GLP or GMP)
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v v v
v 4

EU Model Clauses

UK G-Cloud OFFICIAL
Australia Gov IRAP/ISM
Singapore MTCS v at Level 1 v at Level 1
China Sovereign Cloud v v
China MLPS Level 2 v

China CCCPPF v

SSENES

PermoHanbHble



http://www.windowsazure.com/en-us/support/trust-center/compliance/
http://trustoffice365.com/
http://crm.dynamics.com/trust-center
http://www.microsoft.com/en-us/intune-trust-center/default.aspx
http://en.wikipedia.org/wiki/ISO/IEC_27001:2005
http://en.wikipedia.org/wiki/ISO/IEC_27001:2013
http://www.iso27001security.com/html/27018.html
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization'sManagement.aspx
http://www.aicpa.org/InterestAreas/FRC/AssuranceAdvisoryServices/Pages/ServiceOrganization'sManagement.aspx
https://cloudsecurityalliance.org/star/self-assessment/
http://www.fedramp.com/fedramp-conops/fedramp-definition-and-purpose.html
http://en.wikipedia.org/wiki/International_Traffic_in_Arms_Regulations
http://en.wikipedia.org/wiki/FBI_Criminal_Justice_Information_Services_Division
http://www.irs.gov/uac/Encryption-Requirements-of-IRS-Publication-1075
https://www.pcisecuritystandards.org/security_standards/
http://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act
http://en.wikipedia.org/wiki/Title_21_CFR_Part_11
http://en.wikipedia.org/wiki/Family_Educational_Rights_and_Privacy_Act
https://en.wikipedia.org/wiki/GxP#List_of_GxPs
https://en.wikipedia.org/wiki/Good_laboratory_practice
https://en.wikipedia.org/wiki/Good_manufacturing_practice
http://ec.europa.eu/justice/data-protection/document/international-transfers/transfer/index_en.htm
http://en.wikipedia.org/wiki/UK_Government_G-Cloud
http://www.asd.gov.au/infosec/ism/
https://www.ida.gov.sg/About-Us/Newsroom/Media-Releases/2013/New-Multi-Tier-Cloud-Security-MTCS-Standard-Launched-In-Singapore
http://www.tiaonline.org/sites/default/files/pages/USITO 2014 JCCT Joint Submission- FINAL_0.pdf
http://www.tiaonline.org/sites/default/files/pages/USITO 2014 JCCT Joint Submission- FINAL_0.pdf

