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OBOMOLNSA BapruaHTOB BPEAOHOCOB-LLIMMPOBanbLLUMKOB

CteueHne 06CTOATEALCTB — AETKOEe U 3PPEKTUBHOE
LWnppoBaHUE, MOMYAAPHOCTb SKCMAOUT-KUTOB U PULLKUHTA, a

TaKKe roTOBHOCTb XEPTB NAATUTb BbIKYN LWaHTaXucTam SamSam
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Cokri DMALock Hydracrypt
Bitcoin CBT-Locker Chimera R_okku
ceTb 3anyLleHa Dirty D TorrentLocker  Hidden Tear Jigsaw
alieln C;;tgtorebci‘trypt \é“’!oslk " Lockscreen Powerware
cisco Cryptographic Locker s\?g;nag“ Teslacrypt 2.0

Urausy
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The Jﬁf of Tech. by Mitrozoc & Snaggy

The Internet of ransomware things... 30 BUCKS IN
= 9 @ BITCOIN, OR NEXT
SMOKE, T MEHT
ON STRIKE i
HUNGRY? UNTIL YOu JUE‘;‘TL'EELVOU

PAY UP AND SEND MONEY

20 BUCKS

ILL UNLOCK TO MY THE NEXT TIME
AACKERS, M BAVERL YOU LEAVE, ITLL MY ALARM
_ o v I‘LL BE COST YOU 100 SYSTEM IS
R I'LL ONLY || [BURMING THE BUCKS TO GET GOING TO GO

BREW OFF RANDOMLY

THROUGHOUT
THE NIGHT,
UNLESS YOU

BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

EXCUSE US
WHILE WE

HAC PARTICIPATE
OR L'iL REVERSE IN A DDOS OFF THE
ACK. HEAT UNTIL
MY MOTOR AND ATT.
BLOW DIRT ALL

OVER THIS

IlL START
YOUR CAR, BUT
ONLY TO TAKE
¥Oou TO YOUR
BANK TO MAKE

SEND ME 25 OR

SEND-US cASH, ON YOUR SOCIAL
YOUR REFPUTATION NETWORK THAT YOU

WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMS

WILL BE IN THE
TRASH.
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PeweHune CiSCo no 3awunTte OT BbiIMOraTerneu

PeweHwne Cisco no 3awmTe oT B%raTeanKoro [1O — aTO He
cepebpsHas nyns u He rapaHTupyet 100%-1 3awmTbl. OgHaKo OHO
NOMOMb:

, Imorarenbckoro 10 B ceTb unu Ha 1K,
KOrAa 9TO BO3MOXHO ' \*
. OCTaHOBMTb €ro 40 TOro, KaK OHO ByAeT yNpaBsiTLCs U3BH

- OBHapyxuTb, KOrga OHO NOSIBUTCS B CETU
okanna3oBaTb ero Ans 3au.|,aib| OT pacrnpocTp

ObecneunTb pearnpoBaHue yCTpaHeHna ya3
flokanua3aunmn atakoBaHHbIX Y4acTKOB

.

1Gartner Report “Office 365, Goot rk and Other Cloud Office Key Initiative Overview” July 2015



InemMeHTbl pewienns Cisco no 3awuTe ot

BbiMoratensckoro O

- Threat intelligence — 3HaHue 0
CYLLECTBYIOLMX BbIMOraTensx u @
cnocobax nx KOMMyHUKaLNi
- 3awwuta E-mail — 6rnokmuposaHue
BMOXXEHUIN U CCbINTOK B
COOOLLIEeHMAX

- 3awwuTta Web — 6noknpoBaHue
web-KoMMYyHUKaumin C
NHPULMPOBAHHbLIMW CanTamMmn U

drannamm
425\ - 3awwTa DNS - npepbisanie
\0FA B3aNMOZENCTBIUS C y3namu

Command & Control

3awmTta lNK —
NHCMEKTMpOBaHMe (pannos,
KapaHTWH 1 yganeHue

CermeHTauuns — KOHTPOJb
OocTyna, pasgeneHue
Tpadmka Ha 6a3e ponen u
NONUTUK

[MpenoTBpalleHne BTOPXKEHUN
— BnokMpoBaHuMe aTak,
9KCMNSIOUTOB U pa3BeaKu

MOHWUTOPUHI aHOManNMn —
naoeHTndpurkaumsa mn
onoBelleHmne ob aHomanmsax B
ceTtun



LEAb 3APAXXEHUE B3AOM

Host
Anti-
Malware

BcecTtopoHHAA
UHpaCTpyKTypa
3aluUThbl

Threat
. Intelligence

NGFW

aHomManuy




[xeHTnbMeHcknn Habop Cisco

@ cisco umbrella @ \ext-Gen Firewall @ ~vp

<>

N <3t

OpenDNS brnokupyeT 3anpocel OpenDNS 6rokupyeT 3anpocsl AMP for Endpoint 6rnokupyet

NGFW/NGIPS 6rokupyet NGFW/NGIPS 6riokupyet hairibl & CoeAMHEHNS! C
coevHeHus COEANHEHMS KOMaHAHbIMW cepBepamMu

vl
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. Cisco Umbrella ‘ Next-Gen Firewall ‘ AMP

=]

N

Email Security w/AMP AMP for Endpoint 6nokunpyet
Gnokupyet dannsl annbl & coenHeHNs ¢
KOMaHAHbIMU cepBepamu

e
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Kakune MPOTOKOJIbl UCIMOJ1b3YHOT BbIMOraTenun?

LLindopoBaHme kaHana ynpaBrieHUss 60THETOM

UVA
Locky
SamSam
TeslaCrypt
CryptoWall

TorrentLocker

PadCrypt
CTB-Locker
FAKBEN
PayCrypt
KeyRanger

O
o =
0

IP
®

NO C&C

TOR

LlHaHTax

OINMJNATA
DNS
DNS (TOR)
DNS
DNS

DNS

DNS (TOR)
DNS
DNS (TOR)
DNS
DNS



Cisco Umbrella

MALWARE

TIIr
CIsco

HoBbIM ypoBEHb 0OHaPYXEHUS
MPOHNUKHOBEHWIW C BO3MOXHOCTbIO BHYTPU
CETU BUAETb TO, YTO OObLIYHO BUAHO TOALKO B
NHTEepHeT

Check Point) 3a nepumeTpom 1 NoAyyeHue
HeMeAANEeHHOro oteeTta Ha Bawu I0Cs

KOMIMaHWKO MO CpaBHEHUNIO C TEM, YTO
MPOUCXOAUNT B MUPE

PaccnaepoBaHKME aTak, UCMOAB3YHA «OKUBYHO»
kKapTy MHTEPHET-aKTUBHOCTH



UTto otnnyaet Cisco Umbrella?

MpepoTBpalLeHue yrpos
He npocTto oGHapyxeHue yrpos

3awmta BHYTPU U BHE CETU
He orpaHunymnBaeTtcsa ycTponcteamu, nepegatromumm Tpaduk Yepes
nokaribHble YCTPOMCTBa

MocTtossHHOE 06HOBAEHME
YCTponcTBYy He HyxXHO obpallaTtbes K VPN Ha nokanbHOM cepBepe ans
nonyyYyeHns o6HOBNEHUN

BI\OKMpOBKa Ka>XKAOro AoMeHa ANA BCEX NMOPTOB
He Ttonbko IP-agpeca nnn gomeHbl TonbKo Yepes noptbl 80/443

U M B R E L LA .............. O UHTerpauma ¢ naptTHEepPCKUM U NoAb3oBaTenbCKUM MO

He TpebyeT ycnyr npodeccnoHanoB npy HacTponke
[TpMeHeHne NoNUTUK

RN
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HenpepbIBHBIN aHaNnU3 U peTpocnekTuBHag
6e30nacHOCTb

L4epe3 BCE TOYKM KOHTpOJ‘IFI

© © ©¢ 6 O

Email CeTb Mo6unbHble ycTporicTBa

Bocnon I:a3y17ITer Kno4yeBbIMN BO3MOXHOCTAMMU

%

MaoeHTudmkaumna CnexeHue 3a OB6Hapy>xeHne Tovek AHanus nosegeHus OnepaTtuBHbIe nokanuaaums un
TOYKM BXOAa pacnpocTpaHeHeM yrposbl 3apaxeHusi/komnpoMmeTaLmm BOCCTaHOBIIEHNE

- [ns oTBeTa Ha BONPOCLI, KOTOPbIe A4eMCTBUTENIbHO Bac BOJIHYIOT. ..

Cisco



100 Tb

OaHHbIX eXXegHEeBHO

1.5 MUITITTIMOHOB

ceMnrioB exxegHeBHO

600 MUITNTMAPLOB
coobuieHnn Email
eXxeagHeBHO
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Web-3anpocoB exeaHeBHO

TALOS

1110011 0110011 01010101 OI 10 100 000110 1010 0110 00
1110011 0110011 1010110110 10 10 100 0010 1000 0110 00
1110011 O1100II 101000 O 1000101 011 010101
00100 100101 110101 0118L_101001010.01101011 0100101 10 00
11011101 01101101 11001010 QM@RIO0I00 1010 1010 10010100

Otpd0010 1010101 Ol1I0I0I0!

11011010101 1010101 01010468
1110011 1000101 10001#
001 101010 I01011100D
01100 1001010 010010

DN

001010 0101010 I0l0l00I Ol0I 010l 0l0I 0101 Ol0QIOI

24 - 7 » 365 onepauuu

250+
uccrnepoBaTenen yrpos

MWINJTMOHDBbI

areHToB TenemMeTpun

4
Mmo6anbHbix LJOoB

Csbiwe 100
naptHepoB Threat
Intelligence

30 neT nocTpoeHusi
obanbHoe i’
ceTen no Bcemy
CKaHupoBaHue
Mupy




3awmTta ot BbiMoratensckoro O ot INK oo obnaka

Email Security Umbrella

B ceTv unu B obnake m BesonacHocTb 13 obnaka
Brnokupyet 0o 99% cnama, ypoBeHb Brnokupyet 95% yrpos go Toro, Kak
NOXHbIX cpabaTtbiBaHui - 1 Ha 1 OHM HaHecyT yuepb

MWUJTTIMOH NMncem

Next-Gen Firewall/IPS AMP
i@i [MpriopuTesaums yrpos YBuageB yrposy ogHaxabl, 6briokmpyet
[\ /| =

ABTOMAaTUYECKU OTBET ee Bes3fe

YnyulueHHoe o6HapyxXeHue Hanbonee acdekTnBHOE peLueHne
BpenoHocHoro MO ANt U3BECTHbIX U LieneBbIX Yrpo3

e
CIsco © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 19



YTto panbLie?

. MNognuwmnce Ha BebnHapbl Cisco Security Expert, 4ToObl OosbLLe
y3HaTb O TOM, Kak TexHosiornm Cisco nomMoratoT pellaTb Balun 3agaudn

(http://www.cisco.com/c/m/en uk/events/2016/securityexperts/index.html)

- 3annaHupyunrte TectmpoBaHne OpenDNS

(https://www.opendns.com/enterprise-security/)

- Y3HainTe b6onbLie o peweHun Cisco no 6opbbe ¢ BbiMoratenamm
http://www.cisco.com/c/en/us/solutions/enterprise-networks/ransomware-defense/index.htmi

- OcTtanucek Bonpockl? MNwnTte Ha security-request@cisco.com

wtleetln
CISCO


http://www.cisco.com/c/m/en_uk/events/2016/securityexperts/index.html
https://www.opendns.com/enterprise-security/)
http://www.cisco.com/c/en/us/solutions/enterprise-networks/ransomware-defense/index.html

[lpocTto | OTKpbITO | ABTOMaTN3npoBaHoO | IPPEKTUBHO

CISCO SECURITY
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