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NaHgwadT yrpos
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MacwTtabHble aTakun Bceraa OCBeLLI,aJ'II/ICb B HOBOCTSIX
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Ransomware 'Nyetya' behind new == |
global cyber attack: Cisco e
BY IANS | UPDATED: JUN 28, 2017, 12.00 PM IST 7 Posta
B KaszaxcTtaHe oTpakeHo 645 knbepartak
wipeh Ha rocopratbl ro yassumoctu WannaCry
Pe‘\}a 35 a Havapwasncs 12 man xakepckas artaka satpoHyna Sonee 100 Teicsiy opraHusaumia B 150 cTpaHax.
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hospitals
09 'Massive ransomware Jttack' hits companies, hospitals,

schools worldwide
Lasting Damage and a Search for Clues in Cyberattack
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Why WannaCry ransomware took down so
many businesses

By NICOLE PERLROTH JULY 6, 2017
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& Piriform CCleaner

CCleaner Free

,’ Windows Applications
,é Internet Explorer "

Ceaner v Temporary Internet Files

+ History
(1 | v Cookies
[ 1 ] v Recently Typed URLs
Redgistry « Index.dat files

v Last Download Location
Autocomplete Form History
Saved Passwords

Windows Explorer

v Recent Documents

« Run {in Stark Menu)

v Other Explorer MRUs

v Thumbnail Cache

v Taskbar Jump Lists
Metwork Passwords

&% System

v Empty Recycle Bin

v Temporary Files

v Clipboard

v Memory Dumps

v Chkdsk File Fragments
v
UK s o w18 m ibeim

http://blog.talosintelligence.com/2017/07/the-medoc-connection.html

CCleaner. KaHauaaTt Ha 30M0TO.

Cisco Talos obHapyxumnu
BP€AOHOCHbIN KO B
nonynapHon ytunute CCleaner
OT KoMnaHun Avast.

bakoop nossonder
3r10yMbILUSIEHHMKAM 3arpyxaTb
OOMOSTHUTENBbHOE BPELOHOCHOE
MO anga wnuoHaxa

CKomMnpomeTMpoBaHHasA BEpCUs
CCleaner 6bina 3arpyxeHa

2,27 MnH pas.


http://blog.talosintelligence.com/2017/07/the-medoc-connection.html

W) Artaka WannaCry
Man 2017

[25855, 'RU']
[22986, 'CN']
[7614, 'TW]
[5966, 'UA]
[5054, 'US']
[3087, 'CA]
[2195, 'KR']
[1712, 'FR]
[1394, 'IN']
[1132, 'BR]]
[943, 'HK]
[656, 'IP]
[651, 'GB]
[546, 'DE]
[518, '
[517,"

[480, '

[436, 'IT"

[337, 'MD']

. V=
https://ww.youtube.com/watch?v=_VeKNYBzhw0 [330, PH] |




W Nyetya. OH xe Petya-A. OH xe He-lleTs

NoHb 2017

Ncnonb3oBan A4OBEPEHHbIN
KaHan byxrantepckoro MO ans
AOCTaBKM B OpraHM3aumnm
Ncnonb3oBan rmbpuaHyto
METOA010TUI0
PacNpPoOCTPaHEeHMS

LLndposan dpannbl He C Lenbto
Nnosly4yeHunA BblKyna, a Ana
HaHeCceHuA ypoHa

PaccnepoBaHue ataku ot rpynnbl Cisco Talos
el http://blog.talosintelligence.com/2017/07/the-medoc-connection.html
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Cneaym 3a «NJ10XUM KPOAMKOM» !

UHTEP/AKC Odesa M

INTERFAX internationalairport "‘

« BadRabbit -- maccoBas ransomware
KamnaHus

» [lopaxeHbl opraHmsaumun B

* Poccun, YkpanHe, bonrapuu, Typuum

* OCHOBHOW BEKTOP 3apaxeHusi — nogaenbHoe
obHoBneHne Adobe Flash

* Kcnonb3yeT metoabl nocnegoBaTenbHOro
pacrnpocTpaHeHusa n3 Petya/Nyetya

PaccnepoBaHue ataku ot rpynnbl Cisco Talos
http://blog.talosintellisence.com/2017/10/bad-rabbit.html
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DBONOLMA BaPMAaHTOB BbIMOraTeneu Neytya

CTeuyeHune obcToATEeNbCTB — Nerkoe n apdeKTuBHoe

Cy:borg : Rfed plus Android
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lWndpoBaHMe, NONYIAPHOCTb IKCMIOUNT-KUTOB U PULLKMHTA, a SamSam  WannaCry |
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CoBmelleHMe!
LWINPPOBA/BLLMKOB C YepBEM

L : LNdpoBaNbLUMK-pa3PYLIMTEND :
Bitcoin P HK-paspy :
CETH 3anylliena [loBepeHHbIN KaHan
NOCTaBKM



MHTEepHET Bellen-BbiMOraTenemn

The JO)‘ of Tech-. by Mitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE
HUNGRY? UNTIL YOU
PAY UP AND

IL UNLOCK

ACCOUNT

OR I'LL ONLY || (BURNING THE

TOAST IF You
DON‘T GET
ME SOME

THE NEXT TIME
YOU LEAVE, IT’LL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

30 BUCKS IN

BITCOIN, OR NEXT

TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,

UNLESS YOU

DISHES CAN EXCUSE US

; WHILE WE
WIRE MY WAIT, I'M PARTICIPATE : T'M TURNING
HACKER $100 BUSY MINING OFF THE
IN A DDOS

OR I’LL REVERSE BITCOINS. L ATTACK.

MY MOTOR AND

BLOW DIRT ALL

OVER THIS
PLACE{

I'LL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
- BANK TOSFMKE
IF YOU DON‘T - A TRANSFER. 7L TELL EVERYONE
SEND US C4SH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-
CONNECTED BROOM!

SEND ME #25 OR
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B 6e30MacHOCTM He CyLecTBYeT eaANHOM
cepebpsaHon Nyau

FWI/VPN

“PaspewmnTb nnu
3anpeTuTb”’

EDR

lNeco4Hunua

“Fix Antivirus”

KoHTponb
NPUIOXKEHWN 1
NGFW

BbigaBnatb
HEens3BecTHoe

NAC

IDS /IPS

AV

“lNpoBepka curHatypbl”

“No false positives,
no false negatives.”

“HeT kntoya HeT goctyna”

“Fix the firewall”

“Captive portal”



Mwudbl Vb, pazseH4YaHHble aTakamu 2017

ObHoBnennn OC xBaTaeT Ans
3aluThl

AHTUBMPYCHLI C 3BPUCTUKON MOTYT
npegoTBpaTUTb 3apaxeHue
danepBos1 HOBOro NOKOMEHUS
OCTaHaBfMBaEeT aTaky
[leco4HMUa — 3TO NaHaued
[Tonb3oBaTenb U PULLINHE —
NpUYKnHbLI BCcex befn




bonee apdekTnBHaAsa cTpaTernsa aTo
HapyLUUTb anropuTM 3r1I0yMbILLSTEHHNKOB

Llenoyka atakn — Kill Chain
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lenocTHbIN NoaXxoa NO3BONAET pa3pyLUNTb
LIEeNOYKY aTaku

CoTtpyaHuku [lpoueccbl TexHororum




Paccmatpusante BPEMA pearnpoBaHms Kak HOBYIO
MeTpuKy adpdektnsHocTn b

N

HeTekTnpoBaHue YCTpaHeHue

Bpewms




Kakne TexHonorum nomorawtT 40, BO BPpeEMS 1 Mocne
aTaku nporpaMmmbl-BbiMOraTens

BesonacHas OrpaHuyenve “Benblit” 3awmta oT  Zaumra CermeHTaums AHanus lMocTosAHHbIN
HacTponka MOSHOMOYMIA  CAMCOK  BPEAOHOCHOr0  DNS cetu yrpos MOHSV:TEOAFAMHF
OC u pomeHa NPUNOXEHWI Koda

vl © 2016 Cisco unu adunmnposaHHble komnaHuy. Bee npasa 3alUuLLeHb!.
Cisco . 18



PunbTpauma 3anpocos no DNS u [P DNS
— nepBasa IMHMNA 3aLLATHI

Malware
C2 Callbacks
Phishing

MNepeas Bcé HaunHaeTca ¢ DNS

4 )\

MNpeawecTsyeT OTKPbLITUIO
dannos n yctaHosneHuto IP
coeavHeHusA

ONGFW
O Netflow

| ~
O Sandbox O Router/lUTM

AV veporeTeam
——)
“— LeHTpanbHbIn — —— Qdunuan — PoyMuHr Vicnonb3yeTca BpeAOHOCHbIM

Mcnonb3yeTca sBcemm

Odpouc KOOO0OM




[peaynpexaeHne byayLimx aTak

LLIab/1oHbI NAOXMX pecypcos

F 'SRy .

DGA MALWARE EXPLOIT KIT DOULLUHI

y.com 6rokupyeTcs Ao
TOro, Kak OH Hayan
artaky

aHanusnpyeTcs

npumepHo 100

MIIp4 3anpocoB
DNS

DNS REQUESTS

N3yyaeTca cTpykTypa DNS 3anpocos no
M3BECTHbIM MaLLUWHHbIM WaGnoHam



Cneayu 3a «[110XMM KPOJIMKOM

Details for 1dnscontrol.com | SEARCH IN GOOGLE |

| SEARCH IN VIRUSTOTAL |
One or more of the IP addresses that this domain resolves to are currently blocked by Umbrella: 5.61.37.208

This domain is currently in the Umbrella block list

This domain is associated with the following type of threat: Ransomware

Classifier prediction: benign Umbrella risk score:

DNS queries

Tuesday, Oct 24, 17:00
Queries: 1,375 °

A

DNS queries/hour

28.5ep 30. Sep 2. Oct 4. Oct 6. Oct 8. Oct 10. Oct 12. Oct 14. Oct 16. Oct 18. Oct 20. Oct 22. Oct 24. Oct




Moaoenb noaBoaHOW NOAKU B O€30MacHOCTU

OrpaHnunTb cpepy pacnpocTpaHeHnss malware

- Pa3zbenTte cetb Ha HeDoOMNbLLUNE CermeHTbl

- OrpaHunynBanTe TpaduK Mexay cermeHTamu
(3anpeLleHo BCe, YTO He paspeLLeHO)

. ,D,I/IHaMI/IL-IeCKaFI MUrpocermeHTaumnad

il
Cisco



,D,I/I HaMW4YeCKad MUKPOCETMEHTaAUNA

[MoNUTMKM B 3aBUCMMOCTU OT YPOBHSA yrpo3bl DefCon

Level 3
Level 2 CTaHOBUTCA
CTpalUHOBATO
Yro-To HEﬂpaSW"IbHD
[+3] 3]
s 5 m
A5 s L 9 o oo
3 8 DEFCON3 je 8-~ &8 £ 58
32 2 . & 9 o Policy Wuw 5 5 5§ o5 <<
488 .- 8 588 Lok m £ E2 5 o
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A n £ & = p
48858 588 0 Qe S B W wn ww
o o0 o0 3635 B m o F AR e - - -H-H-H- -
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e EBEEDEEEE Qrrer2  BREEEEEE
mrosemnd B EHEEEEEE WrosTeming | BEEHEE 88
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[Tpouecc pearmpoBaHMA Ha UHUMAEHTbI




KnbepyyeHus ana cneumanmcros




Knto4yeBow BONPOC ANA BHEAPEHUA CTpaTermm

CoTpygHukn [pouecchbl TexHonornu

MoppeprKKa busHeca



[Touemy KMbepbesonacHOCTb — 3TO OCHOBA bU3Heca

NMotepu ot WannaCry coctaBunu
$imnpa
McClatchy

. NMotepun ot Petya.A coctaBunu $850
k MJTH
CtpaxoBasa komnaHua Lloyd's

~ 'nobanbHasa knbepartaka MoXxeT

~ cnpoBOLUpPOBaTb 3KOHOMMUYECKUNEe

notepu B cpeaHem Ha $53 mnpa
CtpaxoBaa KomnaHua Lloyd's
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