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BotHeT Mirai

Ucnoabayet IoT ycTpolicTBa, Takue kak IP kamepsl, DVR, poyTeps! u T.n.
J1d 3anycka KpynHbeix DDoS aTak Ha pas/iMuHble HMHTEPHET CEPBUCHI

Pexopanbie aTaku ¢ 6oTHeT Mirai gocruranu 1 Téut/c

CeHTaA6pb 2016 - KrebsOnSecurity.com
OkTa6psb 2016 - Dyn.com

MHoruve UHTepPHET CepBHUCHI, B T.4. Takue kKak Amazon, PayPal He 66111
JIOCTYIIHbI UJIM CTOJIKHYJIMCh C CEpbe3HbIMHU Mpob6eMaMHU
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UTo Takoe
BotNet?










Kak MO>KHO
3apa3uThCs”?




pass pass pass
666666 666666 root 7ujMkoOadmi | guest 12345
888888 888888 root 7ujMkoOvizx | guest guest
admin (none) root 888888 mother fucker
admin 1111 root admin root (none)
admin 1111111 root anko root 0
admin 1234 root default root 1111
admin 12345 root dreambox root 1234
admin 123456 root hi13518 root 12345
admin 54321 root 1kwb root 123456
admin 7ugMkoOadmin root Juantech root 54321
admin admin root Jvbzd root 666666
admin adminl234 root klv123 root VIZXV
admin meinsm root klv1234 root xc3511
admin pass root pass root xmhdipc
admin password root password root zIxx.
admin smcadmin root realtek root Zte521
adminl password root root service service
administrator | 1234 root system supervisor supervisor
Administrator | admin root user support support
user user ubnt ubnt tech tech

AXISa

COMHUNICATIONS



Sheet1

		user		pass		user		pass		user		pass

		666666		666666		root		7ujMko0admin		guest		12345

		888888		888888		root		7ujMko0vizxv		guest		guest

		admin		(none)		root		888888		mother		fucker

		admin		1111		root		admin		root		(none)

		admin		1111111		root		anko		root		0

		admin		1234		root		default		root		1111

		admin		12345		root		dreambox		root		1234

		admin		123456		root		hi3518		root		12345

		admin		54321		root		ikwb		root		123456

		admin		7ujMko0admin		root		juantech		root		54321

		admin		admin		root		jvbzd		root		666666

		admin		admin1234		root		klv123		root		vizxv

		admin		meinsm		root		klv1234		root		xc3511

		admin		pass		root		pass		root		xmhdipc

		admin		password		root		password		root		zlxx.

		admin		smcadmin		root		realtek		root		Zte521

		admin1		password		root		root		service		service

		administrator		1234		root		system		supervisor		supervisor

		Administrator		admin		root		user		support		support

		user		user		ubnt		ubnt		tech		tech
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CMeHa nmapoJier Ha yCTPOMCTBAaX BUAE€O0OHAOJII0AEeHUS

Copoc Ha 3aBO/J,CKHEe HACTPOUKHU

CTpaHHbIe HAAIIUCHA B OBeEpJiee




Koro-to yxe
KOCHYJ/IOCh

o SN I S

AXIS A



KakoBbI ObBLJIU
YOBITKHA

o SN I S

AXIS A



ATaka XxaKepoB Ha ceTh
BUE€O0HAOJ/II0EeHUS T.
BamuHrroH. 70% cepBepoB He
pao6oTaau 12-15 suBaps
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[lapTHepbI B 6€30N1aCHOCTU

- AKTHMBHOe y4yacTue
e BCEX NOCTABIIUKOB H
- 74 10/Ib30BaTeel
i MICTEMBI
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anaBJIeHne PUCKAMHA U UX MUHUMHU3ALIUA

> PHCK = BEepOSATHOCTD *
BO3/eHICTBUE

> [loHuMaHue yrpos u
BO3/eHCTBUSI
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Tpu ypoBHA 3alUTHI

Ynpas/ieHue

OydyeHHe U
H4YEeCTBO
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Ynpas/jieHue 6€30NaCHOCTBIO

IIpumMeHeHUe
MEeXaHU3MOB 3allUThI

> [loBEIllIEHUE
3alllUIeHHOCTH

> JddeKTUBHOE
yIpaBJieHUe



Jlydimium apyr —
PYKOBO/CTBO I10
YCUJIEHHUI0 3aLIUThI
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42
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48
5.

5.1

52
53
5.4

Introduction

Security cameras in a network envirenment

Limit Internet exposure

Limit local network exposure
About the protection levels
Default protection
Standard protection
Factory default settings

Use latest firmware

Set master password

Create a video client account
Configure network settings
Set time and date

Disable audio

Edge Storage Encryption
Enterprise protection
Open ports

HTTP digest authentication
Domain and host name
Disable unused services

5.4.1 FTP server

5.4.2 S5H - Secure Shell

5.4.3 ARP/Ping setting of IP address
5.4.4 AXIS Device Dispatcher - AVHS

5.4.5 Network discovery protocols
5.4.6 SOCKS

5.4.7 Always multicast video
5.4.8 QoS - Quality Of Service

5.5
5.6
6.
6.1
6.2
6.3

|P address filter (IP tables)
HTTPS Encryption

Managed enterprise protection
|EEE 802.1X network access control

SNMP monitoring
Remote System Log

About this document

Contact information

Support
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Ha6op KOHKpeTHBIX
IIAroB 10 MOBLILIEHUIO
3alUILEHHOCTH
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[IpominBKa

[Taposu
IP a:,_apeca
ACAP NPUJIOKEHHU

YnpagBisieHue ceptudUuKaTaMu



B 6yaymux BepcHsiX NPOMINBKH

CJI0KHOCTB MapoJisd System Upgrade

The system is about to be upgraded.

-  MuH. 8 3HakoOB Flasse vt
[[ludbpoBaHUe JIOTHHA
[IpegoTBpaleHre MacCOBbIX MOMBITOK BXOJa
OTKJ/IIOUEHUE HEUCITOJIb3YEMbIX CJIYKO
O6Hapy»KeHU e MOAJEOK:

- IlpomuBka

- ACAP npunoxeHue

Close
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YnpaB/jieHUe yI3BUMOCTAMU

IIpeaorBpalienue,

BbISIBJIEHHE U ncnpaBJIeHne
HE OGRS T OB

> CBOEBpPEMEHHO€e pearupoBaHUe U
OTKPBITOCTb

WWW.axis.com
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YnpaB/jieHHe YI3BUMOCTAMHU: KOTrJa YTO-TO MOMAET He TaK

COMMUMNICATIONS

Lund, July 6, 2016

Axis recommends firmware upgrade to address
security vulnerability

A critical security vulnerability has recently been discovered affecting products that are
exposed to the Internet. Axis strongly recommends that customers upgrade to latest
firmware releases.

A critical security vulnerability has been discovered in Axis products, with firmware versions
between 5.20 to 6.20.X. At risk are products that are exposed to the Internet. If the products are
exploited, the intruder has the potential to get control of the product.

Devices behind a protected network, network cameras connected to AVHS (AXIS Video Hosting
System) and network cameras part of AXIS Companion solution are at low risk.




O6y4yeHUE U COTPYJAHUYECTBO

OOMeH 3HAHUSAMHU

> [loBbllLIEHUE O0CB€JOMJIEHHOCTH

> (Q6MeH OIIbITOM

> COTpyaHUYECTBO MPU CO3JIaHUHU
pelleHruHr




PUCKM N
peKOMeHJaluu




O61Me peKOMeHAaluu

O61re peKkoMeHJaluu

> [loJIMTUKA YyYeTHbIX 3alucen ' CHI/I)KEHI/IE

> [losinTHKa napoJier

> (QOHOBJIEHUE CUCTEeMBbI

WWW.axis.com
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HeGoJiblIMe OpraHu3anuu

PekoMeHaanum

h&r‘hj(f\*&a*xm'—"

> CobOJuiroanTe 001ME pEKOMEHAALN

p—

Al ey

> Hcnosb3yuTe KOJOBble Gppa3bl

AT

—

> He BbIBOAWTE KaMepy HANPAMYIO B
HMHuTepHeT

:»_x% e,
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[IpeanpuaTusa

PekoMeHganum

Coo6uir0aaNTe 00LIMEe pEeKOMEeHAAUUHU +

> OnpenpensyTe NOJUTUKHU JJIs
BUJIEOCHUCTEM

> JlenaliTe 6a30Bble OLIEHKH PUCKOB

> H3osmupynTe BUAEOCHUCTEMBI

> (CyieqyuTe peKOMeHJalysM MOCTaBIIUKa

WWW.axis.com .
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O0BLeKThI J)KU3Heoo0ecrneyeHus

PexoMeHaanuu

CooOur0gaNTe 00IIMEe pEeKOMEeHAAluM +
> CaenyWTe cTaHJapTaM

> H3oaupynTe KPpUTHUYECKH BaKHbIE
aKTUBBI

> PaboTaiiTe c JJOBEpEHHbBIMHU, ONBITHBIMHU
napTHepamMu

— — | - - M- e =4 Ve 1 . =
wWWWw.axis.com .
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O61Me OIMOKH, NMOBbILIAKIIUE PUCK

He6o1b111e [IpeanpusaTus
OpraHu3anumn > [lnoxas ¢pusnyeckas 3aliuTa
> Kamepa BriBeJieHa > EjauHad yyeTHad 3aluchb

HanpsAIMyl0 B UHTEPHET O TR

> l'[aponb 110 YMOJIYaHHIO

> EpuHas ydyeTHas 3aMuch
cepBepa

> [losb30BaTeJIbCKUE
IIPpHUJIOKEHHUA Ha CepBepe

HeI/IBOJII/IpOBaHHaH CeTb

WWWw.axis.com

OOBEeKTHhI
JKU3HeoOecneyeHus

> [lnoxou ayguT
NOCTaBLIMKOB Ha
KH6ep6e30nacHOCTh

=
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K1n6ep6e30nacHOCTb — 3TO He IPOAYKT UJIH

XapaKTEpPHCTUKA KaMepbl, KOTOpbIe MOXKHO KYNIUTh

H «IIOCTABHUTDb IaJIOUYKy», 4YTO OH €CTb.

JTO LeJIbIU MPOoLEeCcC, KOTOPbIN BbICTPAUBAETCA

HE€ 34 OAUH AEHb.
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http://www.youtube.com/axiscommunications
http://www.linkedin.com/company/axis-communications
https://twitter.com/axisipvideo
http://www.facebook.com/axiscommunications
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