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Symantec Says Antivirus Is Dead,
World Rolls Eyes
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zdnet.com/article/ ost-fedex

EDITION:US
mNet Q VIDEOS SMARTCITIES WINDOWS10 CLOUD INNOVATION SECURITY TECHPRO MORE

MUST READ GOOGLE'S $1.1 BILLION HTC DEAL: CAN GOOGLE LEARN FROM ITS MOTOROLA MISCUES?

NotPetya cyber attack on TNT Express cost
FedEx $S300m

Falling victim to global ransomware attack ‘posed significant operational challenges’, the company says in its
latest financial report.

@ By Danny Palmer §September 20, 2017 - 16:12 GMT (0g:12 PDT) | Topic: Security

(O B | www.zdnet.com/article/petya-ransomware-cyber-attack-costs-could-hit-300m-for-shipping-giant-maersk/ B4 C Mowyx ﬂ’ B ¥ @

EDITION:US =
mNet Q VIDEOS SMARTCITIES WINDOWS10 CLOUD INNOVATION SECURITY TECHPRO MORE

MUST READ GOOGLE'S $1.1 BILLION HTC DEAL: CAN GOOGLE LEARN FROM ITS MOTOROLA MISCUES?

Petya ransomware: Cyberattack costs
could hit $300m for shipping giant Maersk

June's cyberattack will cost the international shipping firm hundreds of millions of dollars in lost revenue.

@ By Danny Palmerf§ August 16, 2017 - 11:28 GMT (04:28 PDT) | Topic: Security
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The Cyber Kill Chain ,

f
"'_|‘fi--;"'PIafrli;i%.ing the attack Getting In . ¢ Carrying out the attacl(
Weeks in advance Within seconds From here on...
« Look for potential victims « Bypass detection « Wait for your malware
« Collect relevant social data - Convince the victimto ~ } to “call home”
« Build, find or buy your weapon of open your crafted file e Instruct it what to do
choice - Bypass system security on the victim’s
— Exploit kit, Malware package control i el |
- Adapt to your specific needs * Install your malware » Continuously monifor
: ] = : its progress
* Package for delivery P
. .. . Command & Act on
Weaponization Delivery I Control Objectives

Gain execution Install the Establish a Data collection
privileges 4 malware on channel of or corruption,
il infected host communication Lateral
# movement and

Create/select Deliver the
attack vector malicious
payload to the

Identify the

target and
exploitable
weaknesses

victim

exfiltration
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OTkpoem hann B besonacHon cpeae!

Habnooaewm:

 PeecTp

 (CeTeBble coegnHeHusd

o [Jlencteuna c pannamm

« [Jlencrteusa c npoueccamu

[ToBegeHue — BoT 4TO BblaaeT 3noBpeaHoe 10, OgHako...
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O6bIYuHYIO NEeCOYHULY He TaK C/I0XKHO 060UTH

3nospeq,
o YcKopeHue " ncnonb3syer
3anycK no Tammepy o o
Tanmepa cObBCTBEHHbIN
Tanmep A
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TRACK RECORD OF SECURITY LEADERSHIP AND EXCELLENCE =
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100% Mgt score; Best annual Mgt/Labor Cost (Upkeep / Tuning)! Leading Overall Security Effectiveness (99.9%) and TCO!

Best Security + Management Score of 98.5%! 2" BDS Recommended! 100% Evasion Resistant!

99.8% Security Score! 5" NGFW Recommended and 11t NSS

6100 IPS Security Score of 99%! 26.5G IPS Recommended since 2011!

Best Security + Management score of 100%! Leading Security Effectiveness and TCO!

Leading integrated IPS Security Score of 98.7%! 4t NGFW Recommended and 9th NSS Recommended since 2011!

Continued NGFW Leadership and Excellence! Nss Labs

Only vendor to pass the initial test!

World’s first NSS Recommended NGFW!

Individual product test. NSS award “Recommended”
only in Group Tests.

Best integrated IPS Security Score of 97.3%!



Check Point SandBlast

Recommended for Security Effectiveness and Value
2016 NSS Breach Detection Systems Test

NSSY)

RECOMMENDED

Check Point

Sand Blast

ZERO-DAY
PROTECTION

.

Read the report: https://www.checkpoint.com/resources/nss-breach-detection-systems/

©2016 Check Point Software Technologies Ltd.
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® 99.6% catch-rate of HTTP

malware

® 100% catch-rate for Email
unknown malware

® 100% evasion resistant
sandbox

‘@ 100% catch-rate for Drive-
by exploits

® 100% catch-rate for Social
exploits

@ 100% catch-rate of SSL

encrypted malware

® 99.4% overall breach

detection rate



CPU-Level Detection
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YA3BMMOCTDb

doKyc Ha obHapy #ceHUU memooos
83710Ma

IKCNNOUT

e O6HapyeHue aTaku A0 eé Havana
— XaKep He ycneBaeT 3anyCcTUTb aropuTMbl 06xoaa

* Y3KOoe mMecCTO ANA aTaku

— MeTon0B B3n0Ma CyLLECTBYET BCEro HECKO/IbKO
3nospep, —  YA3BMMOCTEWN — TbICAYM, 3N10BPEA0B - MUIINOHbI
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hreat Extraction: MrHOBEHHasi 04MCTKa JOKYMEHTOB
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IMynauma Bcerga Tpedyet BpeMeHu

* BOonbLIMHCTBO NECOYHUL, KOHKYPEHTOB paboTaeT B pexnme
oOHapyXeHus, a He NpeaoTBpaLLEeHUs

» OHM nponyckalT 3noBpe B CETb, TEM BPEMEHEM
aHann3npyloT ero B GOHOBOM peXnme
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SandBlast Threat Extraction
[HocTaBKa rapaHTMpoBaHHO 6e3onacHbIX ¢pannos Check Point

SOFTWARE TECHNOLOGIES LTD.

AKTUBALIUA BPE

JOE SMITH

A3 Main St Chicage, IL G061 jos smithi@gmail com 3125651212 #amith521

AFPPLICATION SECURITY SPECIALIST

CoORE COMPETENCIES: Applicat Seourity, ity, Mobile

ity
SECONDARY COMPETENCIES: O
Security Researching;

P Progr Op g System Secunly, Wireless securily,

Payment for private key

Your important files were encrypted on this computer: photos, vidoes,
documents, etc. You can verify this by click on see files and try to open
them.

Encryption was produced using unique public key RSA-B192 generated
for this computer. To decrypt files you need to obtain private key.

The single copy of the private key, which will allow you to decrypt the
files, is located on a secret server on the internet; the server will destroy
the key within 72 hours after encryption completed. After that, nobody
and never will be able to restore files.

HemepgneHHbIn poctyn. [poakTuBHas 3awmTa.

©2016 Check Point Software Technologies Ltd. [Restricted] ONLY for designated groups and individuals 17



Kak 310 paboTtaeT npu 3arpyske ¢ W"b-

Google [ Q| 5 O
Gmail ~ - o N - - More ~ 150f5293 £ > o 2
My work experience [ Inbox  x =
Tl = - E— s Ewe m = ® = 26 Nov (3 days ago) - -
tome (=
mm e Hi John,

Please find attached my resume.

Best regards,
——— — Alexander M.
ETT .
=
I E
= W work-experience-
form.docx
16 KB
L] o

. i °
s work-experience-form.docx ¢

"Ly adumsading., "' oo

'@ work-experience-form.cleaned.doox.pdf -sAdobe Reac

ﬁlEOEJ;t“:W.MI.—ILIP .......

UCL SPEECH AND LANGUA
DIVISION OF PSYCHOLOGY A

Application for MSc S

Summary of relevant

CONVERT to PDF for best security,
or SANITIZE keeping the original format

3

)



EASILY & SECURELY ACCESS THE ORIC
FILE

o]

& ﬁv| n w -Hd - 0 = waork-experience-form.docx - Word

FILE HOME IMSERT DESIGM PAGE LAY REFEREMC  MAILINGS

E Check Point SandBlast $ h

14 seconds BED
UCL SPEECH AND LANGUAGE THERAPY

A work-experience-form.cleaned.docx.pdf DIVISION OF PSYCHOLOGY AND LANGUAGE SCIENCES
File was converted to PDF Get original
Show more Application for M5c Speech and Language Science

- Summary of relevant work experience/voluntary work t

NI A DUt Self-Catered

Emulation
. : No Helpdesk Overhead
when verdict is benign
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SandBlast Agent — 3awuTa padouyeun craHyuu

D N\ 2 \o/ ® \/ E

k boicTpoe | 3pPeKkTmnBHanA
3ALUTA |
H 3ALLUUTA & 8 OBHAPYXEHUE | OUYUCTKA 1

OT dMLWMHra '\ OCTAHOBKA J/ f PACCNEAO-
B | BAHME

Ot aTak
YNEeBOro AHA




AHanu3 cdannoB Ha paboyen cTaHLVN
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SandBlast

dann oTcbls1aeTca Ha Be3onacHada Konus

o OpurnHan

YCTPOWCTBO NN [ocTaBaseTcs Y —
obnako SandBlast MTIHOBEHHO
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[lpeaoTBpalieHue pulnHra
briokupyem cuwiuHa08ble caumabl, 8 MOM Yucrie Ho8ble
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IP 1) Domain
Reputation Reputation

URL Lookalike
':,{E') OnacHo! BepOHTHP', Similarity @ Charagters..............
cauT Mo eJ1bHblI! Title :
Aa L. Image Only Site

Visual Multiple Top-Level
Similarity Romain

PHISHING SCORE: 95%

HoBble canTbl Pe”yTa'-lV'OHHbjw 7 BepaukT
aHaNU3NPYHTCS 9BPUCTUYECKNI BbIHOCUTCS 3a
aHanms CEeKyHAabl
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MpepoTBpalyeHne huULnHra -
ecC oin
3awuma KoprnopamueHo20 naporis

Check Point Theft Prevention

0 Your Corporate Password Has Been Exposed
xd in usercenter checkpont com) has just been

Your comporali password {use

exposed 10 a non-corporate Site: (www linkedin com)
Using your corporate credentials with ofher sies is nicky and themdos

prohibitad

inf sate and acce<sibia you should immediately change

To keap your accoun &
your corporate password.
You can ghose this tab and continue working.
1f you reached this message by e, send a seport and continue.
Reference: 85637127

[MpepgoTBpallaeT owmboyHoe nnu cny4anHoe UCrnonb3oBaHne
KOpPNOpaTUBHOIO Napons Ha APYrnx pecypcax.

24

©2016 Check Point Software Technologies Ltd.



OOHapyXeHue Noao3puUTeNbHON
aKTUBHOCTM

Nexogawmm Tpadumk

? nposepAeTcs

ANTI-BOT

OCTAHABJIUBAETCHA
4 noA03puUTeIbHbIM Npouecc AmMbo
B/TIOKUPYETCA KomnbloTep LE/IMKOM

©2016 Check Point Software Technologies Ltd. [Confidential] For designated groups and individuals

Tpaduk Ha C&C ik
: - BRI . . . .
3 CepBepa . SandBlast
B/IOKUPYETCA

=

Check Point
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MHOOPMALUUA Ob
YITPO3AX noCTOAHHO
obHoBANAeTCA

CHECK POINT

THREATCIOUD |
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C6op gaHHbIX U hopMUpoBaHME OTHeTa

Check Point
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AOAHHDbIE o cucreme

l cobmnpatoTca NOCTOAHHO
OT MHOTUX UCTOYHUKOB

OTYET dbopmumpyeTca NOAPOBHbIU oTueT
aBTOMATUYECKU No ‘1 dbopmunpyeTca Ha
2 cpabaTblBaHMIO IOKaNbHOMO Net""ork SmartEvent

WU BHELLHEro Tpurrepa

Reglstry

o> b

A ® e e

)

e o o o @G

Cblpble gaHHble -
3 aHaNM3NPYIOTCA C MOMOLLbIO

CNOXHbIX a/ITOPUTMOB

©2016 Check Point Software Technologies Ltd. [Confidential] For designated groups and individuals 26



OB3OP OTHETA: D9OPEKTUBHAA AHATIUTUKA

SandBlast Agent

Forensic Anal

©

Overview

Triggered By:  SandBlast Agent Threat Emulation Blade detected file c\users\xxxxxx\downloads\ctb-faker.exe

User Mame:  xxxxxx
m Computer: 300000 Trigger Time:  7/20/2016, 9:38:20 AM
0s: Microsoft Windows 7 SP1 Incident ID: CTB-Fakerl468399245288

u Entry Point

Accessed [21

ﬁ Remediation (12 files)

REPUTATION

QPO OQO DO

5 more...

A

6.58.214.144] in chrome.exe

FILE NAME
ctb-faker.exe
help.exe
B6d52.tmp
archiver.bat

archivervbs

cf82f93bc06247062elbdc3fa233c5..

cf82f93bc06247062el6dc3fa233cs5...

@ Suspicious Activity (9 categories)

SEVERITY
*00 0
000
000
L 1] ]
o0

L 1]

L 1]

EVENT CATEGORY

Privilege Change (9 events)

Ransom Message Creations (2 events)
Script Execution (4 events)

Dropped File Deletion (6 events)
Persistence (1 event)

Dangerous Execution (2 events)

CDropped DIl (4 events)

How did it enter the system?

Was an infection present and removed?

FULL PATH

YaaneHHble
BPE€AOHOCHbLIE 3NIEMEHTbI

What happened in the system?

PeanbHaga nu ato
NHJOEKLMA?

©2016 Check Point Software Technologies Ltd.

<{Z1 OTkyOa npuLLIO 3apaxeHue

STATUS

-

‘ Business Impact (152 events)

DAMAGE FILE NAME
g-example-donor-report.doc
g-finance-manual-maf.pdf
g-finance-staff-jd.doc
g-procurement-manual-structure-t
g-risk-register.doc

g_budget-worksheet-example.xls

(- - L

g_cash-flow-forecast.xls

145 more...

<: Incident Details (11 processes)

[eTtannaauy
Na no
npoueccam

What was the damage?

FULL PATH

K kakum gaHHbIM Oblin
OCYLLIECTBIIEH AOCTYM

How do [ analyze further?

©

Check Point”

SOFTWARE TECHNOLOGIES LTD.

et e
. e

Check Point

SOFTWARE TECHNOLOGIES LTD.
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Data breaches

RANSOMWAF%E

NEY

[Protected] Distribution or modification is subject to approval

leave youy

2017

WELCOME TO THE
FUTURE OF CYBER
CRIME
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Kak paboTtaeT aHTULWNPPYBanbLLUK

doHoBbIM Npouecc

[Mocne obHapyXeHun

AHanun3 noBeaeHuUA KapaHTuH wudpysBanbLLnKa

[MOCTOAHHbLIN MOHUTOPMUHT NPU3HAKOB

paboTbl WndpyBanbLUMKa
Bce anemeHTbl aTaku

NAEHTUPULUMPYIOTCA NPOLLECOOM
ObHapykeHue wudposaHus . aHa/M3a No0A03PUTENBHOMN aKTUBHOCTU

N OTNPaBAAOTCA B KapaHTUH
NaeHTudmnKaumna HeaAMrMTUMHOTO

WwndpoBaHUA

3awundpoBaHHble AaHHbIe
BOCCTAaHaB/INBAOTCA U3 pe3epPBHbIX
KOMni

[TocToAHHOE CO3aHue KPAaKTOCPOUHbIX

pe3epBHbIX Konun ¢pannos
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QPPEKTUHOCTb ANTI RANSOMWARE

TeTchbl TONBKO ¢ TexHonornenm Anti-Rans

Bes ucnonb3oBaHvst AHTUBMpYCA,

modification is subject to approval



“95% ycnewHbIX aTak MOXXHO ObINo
npeaoTBpaTUTb, €Cnu Obl cyLlecTByHOLWME

peleHna Angd 3awmnTbl ObINIM Obl HACTPOEHDI
npaBUIIbHO’

Gartner

“KoHconb ynpaeneHusi Check Point ocmaemcsi de gphakmo “
" € KOmOpbIM cpasHU8arOmM ocmalsibHbIX"



OpHa cucrtema — eguHoe ynpaBrieHue

YpobHas HacTpowka, nonHasa nHTerpaums, abconoTHas BUANMOCTb

©00Q

UHTerpauua u O6wume HacTtpanBaembIu
MOHUTOPWHT NONMUTUKMU Dashboard

CHECK POINT

: | Sathlast -

ZERO-DAY
PROTECTION

©2016 Check Point Software Technologies Lt



The next attack ca
prevented
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