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OSINT, Humint,

OpraHu3auma

KONW4yecTso agpecos

CYBINT/DNINT

OpraHu3auma

KONHW4ecrso agpecos

OpraHu3auua

KONn4yecTso agpecos
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AN bTEPHATMBHbIE MCTOYHWKIN TTOOHMKHOBEHWHA

End Time « Name Attacker Address Ta rget Address
£ Thursday, February 23,2017 8:57... R — 69.172.201.153
I. Thursday, February 23, 2017 8:56... | I 69.172.201.153
- e — ——— — o — "
&« /J{@mw . D~ @ Cesificate ... & iMyﬁmheSmkMle!@TMmsw
File Edit View Favorites Tools Help

5 2] ObservelT &) 08 &) SD9 (€) ERA [ Exchange Admin Center 2] Cisco ESVA

@ HP LaserJet M4555 MFP

HP LaserJet M4SSS MFP _

Information

Supplies Status Page
Event Log Page Ready
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NDOWS'system32cmd.exe

: @ 5 61627 (5[13[1[1[1[1[1 8000f Obh>

: Interactive from

i Shebate 10:25:23 AN
: §-1-5-21-16@6986848-1684221776 7253455431083

333563ll.2?132&‘15d]J‘]lSLSgldf]J3f]JE
¢ 5delb647d1h?5e7630aBe?e?39dBc
B ﬂlﬂ'?n.‘)ﬂn.ﬁﬁ2'?51f'?5e3451adL?ZﬂEdLlB‘Ju‘lSl?ﬂ

FID | Operation Result

maz2 ilEIn =F||e

* Username
* Domain

ANDOMW Shsystem32

(ol x|
997 ;Gmﬂgﬂau:ﬂaﬂamﬁ)
. LocnicgEiﬂ?EE Event IPron:ess ] Stack ]
: NI nilﬂuonn
D 9U%6/2016 10:25:22 AN Date: 1/5/2017 6:07:32 AM
¢ §-1-5-19
Thread: 3348
Class: Process
Operation: Process Create
Result: SUCCESS
Path: = m32iernd. exe
Diuration: 0.0000000
PID: 369 |
Command line: [cmd.exe JCping 1.1.1.1 -n 1 -w 2000 3> Nul & Del "C:imm. exe"' A
':»UCCE*\S
LAME NOT FOUND
3 MAME NOT FL IND
= . 5 LAME NOT FOUND
= Mimikatz e
= MAME NOT FOUND
- NAME NOT FOUND
= MNAME NOT FOUND
= MAME NOT FOUND
o I NAME NOT FOUND
o MAME NOT FOUND
mm.exe MAME NOT FOUND
—mm.=xe | ¥ I next Highighted copyal [ close |
R, S
S exe 3112 @ Regllosekey  HELMASOFTWARE \Microsoftywindows NT5\CurrentYersionvGRE_Inihialize
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/Yr

ﬁl edit Delta.exe.hdmp - Far 3.0.4747 x86

Ok :|r|r_:| EEEE]

,[Lal\/ll'lbl I'Ial\/IﬂTl/l

0ODBC ; DSN=Tools ; UID=admin ; PWD= Application;WSID= ; DATABASE= j;AutoTranslate=No

:iCﬁDEDFt {H} Windows EC“ipt Host Version
Copyright {E} Microsoft Corporation. All

xp_cmdshell 'findstr /si pas:

Mouck & dannax
"®* doc" He ABNABTCA BHYTPEHHEHW WAM BHEWHe#H

output (OMaHO0H, MCMONHAESMOW NPOrpaMMoON MAK NakKeTHLM Qannom.

output
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210015 Baza

Hours

tec_account [0 | 1|23 |4|5|6|7|8|9|10/11|12|13|14|15/16|17|18|19|20|21|22|23

16|17|18|19|20|21|22|23

alalalalalalalala
alalalalalalalala
alalalalalalalala
alalalalalalalala
alalalalalalalala
alalalalalalalala
alalalalalalalala

15

BE3

0901

c02

192.163.06.78

08.092016| 4 |4 |4 4|4 44|44 44|44 |/4/4|/4/4|/4(4|4(4|4|4]|4

09.09.2016| 4 |4 |4 |4 (4|4 |4 |4 14|44 4|4 444744444444

10.09.2016| 4 |4 |4 |44 |4|4/4|4]4)/4|4|4|4|4|4/4|4|4|4(4|4|4]|4

11.09.2016| 4 |4 |8 |4 |44 |84 |4]4/4|4|4|4|4|4/4/4|4|4(4|4|4]|4

12092016| 4 |4 |4 44|44 |44 |4/4)4)4|4/4|/4 /4|44 |4|4|4|4)|4

13.09.2016| 4 |4 |4 4|4 |44 44|44 |4)4|4/4|/4/4|/4|4|4|4|4|4)|4

14.09.2016| 4 |4 |4 4|4 |44 4141414414444 ]4]4(4|4|4]|4|4|14

15.09.2016| 4 |4 |4 |47 ]|4|4/4|4]4/8|4|4|8|4|4/8|/4(4|4(4]|4|4]|14

16.09.2016| 4 |4 |4 |44 4|44 |4]4/4[4|4|4|4|4/4/4(4|4(4|4(4]|4

17092016| 4 | 4|4 /4|4 |44 |4]/4|4/4|4)4|4/4|/4/4|/4|4|4|4|4|4]|4

18.092016| 4 | 4|4 4|4 |44 44|44 |4)4|/4/4|/4)4|/4|4|4|4|4|4)|14

19.09.2016| 4 |4 |4 4|4 |44 4141414414444 /4|4(4|4|4|4|4)|14

20.09.2016| 4 |4 4|44 1444444444194/ 4]4|4[4]|4|4|4|4

21092016/ 4 |4 |4 |44 |44 |4(4|4|4(4|4/4|4/4/4/4|4[4|4|4|4|4

22092016/ 4 |4 |4 |4 |44 |4|4|4|4)/4|4)/4]4)/4|4)/4/4|4(4|4(4|4|4

23092016/ 4 |4 |4 |4 (4|4 |4|4|4|4)4]|4)/4]4)/4|4)/4/4|4(4|4(4|4|4

24092016/ 4 |4 |4 |4 |44 |4|4|4|4)/4|4 /444444444444

25.09.2016| 4 |4 (4 4|44 |4|4 4|4 4|4 444444444444

26092016/ 4 |4 4|44 |4]|4|/4(|4|4|4(4|4/4|4/4/4/4|4[4|4|4|4]|4

27.092016| 4 |4 4|44 4|4, 4(4|4|4/4|4/4|/4/4/4/4|4[4|4|4|4]|4

28092016/ 4 |4 |4 |4 |44 |4|4|4|4)4|4)/4]4)4|4)/4|4|4(4|4(4|4|4

29.09.2016| 4 |4 |4 |4 |44 |4|4|4|4|4|4 /4|44 |4/4/4|4(4|4(4|4|4

|30.09.2016444444444444444444444444
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Cnawmmn areHT: Notepad

SLLE
seqdd3d

seqBa3

:800008732
seqBa3:

AgaaBs33

:800008738
seqBB3:

a8aa8;s3D

:888080873E
seqBB3:

Aggaas43

FileMame = "winhttp"™

March 31, 2017, 10 a.m.

WSASend Host :

socket; 432

March 31, 2017, 10 a.m.

process_identifier: 572
NtAllocateVirtualMemory region size: 4194304

pop

puzh
push
puszh
puszh
call

buffer; GET /9JBAV HTTP/1.1 Cache-Control:
188.42.253.43:8820

protection: 64 (PAGE_EXECUTE_READWRITE)

base address: Ox02cOB000
allocation_type: 4096 (MEM_COMMIT)
process_handle: @xffffffff

ebp
ptt’
"hniw'
esp
F26774Ch
ebp

; LoadLibrary

no-cache Connection: Keep-Alive Pragma: no-cache

4 Untitled - Notepad
File Edit Format View Help
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Cnawpmn arent: NoaaensHbln AokyMeHT “MS Word”

HoBbIV TMM PanNoB «.dOC» — rae «O» -

KMppuandeckas.

HasHaueHne NPUIOKEHUS MO YMOAYAHMIO

A4 HOBOTO TW1Ma GanaoB

%SystemRoot%\System32\WScript.exe /e;jscript "%1" %;

YCTaHOBKa MKOHKM A4 MPUNNOXEHNA

%allusersprofile%\word.ico.

Registry hives (2) | Avalable bookmarks (43/0)

Values

ST # values S LSS Drag a column header here to group by that column
: S o=l e 2 170105 095557 .. Value Name  ValusType  Data Value Slack
P E mﬂn\ 1 2017-01-05 09:59:38 ... v
» = .docm 3 2017-01-05 10:00:00 ... » (default) RegSz mWSFFile 3C-01
= .docmhtml 1 2017-01-05 09:59:52 ... -
b= doot 3 2017-01-05 09:55:40 ...
b = dooxml 1 2017-01-05 09:59:38 ..
b= dos 1 2003-07-14 04:41:24 ...
b= dot 2 2017-01-05 09:59:53 ...
b = dothtml 1 2017-01-05 09:59:38 ..
b= .dotm 3 2017-01-05 09:59:51 ...
b dobx 3 2017-01-05 10:00:00 ..
= day 1 2017-01-05 09:59:43 ...
b= 2 200807-140441:24 .. A
= .dsn 1 2009-07-14 04:41:24 .,
b dsp 0 2009-07-14 04:41;
b ES dsw o
b i 0
s 2
= DWR 2
b dvrms 2 2009-07-14 08:46:44 ...
\ b dwix 2 20090714 04:41:24 ... Type viener | Siadc viewer
3 [ .doc 2017-01-17 05:51:%6 .. Value name |(defﬁu\t)
b easmx 2 2009-07-14 04:41:24 ... value type |3C o
b= edrax 2 2009-07-1404:41:24 .. ¥ !
[ Key: | Classes\.doc Value: | (default) | Collapse all hives
%isﬁy hives (2) | Available bookmarks (43/0) | Values
Lo # values Lsbgis ety Drag a column header here to aroup by that column
b [ Mssml2.xMLParser.3.0 1 20090714 04:41:25 ... e o e Ve T Ve e D22 ke tadc
b [ Msxml2.XMLSchemaCache 1 2009-07-1404:41:25 ... VA
b [~ Msxmi2.xMLSchemaCache. 3.0 1 2009-07-14 04:41:25 v (defadlt) R % e\System32\WScript exe fesjsaipt "%l” %* 05-00
b [ Msxml2.XMLSchemaCache. 4.0 1 2017-01-19 08:27:39 ...
b [ Msxml2.XMLSchemaCache.6.0 1 2009-07-1404:41:25 ...
b [ Msxmi2.XSLTemplate 1 2009-07-1404:41:25 ...
b [ Msxmi2.XSLTemplate.3.0 1 2005-07-1404:41:25
b [ Msxmi2.XSLTemplate.4.0 1 2017-01-18 08:27:39 ...
== Mexml2¥SLTemplate.5.0 1 2008-07-1404:41:25 ...
3 1 2008-07-1404:41:25 ...
3 1 2005-07-1404:41:25
3 1 2008-07-1404:41:25 ...
3 1 2005-07-14 04:41:25 ..._~T |
3 aredPropertyGroupManager 1 2008-07-14 0441
[ MTxSpm.ShacedPropertyGroupManager. 1 1
4 mWSFFile 0
[ Defaultlcon 1 2017-01-17 05:51:46 ...
af shel 0 2017-01-1705:
4[~ Open 1 2017-01-1705:
3 [ {Command T 0170117 05:51:96 ...
b [ Name.NameCirl 1 20170105 02:59:38 ... Type viewer | Sadk viewsr
b [~ Name.NameCtrl. 1 1 20170105 09:59:38 ... Value name |(dE"aultl
b [ NameControlServer NameCtr 1 2017-01-05 09:5:33 value type I05 o
b [~ NameControlServer.NameCtrl. 1 1 2017-01-0509:55:38 ...~ !
[  Key: Classes\mWSFFile\Shell\Open\Command Value:  (default) Collapse all hives
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Detection & Response

KnaccnoukaumA VIcnpaBneHwe

OnpeaeneHve

PaccneapoBaHme

HabaroaeHme 13019UM4
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= Managed Detection & Reponse

JKCNepThl

1. AHaNUTLKM

2. AAMUHWCTPATOPDI
3. Threat Hunter

4. AyamTtopsl

5. CERT

TexHonormm

SIEM

Network Monitoring
NGFW/IPS/WAF
CKaHepbl YA3BMMOCTEM
PAM, Sandboxes

EDR, etc

ISSP

A Security Operations Center
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Knbepataki B YKparHe (10.16 - 10.17) _

6-17.12 Petya

14.07 KasHaueTtBo, YKpaHepro, X/, / 22 06

MaccmBHOe Crystal Intrusion
Ot MPOHKHOBEHME

\/712-18.05
NOAb30BaTENEN w WannaCry, X-data

TpaanuUMOHHbIE
NHCTPYMEHTDI
_ 3axBar
Cepsucbl MDR [lpOHUKHOBEHUE
[loarotoBKa
Pa3Be.ﬂ|Ka May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct
[ | ProfitDay 16
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Products & Solutions

ISSP

Security News » Cybercrime & Digital Threats >

IBM X-Force Exchange

Crystal Finance Ukraine
¢ x-force malware campaig COmpr‘C

Q Public Collection

A
1
v
12F August 24,2017

Advisory Type
‘ _ ) Ukraine became the
Attack Campaign: Crystal Finance Millen
the Petya ransomw:
June. The country se
attack, which was id
update to an accour
Ukranian companie:
August 24, 2017 - XFE Collection create the security spotligt
variants (Detected k

BKDR_TRICKBOT.SNV

Time Frame

TSPY_EMOTET.SML=, .o oo,
creates accounting software for busmesses

Overview

It was reported that a software accountin

loT Security

BLUYECTOR.

< All Articles

According to the initial reports from Information Systems Security Partners (ISSP), CFM’s web

4
BUY DOWNLOAD @ LOGIN

Intelligence  Support  Partners  About  Contact

Ukraine Hit by New Malware Attacks via a Compromised Web Server

PRODUCT RESOURCES EVENTS BLOG ABOUT CONTACT

What Is It?

Ukrainian security firm Information Systems Security Partners (ISSP) discovered a currently unnamed
malware distribution campaign which was serving malware from the website of another Ukrainian
financial software developer, Crystal Finance Millennium. ISSP suggested that it could be an
indication that another large scale cyberattack is imminent, though the evidence may not support
that conclusion.

The BluVector Threat Team obtained a copy of the file, gok.zip (dock.zip), mentioned in the ISSP
report. It contains a Word document titled “A contract for the supply of a wholesale lot of goods”
along with a malicious JavaScript. Clearly there is a social engineering component to this attack,
such as spam e-mail, as a user must be convinced to open the zip file and click on the JavaScript
file in order to be infected.

The JavaScript is lightly obfuscated and contains a list of three URLs (stored as a reversed array of
characters), from which it attempts to download and execute load.exe. The BluVector Threat Team
was successful in downloading a sample of this file from one of the URLs (SHA256:
4ced51Ma7aedfadfefe0efb5647abf5f2e5628453cab0e19ccO07eec2c83a6b5d).

— g s e —— e —

Cy— e

gp e =~

sy e

* Spreads Via Third Party App
Stores

KOVTER: An Evolving Malware
Gone Fileless

t first, that thi Id b lated to th : ;
atlirst, that this could be related To e Ie- oo ers were compromised by hackers, which they then used to store the malware. The

malware, but did not distribute it as an u
b attackers then sent ph|sh|ng emails that came attached with ZIP files contalmngJavaScrlpt
phishing emails that contained a zipped ... .— . ...

Millennium website. The ransomware that was downloaded provides a BitCoin address requestmg a payment to unlock the files. The firm has
had its web servers taken off line by the company that hosts them until the issue is resolved. It is strongly recommended to not download
anything from the company until resolution is officially confirmed.

S [ - e miimomy tm arw e m= s ——— e R — Pl p————
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Mosa MHOPACTPYKTyPa CKOMMNPOMETUMPOBaHA !

[lonpobyinTe cebda B KauecTBe aHaAUTMKA

B Profit Security Day, Almaty 2017

tion Systems Security Partners

Informa
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= Cobpatb yankM 1 0bpa3sLbl

Anti-X

1.

Co34aTb OTYET Mo
CpaboTkaM ckaHepa

. Onpeaenntb AaThbl

BO3HMKHOBEHWS
GanaoB 310Bpeaa

. PaccnepoBathb

NO34HMe CpaboTku

NG Firewall

1.

Co3/21aTb OTyeT
noacucTemsl IPS.

. OTOMAETPOBAaThH

3a6/10KMPOBaHHbIE
CeCcCyn BHYTPEHHME

. [lpoBecTyn

PaccNneoBaHNE

Anti-Spam
1. 3anTh B KapaHT1H

2. OTOUNBETPOBATL
MMcbMa C
B/IOXEHMAMU MO

* Virus outbreak
« Spam outbreak
« Cobpatb 0bpasLpl
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= [IDOaHaIM3MPOBATh YrPO3bl, 400bLITb MHAMKATOPD!

OTnpasuTth 0bpasel
HaM Ha aHaan3

+ --
OTnpaBMTL AaMI AMCKA
N NaMATU HaM Ha
aHaNn3

+ Labs +
OTNpaBnTb JaHHble

XYPHaN0B COObITUM
HaM Ha aHanu3
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= [ [pOBECTM paccienoBaHme

[lonyuntb MIHAMKATOPLI  [TpoBEPUTL HaMYME

KOMMNPOMETaLAV MHAMKATOPOB B XypHanax
[TOAYYNTb MHCTPYKLIMM  CODBITUM
CurHaTypsl * Firewalls

« WebProxy

e Microsoft events

1ssP

+ Labs
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Fule oaHa [Mpobaema
MOHMMaHMe 1 NOoAAEePXKa CO CTOPOHbI PYKOBOACTBA
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[IpobnemMa knbepbesonacHOCTV B OPraHM3aLmsXx

60% ’ ‘ 75% ’ 53% ’ 36% ’

CISO BepAaT uto nx CISO cuyunTatot uto CyunTatort, uto CEO He NpoBoaAT
opraHmM3auus OCHOBHaA Npobnema MNPUHUMAIOT PELUEHUA  PEryASPHbIN
CKOMMNPOMETUPOBAHA B broarKeTe 6e3 noHumaHua cytn  6pududr ana CEO
BOMNpPOCa

<4 dimensional 6
d by

’ research Sponsore :
cccccc



ISSP

01% pykoBOAMTENEN KOMMAHWM HEAOCTATOYHO
3HAKOT MPO KMbepbe3onacHOCTb..

Yes

In your opinion, does 39%

your CEO know
enough about

cybersecurity? No
61%

<4 dimensional 6

Sponsored by:
n NWrescarch S .
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69% CISO cumTaroTt, UTo KMbepbe3onacHOCTb - 3TO
C/MLLKOM TEXHMYEecKasd TeMa aas X PYKOBOACTBA

It is too technical | 69%
Why do you th i n k It was delegated to someone else | 52%
you r CEO IaCKS The CEO does not grasp the severity of _ | 44%
. ity risk °
knowledge regarding SRR _
Cybel’secu I‘ity'? It is not viewed as strategic to the company | 37%

It is not interesting to the CEO | 28%

other | | 4%

<4 dimensional

Sponsored by: c
n Nfresearch S

0% 10% 20% 30% 40% 50% 60% 70% 80%
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Tonbko 39% CISO 4yyBCTBYHOT MOAALOXKKY

DYKOBOZACTBA KOMMaHMM

How would you
characterize
executive
management’s
support for
information
security?

<@ dimensional sponsoredby: B
DDDDDD Y
- . ’ research CYBERARK

39%

53%

0%

20%

40%

60%

80%

100%

i Very supportive: adequate
funding and consistently
communicates importance of
security across the
organization

L4 Somewhat supportive:
security still struggles to get
budget sometimes but
executives consistently voice a
support for security

M Not supportive: security lacks
necessary budget and
attention in the organization
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/5% CcunTaroT BrOAXET OCHOBHOM MPObIEMON
52% yBepPEHbI UTO NPOobeMa B HeAOCTaTke 3HAHNM

! ! | | |

Budget 750
For your company! Expertise | 52%
what are the top
barriers to | | |
] . Ineffective security tools and solutions | 34%
implementing
cybersecurity o o

Security is not a company priority | 28%

enhancements?

Other _I 6%

<4 dimensional _
m NP research Sponsered by CA 0% 10% 20% 30% 40% 50% 60% 70% 80%
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= He0CTaTouHO 3KCnepTn3bl?

MeHe I KMEHT

[ TpoBECTM BOPKLIOM
ana MeHeakMeHTa

ISSP (MAW)

/10 8 yenosek

2 Ceccum no 2 yaca.
Teopuma + NpakTuka

Cneumanmcrbl

YTBEPANTL BHOAXET Ha
obyyeHue oTaena.

CEH/CRHFI/CIH/CND
CISSE CISM, 15027001

ISSP (RE), (MAN),
(MEMF)

[ lonb30BaTENU

BHeApWTb MporpamMmy
OCBEAOMIEHNA
NOJIb30BaTENEN.

MaTtepunansl
CemMMHapbl
TecTmMpoBaHme
BbicTynneHma TEDX
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