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The Data-in-Motion Dilemma
VOLUME + SPEED + THREATS = COMPLEXITY + RISK + COST
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Security tools do not
scale as fast as data

Slow time to detection
and containment

A Unchanged security model

ﬂTr% Changed traffic patterns

Rising use of encryption
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The Defender Lifecycle model

Basic Hygiene: Building Context: Triangulating Intent: Taking Action:
Firewall, Endpoint, Big Data and Artificial Intelligence and Firewalls, IPS,
Segmentation, etc. Machine Learning Cognitive Solutions Endpoints, Routers

Detection Prediction Containment
@ .

Prevention

Inline Bypass Metadata Engine Inline Controls
SSL Decryption App Session Filtering

SSL Decryption
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Legacy Approaches Provide Limited Visibility

Public

= % + Significant blind spots

1 Cetection (niine) e Extraordinary costs
e Contention for access to traffic
e |nconsistent view of traffic
Anti-Malware
Provertion | (Infine) o

Blind to encrypted traffic
 Too many false positives

ENEIRGICEE  Virtualized
SECSINIEN Server Farm il

Poor architectural choices will lead to poor results!
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Security Delivery Platform: “See Everything”

A FOUNDATIONAL BUILDING BLOCK TO EFFECTIVE SECURITY
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INLINE PLATFORMS

Anti-
Mallware

WAF

\/I'Io,u,Kmoqume AKTUBHbIX

IPS
cpeacte Vb G’

v BYPass banaHcupoBka

v/ TopakntoueHne CpeacTs thaiﬂfﬂud
NnaccmBHOM Zee -

KndepbesonacHoOCTH

-
—

SEAN 1 Ty et e ety
Poais

PELTIEI LTy,

v/ CHWXEeHMe 3arpy>eHHoCTu
cpeatcs Vb

v [locTyn K Tpadpuky
BUPTYyasribHOU cpeabl

v MacwwtabupoBaHue cpeacTs é e .\
Vb 6e3 BNusHUA Ha ceTb ﬁfh E \""i -@
v ToBbiweHwe 9P JPEKTUBHOCTH DLP IDS  APM

cpencTs Vb Record
OUT-OF-BAND PLATFORMS

Voice APM Forensic

©2017 Gigamon. All rights reserved.



Product portfolio

G

Gigamon’

3 Party Apps
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