
«Системы зеркалирования как 
инструмент повышения 
эффективности инвестиций в 
элементы информационной 
безопасности».

Александр Грачев
Sales Engineer
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The Data-in-Motion Dilemma
VOLUME + SPEED + THREATS = COMPLEXITY + RISK + COST

Time
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e Network 
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Security 
tool

Data center 
transition to 100GbEmergence

of big data

Internet
of Things

Machine to 
machine

Security tools do not 
scale as fast as data

Unchanged security model

Changed traffic patterns

Slow time to detection 
and containment

Rising use of encryption
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Source: RSA 

Анатомия сложной кибератаки

65432

Во многих случаях система остается взломанной после атаки!

Фишинг и атаки 
нулевого дня Back door Скрытое 

проникновение
Кража 

данных
Заметание 

следов

1

Разведка

Предотвращение:
Традиционный фокус ИБ

Обнаружение, Исследование, Подавление
Новый фокус ИБ
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The Defender Lifecycle model
Basic Hygiene:

Firewall, Endpoint, 
Segmentation, etc. 

Prevention

Building Context: 
Big Data and 

Machine Learning 

Detection

Triangulating Intent: 
Artificial Intelligence and 

Cognitive Solutions

Prediction

Taking Action: 
Firewalls, IPS, 

Endpoints, Routers

Containment

Inline Bypass
SSL Decryption

Metadata Engine
App Session Filtering

SSL Decryption

Inline Controls

Automated Manual

 Physical
 Virtual
 Cloud



5©2017 Gigamon. All rights reserved.

Internet

Public
Cloud: AWS

Legacy Approaches Provide Limited Visibility

Intrusion
Detection 
System

Anti-Malware
(Inline)

Email Threat 
Detection

Forensics

IPS
(Inline)

Data Loss 
Prevention

Forensics

Data Loss 
Prevention

Intrusion
Detection 
System

IPS
(Inline)

Anti-Malware
(Inline)

Email Threat 
Detection

Data Loss 
Prevention

IPS
(Inline)

Email Threat 
Detection

Anti-Malware
(Inline)

Forensics

Intrusion
Detection 
System

Routers

“Spine”
Switches

“Leaf”
Switches

Virtualized
Server Farm

Poor architectural choices will lead to poor results!

• Significant blind spots
• Extraordinary costs
• Contention for access to traffic
• Inconsistent view of traffic
• Blind to encrypted traffic
• Too many false positives
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Internet

Public
Cloud: AWS

Security Delivery Platform: “See Everything”
A FOUNDATIONAL BUILDING BLOCK TO EFFECTIVE SECURITY

Data Loss 
Prevention

Data Loss 
PreventionData Loss 

Prevention

IPS
(Inline)

IPS
(Inline)

IPS
(Inline)

Email Threat 
Detection

Email Threat 
Detection

Email Threat 
Detection

Forensics

Forensics
Forensics

Intrusion
Detection 
SystemIntrusion

Detection 
System

Intrusion
Detection 
System

Routers

“Spine”
Switches

“Leaf”
Switches

Virtualized
Server Farm

Anti-Malware
(Inline)

Anti-Malware
(Inline)

Anti-Malware
(Inline)

Intrusion
Detection
System

Data Loss 
Prevention

Email Threat 
Detection

IPS
(Inline)

Anti-Malware
(Inline)

Forensics

 All tools still connected
 Fewer network touch points

 Enhanced tool efficiency
 Decreased OPEX costs

Physical, Virtual
and Cloud

Metadata
Engine

(NetFlow / IPFIX)

Application
Session Filtering

SSL
Decryption

Inline
Bypass
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Копирование и обработка трафика

GigaVUE-HD8 GigaVUE-HC2

GigaVUE-TA10

Application
Performance

Network
Performance

Security

Центр 
мониторинга

Adaptive
Packet
Filtering

Packet
Slicing Masking

De-
duplication

Header
Stripping

Time
Stamping

NetFlow
Generating

Tunneling

ERSPAN
Termination

FlowVUE™

GTP
Correlation

SSL
Decryption

G-TAP
(сетевые сплиттеры)

GigaVUE-FM
Единый центр управления платформой Gigamon

Подключения к внешним система управления• Трафик из виртуальной и 
физической сети 
доставляется одним и тем 
же получателям

• Оптимизация копии 
трафика для каждого 
получателя

• Обширные возможности 
обработки трафика

• Интеграция с SIEM  и 
внешними системами 
управления

• Масштабируемость

• Возможность 
использования для других 
проектов (не только ИБ)

GigaVUE-VM

Application
Session
Filtering
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Security Delivery Platform
ОБЕСПЕЧЕНИЕ КОМПЛЕКСНОЙ ЗАЩИТЫ СЕТИ

Подключение Активных 
средств ИБ

BYPass балансировка

Подключение средств 
пассивной 
кибербезопасности

Снижение загруженности 
средтсв ИБ

Доступ к трафику 
виртуальной среды

Масштабирование средств 
ИБ без влияния на сеть

Повышение эффективности 
средств ИБ
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Applications
Gigamon

Applications
3rd Party Apps 

(e.g. Splunk, Viavi) 
Applications & Tools 

Infrastructure,
User Community

Product portfolio

Traffic 
Intelligence

Visibility
Fabric Nodes

(Pervasive visibility across 
physical, virtual, remote 
sites, and future SDN 
production networks)

Fabric
Services Flow Mapping®

Fabric Control 
(Management)

Inline Bypass
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Embedded TAPs
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GigaVUE-420

G-SECURE-0216

GigaVUE-FM

Clustering

GigaVUE-HD4

G-TAP M Series

FabricVUE™ Traffic Analyzer

De-duplication

Slicing

FlowVUE™

Masking

GTP 
Correlation

Header 
Stripping Tunneling

SSL Decryption

Adaptive 
Packet Filtering

Application 
Session Filtering

Time Stamping

API

NetFlow 
Generation

API

API

API

GigaVUE-HC1

GigaVUE-HC3
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Network 
Forensics/Big Data 

Analytics

Application 
Performance 
Management

Network 
Performance 
Management

Экосистемные партнеры
Network

Security and 
Vulnerability 
Management

Customer 
Experience 

Management
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Заказчики во всех секторах экономики

http://www.3m.com/
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VISIBILITY 
MATTERS
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