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YacTto ObiBaer:

3awumTa TonbKo ceTeBoro nepumeTpa

JInyHble yCTpOVICTBa U JNIOKAJibHbiI€ aAMWUHbLI

OTKpbITble UICTOYHUKN MHPOopMaLUn
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Coop uHdbopmauum - OSINT
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macbook-pro:theHarvester ilya$ python theHarvester.py -d kolesa.kz -b google -1 100
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TheHarvester Ver., 2.7.1
Coded by Christian Martorella
Edge-Security Research

cmartorellao®edge-security. com
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[-] Searching in Google:
Searching @ results...
Searching 100 results...

[+] Emails found:

shirkevich@kolesa.kz
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Facebook Graph Search :

. People who work at %EMPLOYER% B sl
. Comments by %USERNAME% from Almaty 7 e
Posts liked by %USERNAME% at 2017 News Feed .
Posts liked by People who work at % EMPLOYER% 1 -
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than 40 and work at % EMPLOYER% -
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Oleg Morozov (zigmund) v Friends v
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Sofia_pilipenko_h... 20+ Jurist at O6veanHeHHan koMnanua “Konéca, Kpeiwa, Mapket”

* LeeTouHel Mup "B 8

© create Group

@ New Groups 3
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Onepauusa «TapreTupoBaHHbIN PULLUHMY

Coop uHdbopmauum - OSINT

AHanns3 n noarotToBKa cueHapus
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Onepauusa «TapreTupoBaHHbIN PULLUHMY

Coop uHdbopmauum - OSINT

AHanNu3 n NoAroToBKa CLE

Peanu3auus



Kak Obino cagenaHo. [pumep nucbma
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Kak ObI510 caenaHo.
Google

OAaVH akkayHT. Becb Myp Google!

BoiianTe, ncnonb3ys akkayHT Google

stekolnikov@kolesa_kz

HyxHa nomoLyb?

BOWTH B ApYrow akkayHT

OfQuMH akkayHT Ana Bcex cepsucos Google
GMEROL #* » €
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Onepauuna «Kypunka»
UNU «Y Hac Yyxxve He XoaAaAT»




Onepauug «Kvpunka»
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Onepauns «AyTCOPCUHI»






NToro:

« ~50% coTpygHMKOB BBENWN YYETHbLIE OAaHHbIE
« ~ 70% naponen nogxognnun K BHyTPEHHUM CUCTEMAM
e ~ 2-3 Hegenu Ha peanusauuto




 ~ 50% coTpyoHMKOB BBEMN YYETHbIE A2
e ~70% naponen nogxogunmn K BHYTPEH
e ~ 2-3 Hegenun Ha peann3auuto

e OTO TONMbKO BepLUnHa ancbepra

NToro:

P.S.
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