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060 MHe.

MecTto paboTtbi: Pl «[ocyaapcTBeHHAA TeEXHMUYECKas cnyxba»,
rnaBHbIN apxutekTop (pyKosoautens) Jlabopatopum nccnenoBaHms BpeOHOCHOrO Koaa.

OcHOBHble aocTuXeHusa B cpepe Ub:
» MNoarotoBMA TPOUX CTYAEHTOB K y4acTUto B KoHdepeHuum no UB, nposoanmoi

Nabopatopuen Kacnepckoro (2010-2012 roap!) B r. MockBa. Pe3ynbTat: ABa npusepa

(TpetTbe n BTOpOe mecTta) Typa Poccna n CHI u yyactue B mexayHapoaHbix Typax (Monbuia,
fepmaHusn);

» Bowen B coctaB PpUHANUCTOB KOHKypca «MHHOBaUMOHHbIM KasaxctaH» (AO «Campyk-
KasbiHa», 2011);

» Bowen B uncno nobeantenen KoHkypca no aHanusy CrackMe, nposoamnmoro JSlabopaTtopuei
Kacnepckoro (2016);

» KoHcynbTnpoBan paboTbl No NPOTUBOAENCTBUIO TPOAHUAM-INdpoBanbliuKkam (Talent Lab,
Nabopatopus Kacnepckoro — cneuymanbHbii npu3) (mapt 2017) v 3awmTe AaHHLIX OT
NOTEHLMAIbHO OMNACHbIX pacwupeHnit bpaysepa (0be paboTbl Npe3eHToBaAUCh HA ceKummu Young
School koHpepeHumu Positive Hack Days 2017) (anpenb-mai 2017);

» Bbictynan Ha KoHdepeHumsax PHDays (Positive Technologies, 2018, Mocksa), BISSummit
(Infowatch, 2018, baky) n paae koHpepeHumn B KazaxctaHe (SOC-popym, Kazhackstan n gp.).




BO3MOXXHOCTU peLleHUd

1. OT4eTbl 0 Uenesbix yrpo3ax (APT);
2. [leco4yHunua;
3. UIHPopmauua o agomeHax u IP-aapecax;

4. NHpopmauma ob 0bbeKTax M UX B3aMMOCBA3AX.




OTYyeTbl O LieNIeBbIX yrposax

APT10 Spearphishes Japanese Policy Experts late
2016 to early 2017

Version: 1.0 (9.March.2017)

Executive summary

In late January 2017, JPCERT/CC reported a spearphishing campaign and related backdoor which they
named “ChChes”. The campaign, which we have high confidence was carried out by the APT10 actor,
targeted multiple Japanese organizations. Several reports on the attacks have surfaced.

The largest amount of ChChes spearphishing activity appears to have occurred in the last week of
November 2016, and continues into the first week of December 2016. Following the spearphishing
campaign, the group shifted toward to Powershell and other tools that will be covered in greater detail

in a second part of this report.

<IndicatorItem id="58cl9f89-0220-4524-adl1-4£f5cc0aB5al0" condition="4is">
<Context -document="RouteEntryItem" search="RouteEntryItem/Destination" type="mix" />
<Content type="string">whale.toshste.com</Content>
</IndicatorItem>
<IndicatorItem id="58c19f89-T7e98-47ac-bBf9-4£f5cc0aB85al0" condition="is">
<Context -document="RouteEntryItem"  search="RouteEntryItem/Destination" type="mir" />
<Content  type="string">zebra.wthelpdesk.com</Content>
</IndicatorItem>
<IndicatorItem id="58cl9fB89-7fc4-4f90-ab0d-4£f5cc0aB5al0" .condition="1is">
<Context document="FileItem"  search="FileItem/MdSsum" type="mix" />
<Content type="md5">07abd6583295061eac24352e470e£ff78</Content>
</IndicatorItem>
<IndicatorItem id="58cl19f89-38d0-4620-9f83-4f5cc0aB85al0" condition="is">
<Context document="FileItem"  search="FileItem/Sha256sum" type="mix" />
<Content type="sha256">efalb414a831chf724d1c67808b7483dec22a981ae670947793d114048£88057</Content>
</Indicatorltem>
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Su mmary @ L1 Exportall results

® Malware (2)

Adware and other (0)

Upl Nov 07, 2018
Analyze Nov 07, 2018
Database update  Nov 06, 2018
Results System activities Extracted files

Sandbox detection names © -

Zone Name
[0 High TrojanWin32 Agent

O High Exploit MSOffice Pederr.

4
Suspicious
activities

e High (0)
Medium (0)
Low (4)

ution environment  Windows 7 x86 File size

Execution time 100 sec
File extension rtf

No

Network activities

Download data

\

15 N t0 k
Extracted files etwor
activities

@ Dangerous (0)
Adware and other (0)
® Cood (0)

® Malicious (1)
Adware and other (0)
® Clean (1)

Not categorized (13) Not categorized (0}

1421008

rtf

52
€
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Execution map ©

Sample run

{5 Created by a logged process
WINWORD.EXE

o—tl

{8} Activity
lsm.exe

Activity

swchost.exe

5} Created by a logged process

verclsid.exe

{2 Created by a logged process {2 Activity

—s

mspaint.exe svchost.exe

27 Activity
lsass.exe

{5 Activity
spoolsv.exe

= Suspicious Activity {0k Created by a logged process

The trusted application has been EQNEDT32.EXE

crashed

{5 Activity ¥ Created by a logged process

svchost.exe EQNEDT32.EXE

&} Created by a logged process
EQNEDT32.EXE

&t Activity
svchost.exe

{5} Activity

services.exe

o—

o—

e —

— Suspicious Activity

The trusted application has been
crashed

— Suspicious Activity
The file has been added to run on
system start (MITRE T1112 Modify Re.

= Suspicious Activity

The trusted application has been
crashed
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Hash report for MD3:

L Export all resulits

Hits =10 MNone MD5
Mov 07, 2018 142100B
Mov 07, 2018 MNone
MNone

2018-0802 gen

File signatures and certificates

Container signatures and certificates

File paths

File names

File accessed following URLs

L oad cate

Status URL Last accessed Domain IP count
= Clean purLorg) ov 07, 2018 purl.org —
Clzan purLorg) rov 07, 2018 purlorg —
= Clean purLorg) ov 07, 2018 purl.org —

File downloaded from URLs and domains

File started following objects
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nme.gif

Report for URL: Dangerous & Copyrequest .+ Exportall results
138]

IPv4 count

Abuse Created May 05, 2014
Nov 08, 2017
None
(= Botnet C&C Trajan. (= Malware
Anti-Virus Statistics ©
125 users
100 users /ﬁ‘ 'x\a\
,ff ‘i
75 users —— \ \
fﬁ u /g\_ b 9 / ‘\
\ ']
A~/ \ / P\\ \ e
Y / \ \, L /
50 users / \w, % / \ 4 \ = :
a/ \E/l \e’/’ \\v"}
25 users
0 users
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Files downloaded from requested URL ©® . Download data

Status Hits (=) File MD5 First downloaded Last downloaded Detection name
O Malware 1000 25207 Oct 15, 2018 Oct 24, 2018 HEUR:Trojan Win32 Khalesi.gen
O Malware 1000 8CE44 Oct 11, 2018 Nov 02, 2018 HEUR:Trojan Win32 Khalesi.gen
[0 Malware 1000 SF4372 Oct 12, 2018 MNov 02, 2018 HEUR:Trojan Win32 Khalesi.gen
O Malware 1000 886127 Oct 21, 2018 Nov 05, 2018 HEUR:Trojan Win32 Khalesi.gen
[0 Malware 1000 JCECA Oct 16, 2018 Oct 18, 2018 HEUR:Trojan Win32 Khalesi.gen
O Malware 1000 627AD Oct 13, 2018 Oct 18, 2018 HEUR:Trojan Win32 Khalesi.gen
[0 Malware 1000 480A5 Oct 18, 2018 Oct 29, 2018 HEUR:Trojan Win32 Khalesi.gen
O Malware 1000 2033FI Oct 20, 2018 Oct 21, 2018 HEUR:Trojan Win32 Khalesi.gen
[0 Malware 1000 IBOSA Oct 25, 2018 Nov 05, 2018 HEUR:Trojan Win32 Khalesi.gen
0 Malware 1000 24D2B QOct 26, 2018 Oct 28, 2018 HEUR: Trojan Win32 Khalesi.gen
Files accessed requested URL © . Download data

Status Hits (=) File MD5 First accessed Last accessed Detection name
O Malware 10000 0711A Qct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
0 Malware 1000 FF464 Oct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
O Malware 1000 F5D8E Oct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
O Malware 1000 544CFH Qct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
0 Malware 1000 B343¢ Oct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
[0 Malware 1000 71ACS Qct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
0 Malware 1000 C5D74 Oct 09, 2018 Nov 06, 2018 Trojan Win32. Lethic
O Malware 1000 96FFY Qct 09, 2018 Nov 06, 2018 Trojan Win32 Lethic
0 Malware 1000 23871 Oct 09, 2018 Nov 06, 2018 Trojan Win32. Lethic
[0 Malware 1000 88612 Oct 25, 2018 Oct 25, 2018 HEUR Trojan Win32 Khalesi.gen




NHpopmauma 06 o6bekTax — 6biBaeT 1 Takoe ©

Geography ©




E-mail: Web: Call-center:
o_bil@sts.kz www.sts.kz 1400
o_bil@kz-cert.kz www.kz-cert.kz
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