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CeTeBoOe BUACOHAOAIOAEHME — AOMMHUPVIOIIIMIA CETMEHT

PBIHKA CUCTEeM obecrieueHns 6€30IIacHOCTH
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14,98 MAPA AOANOPOB

Vcrounuk: TMR — PoCcT MHTEpEecd K CUCTEMAM ObeCTIeYeHUS
6e30IIaCHOCTH ¥ POCT CIIPOCA HA CUCTEMEI BUACOHADAIOASHYIS
Y cuUcTeMBl VSaasS: VBeAndeHne O6BEMA MUPOBOTI'O PEIHKA AQ
48,32 MAPA AOAAAPOB K 2020 T.
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(B T.4. MOHUTOPHI 1
KOPITyCQ)

COBOKYIIHBIE TEMIIBI TOAOBOTO
POCTA B CETMEHTe CEeTeBOro
BUAECOHABAIOAEHMST AOAXKHBI

cocTaBuUThb 23,3%
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[Iocobie B pu3mIecKkomn 6e30IIacCHOCTHA

- He ocTaBagauTe ABEPU HE3AIIEPTHIMMA

- He ocTaBAGUTE OTKPBITHIM YEPHBIN XOA

- He mcrionbp3ymTe rmpoCcThbie KAIOYN

- He paspaBanTe KAIOUM, KOHTPOAUPYUTE AOCTVII
- HabamopauTe 3a CBOMMM ITOMELITIEHUAMA

- BosBeapUTe orpaxpeHme
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DAMPBOA = 3AOOP
YIIpABAEHME TIOAB30OBATEAAMM = KOHTPOAB AOCTYIIA

[IoannTHUKA rtaporer = CMEeHd KAPT AOCTVIIA  .¢

BeIgBAECHME HAPVIIIEHUNU = BEIIBAECHME BTOPXEHUN,
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pass pass pass
666666 666666 root 7ujMkoOadmi guest 12345
888888 888888 root 7TujMkoOvizx guest guest
admin (none) root 888888 mother fucker
admin 1111 root admin root (none)
admin 1111111 root anko root 0
admin 1234 root default root 1111
admin 12345 root dreambox root 1234
admin 123456 root hi3518 root 12345
admin 54321 root ikwb root 123456
admin 7ujMkoOadmin root Juantech root 54321
admin admin root Jvbzd root 666666
admin adminl234 root klv123 root Vizxv
admin meinsm root klv1234 root xc3511
admin pass root pass root xmhdipc
admin password root password root z1lxx.
admin smcadmin root realtek root Zzteb21
adminl password root root service service
administrator | 1234 root system supervisor SUperviso
Administrator | admin root user support support
user user ubnt ubnt tech tech
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-use_z = Truye

.Clectim at the e

» ob.select= 1 nd -add S
- ob.select=1
-Scene.objects.actiwg
Selected”™ + str(modifies,
Wwirror_ob.select = ©
» bpy.context. selected_:
Mata.objects[one.name].se



ATAKA XAOKepoOB HA CeThb
BUACOHAOAIOACHUS T.
BammHurron. 70% cepBepoB
He pabotaau 12-15 suBaps
2017 ropa
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CMeHa rnnapoAeit HAd YCTPOMCTBAX BUMACOHAOAIOAEHUS

C6poc HA 3aBOACKME HACTPOMKA

CTpaHHBIE HAAIIMCH B OBEPAEE
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CeTeBag
MHOPACTPYKTYPA
Braeo- IMpounx  COlIIC
HAOAIOAEHUE HoBeHMe
o Be30nacHOCTb
IP AOCTYTICK
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26 ntondg 2017 r. 6BIA TIPUHAT PepePAABHBIN
3aKkOH Ne 194-®3 «O BHECEHUM M3MEHEHUI B
YTOAOBHBIM KOAEKC Poccumckon depepalinm
M CTATBIO 151 YTOAOBHO-TIPOLIECCYAABHOT'O
KopAeEKCA Poccumckom depepdlinivi B CBA3M C
IIPUHATHEM PEASPAABHOI'O 30KOHA «O
6e30IIaCHOCTM KPUTUYECKON
MHPOPMALIMOHHOM MHOPACTPYKTYPHI
Poccumckon depeparmm.

C 1 guBapga 2018 ropa BCTYIIAET B CUAY
HOoBOg Ctarbs 274.1. 'naBwI 28 VK PD
«HermpaBoMepHOe BO3AEMUCTBME HA
KPUTHUYECKYIO MHOOPMAIIMOHHYIO
MHOPACTPYKTYPY Poccuimckomn depeparimm.



3AKOH 0 KubepbesornacHocT PP

CospdHMEe, PACIIPOCTPAHEHME U (MAM) UCTIOAB3OBAHME
KOMIIBIOTEPHHBIX (TIPVM. BPEAOHOCHHBIX) ITPOTrPAMM

2. HempaBoMepHBIM AOCTYII K OXPAHAEMOM KOMITBIOTEPHOM
MHOOPMALIUM

3. HapyliieHne rmpdBuUA SKCIIAVATALIMM CPEACTB XPAHEHMUY,
OOpPAOOTKM AU TIEPEAAYM OXPAHAEMON KOMITBIOTEPHOM
MHOOPMALIUM

4. Yactu 1-3 110 mpeABAPUTEABHOMY CTOBORY

5. Yactm 1-4, TIOBAEKILME TAXKME [IOCAEACTBUA
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Internet of Things Cybersecurity Improvement Act of 2017

115te CONGRESS

- S. 1691

To provide minimal cybersecurity operational standards for Internet-connected devices purchased by Federal agencies, and for other purposes.

IN THE SENATE OF THE UNITED STATES
Avcust 1, 2017
M. Warer (for lumself, Mr. Garpner, Mr. Wypey, and Mr. Danves) introduced the following bill; which was read twice and referred to the Committes on Homeland Security and
Governmental Affairs

A BILL

To provide minimal cybersecurity operational standards for Internet-connected devices purchased by Federal agencies, and for other purposes.

Be it enacted by the Senate and House of Representatives af the United States af America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Internet of Things (TIoT) Cybersecurity Improvement Act of 20177
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Device Manager X | Configuration Hotkeys

Logs +

|EEE 802.1X

Unsupported firmware

Server

PCCZC64198Y7

Type to search

v 00408C10126F oK 172.25.127.220 AXIS P3343 localization. Dizabled Unsupported firmware PCCZCB4198Y7
‘? 00408C185180 oK 172.25.1 44 lestcam-P5524... AXIS P5524 S.41betal Yes Disabled Unsupported firmware PCCZCB4198Y7
@ 00408C00A44B  OK 17225127142 AXIS M1011 5202 Yes Disabled Unsupported firmware  PCCZCG4198Y7
ﬂ 00408C9BODAE Enter password 172.25.127.162 kriscg-camd.sal. AXIS P3301 5.01 Yes. Disabled Unsupported firmware PCCZCB4198Y7
‘R 00408CB95CEE Enter password 172.25.127.155 kriscg-cam3.sal. AXIS P1346 5.40.9.8 Yes Disabled Unsupported firmware PCCZCB4198Y7
@ 00408CBISCED  OK 17225127150 danielsn-camd..  AXIS P1346 54008 Yes Disabled Unsupported firmware  PCCZO84198Y7
00408CBOF7SC  OK 17225127118 festcam-p7210.. AXISP7210 55041 Yes Disabled Unsupported firmware  POCZOB4198Y7
‘? 00408CC5315A oK 172.25.127.147 AXIS P2344 5.40.9.8 Yes Disabled Unsupported firmware PCCZCB4198Y7
00408CD21515 oK 172.25.127.174 lestcam-q7406... AXIS Q7406 5.51.2.3 Yes Disabled Unsupported firmware PCCZCE4198Y7
00408CD21516  OK 17225 festcam-q7406..  AXIS Q7406 55123 Yes Disabled Unsupparted firmware  PCCZCE4198Y7
00408CD21517 oK 172.25.127.165 testcam-g7406... AXIS Q7406 5.51.23 Yes Dizabled Unsupported firmware PCCZCB4198Y7
00408CD21518 oK 172.25.1 lestcam-q7406.. AXIS Q7406 5.51.2.3 Yes Disabled Unsupported firmware PCCZCE4198Y7
00408CD21519  OK 17225127170 festcam-q7406.  AXIS Q7406 55123 Yes Disabled Unsupported firmware  PCCZCE4198Y7
00408CD2151A oK 172.25.127.17 testcam-q7406... AXIS Q7406 5.51.23 Yes. Disabled Unsupported firmware PCCZCB4198Y7
00408CD21527 oK 172.25.127.181 testcam-g7406.. AXIS Q7406 5.51.23 Yes Disabled Unsupported firmware PCCZCB4198Y7
00408CD21528  OK 17225.127. testcam 7408, AXIS Q7406 55123 Yes Disabled Unsupported firmware  PCCZCE4198Y7
00408CD21528  OK 17225127180 festcam-a7406.  AXIS Q7406 55123 Yes Disabled Unsupported firmware  PCCZCE4198Y7
00408CD2152A oK 172.25.127. testcam-g7406.. AXIS Q7406 5.51.23 Yes Disabled Unsupported firmware PCCZCB4198Y7
00408CD21528 oK 172.25.127.179 lestcam-q7406... AXIS Q7406 5.51.2.3 Yes Disabled Unsupported firmware PCCZCE4198Y7
00408CD2152C  OK festcam-q7406..  AXIS Q7406 55123 Yes Disabled Unsupparted firmware  PCCZCE4198Y7
00408CD21533 oK 172.25.127.175 testcam-g7406... AXIS Q7406 5.51.23 Yes Dizabled Unsupported firmware PCCZCB4198Y7
00408CD21534 oK 172.25.1 6. lestcam-q7406.. AXIS Q7406 5.51.2.3 Yes Disabled Unsupported firmware PCCZCE4198Y7
00408CD21535  OK 17225127167 festcam-q7406.  AXIS Q7406 55123 Yes Disabled Unsupported firmware  PCCZCE4198Y7
00408CD21536 oK 172.25.127.171 testcam-q7406... AXIS Q7406 5.51.23 Yes. Disabled Unsupported firmware PCCZCB4198Y7
00408CD21537 oK 172.25.127.173 lestcam-q7405.. AXIS Q7406 55123 Yes Disabled Unsupported firmware PCCZCB4198Y7
00408CD21538  OK 17225.127. testcam 7408, AXIS Q7406 55123 Yes Disabled Unsupported firmware  PCCZCE4198Y7
? 00408CDCY1FC oK 172.25.127.212 AXIS Q1922 5.50.4.3 Yes. Disabled Unsupported firmware PCCZCB4198Y7
‘? 00408CDD0155 oK 172.25.1 testcam-g603s.. AXIS Q6035-E 54117 Yes Disabled Unsupported firmware PCCZCB4198Y7
@ 00408CEI2FED  OK 17225127151  danielsn-camd... AXIS P3345 55024 Yes Disabled Unsupported firmware  POCZO64198Y7
@ ACCCEEOIOC29  OK 172.25.127.002 AXSMIM43-L 56017 Yes Disabled Unsupported firmware  PCCZOB4198Y7
? ACCCBEBB373A oK 172.25.127.190 doorcam-as810... AXIS AB105-E 1.58.2.1 Yes Disabled Unsupported firmware PCCZCB4198Y7
Ao \CCCBERIS698 QK 172.25.125.228 AXIS M3025 5.50.5.7 Yes Disabled Unsupported firmware PCCZC64198Y7
Alarms@ Tasks v
Time Alarm Description

2017-10-17 10:27:02  System alarm
2017-10-17 10:26:52  System alarm

Connected to PCCZC64198Y7

Lost connection to device 00408C9B004E (172.25.127.162)
Lost connection to device 00408CBI5CE6 (172.25.127.155)
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3AIIYCK M OOCAYVXMBAHME CHUCTEMBI

200 ycTpouncts Yepe3 Beb uHTepdenc C ucnonb3oBaHuem ADM
YctaHoska ACAP 400 MUHYT 5 MuHyT
O6HoBRNEHNe NPOLUNBKM 1000 MUHYT 10 MUHYT
HacTtponka yctponcTs 4000 MUHYT 10 MuHyT
YcuneHue knbep 3amThbl 1000 MuHyT 5 MUHYT

> Bcero 106 yacoB 30 MUHYT
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AXIS Carmera Station [0.00.000-DEV]
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Visual confirmation

Test alarm
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Zipstream Disabled

trate reduction

9% 128 160

e — 2 e
Framerate  30fps 20fps 15fps 10fps  5fps  2fps

WWW.AXis.com
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File Options View

Processes | Performance | Users | Details I Services |

Task Manager

O CpPU
20% 1,30 GHz

Ethernet

Throughput

Microsoft Network Adapter Multiplexor Driver

1 Gbps

O Memory
9.7/31,9 GB (30%;

() Ethernet e

S: 118 Mbps R: 582 Mbps T

o
g -

= =

600 M6éuT/C

300 Mbps

4 minutes
Send
118 Mbps

Receive

582 Mbps

@ Fewer details "\E:-‘.' Open Resource Monitor

Adapter name!

Connection type:

IPvd address:
|IPv6 address:

Team1_VLAN1060
Ethernet
10.182.48.68
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1996: ntepBoe IoT YCTPOMCTBO B BUACOHAOAIOACHUM

> [lepBag B Mupe ceteBad kamepa AXIS NetEye 200
> KamMepa AHOHCHUPOBAHA 18 ceHTabpda 1996 ropa

> TexHUYeCKUe XAPAKTEPUCTUKNA:
— 1 xaap B cekyHAY CIF (352 x 288)
— 1 xapp B 17 cexkyHp 4CIF (704 x 576)
— CPU 32 6but
— RAM 1792 kbaut
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Kamepbl HdocTyn

KommyTaTopbl AHanutuka
UHCTPYMEHTDI
CepBepbl NpPOeKTUpPOBaHUA
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