BE3OINACHOCTb 3 OBJIAKA UTTA
SALLUNTA OBNAYHBLIX NMPUNTOXXEHWW. OBE
COCTABNAKOLWME KOMIMJIIEKCHOWU
SALLNTLI B 3PY OBJAYHBLIX PELUEHNW




O6nayHble NPUNOXKEHMUA HACTYNAIOT cwcm

Kak Mbl paboTtaem Tenepb — PacLumpeHHbIi

KpuTnuyeckana uHgpacTpykTypa —
laaS & PaaS (npum:, Amazon,
YaaneHHble Azure, u ap.)
nons3oBaTenu
;’C l"? ".,':“
[Nonb3oBaTenu B MpunoxeHua

as U NldHHbIE

Bustec g
I_l @ NPUNoXeHUs &
e :\"“:-.:,,~ > > a

[octyn
HoyTByku / MNnaHweTsl bu3Hec npunoxeHua - SaasS
nons3oBareneun (npum:., Salesforce, Marketo,

Vcnonb3oBaHue Office365, Google)



YTO roBOpPAT aHaNUTUKU B MUpe &y v

- K 201 8 rO.U.y 25% KOPHOPaTM BHOrIo TpaCbl/l Ka Percentage of organizations currently using 5aas$-based versions of the following applications.

OyneT o6xoanTb NEpUMETPOBLIE CPEACTBA (Percent of respondents, N=641)

3anTbl E-mail (e.g., Office365, Gmail for business, etc.) 39%
_ K 201 8 FO,EI,y no OU,eHKe Gal’tnel’ 60% Office productivity (e.g., Office365, Google Docs, etc.) 37%

o CRM (Customer Relationship Management)/SFA (Sales Force

KOMMaHWI, KoTopble BHEAPAT cpeacTea Automation)

KOHTPOJ1A 1 3alUUThl obnayHbIX OaHHbIX Project management

6y,£l,yT MMeTb Ha TPEeTb MeéHbLle NHLUMNOEHTOB Business intelligence/analytics

BGesonacHoCTH

Collaboration/file sharing
- K 2018 rogy 40% BHeapeHun Office365
ByayT ncnonb3oBaTbCs CTOPOHHMNE
AononHUTENbHbIE cpeacTea 6e30nacHOCTU
AN pelleHns 3agay CoOOTBETCTBUS
Tpe6OBaHVIFIM 6e3OI'IaCHOCTVI Content management/document management

Human resources
Internet/e-mail marketing

Accounting/financial

Marketing automation

- K 2020 rogy 92 npoueHTa rmobansHoro
TpadvKa LeHTpoB 06paboTkM gaHHbIX OygeT Industry-specific applications
npuxoaMTbCAa Ha obnayvHble cepBUCHI




Mpobnembl TeHeBOro ucnonb3oBaHuA IT-

cepsuncosB
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1. Nonb3oBatenu ncnonb3yoT obnadHble cepsuckl 6e3 Begoma IT — Shadowl T

2. [1aHHble BECKOHTPOSIbHO XpaHATCA B obrakax

Estimated percentage of business data

40%
35%
30%
25%
20%
15%
10%

2%

0%

33%
30%

Business data in the cloud

39%
33% I

Business data in the cloud that is not known,
officially recognized or approved by the IT
function



Yto moryT aatb 061aKa c TOUKU 3peHUn cﬂ ot o
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DaTUBHOU 6e30MNaCcHOCTHU

Ee30|'|aCHOCTb » 3awmuTa obnaYyHbIX CEPBUCOB, KOTOPbIE

ncnonbayTtca UT-cnyxbamu unum

OJ1A O6ﬂ aKa COTPYAHUKAMU KOMMaHUK

» Acnonb3oBaHue obnadHbix cpeacTs u
aHanUTUKKM U3 obnaka Ans 3alnThbl
KopropaTUBHbIX pecypcoB (BKNo4as

be3onacHocCTb
N3 06ﬂa|{a TpaaAUUNOHHbBIA NEPUMETP)




BesonacHocTb Ana 06naKa - UTO HYXKHO
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3alULLaTL?

Monb3oBaTenen/
AKKayHTbI

KTo n yto genaet B
00aYHbIX NPUNOXKEHNAX

CKoMnpomeTrpoBaHbl Jin
akkayHTbl Unn HET

EcTb nn BHyTpeHHMe
3M1O0YMbILLNEHHMKN,
BbIBOAALLME MHPOpMaLUIO

[aHHbIe

XpaHAT nNu norb3oBaTtenu
3anpeLleHHy nHdopmMaumio
B obrake

Kak obHapyXuTb HapyLleHune
MNOSIUTUKN

Kak otcnegutb yTeyku
OaHHbIX

NMpunoxeHus

Kak moHATb Kakue
NPUIOXXEHUS UCNONb3YTCA U
NX PUCKU

EcTb nn cTopoHHME
NPUNOXEHUS!, KOTOPbIE HEe
OOMKHbI UCMOSb30BaTbCA

Kak oTKmo4nTb AOCTYyM K
PUCKOBAHHbLIM MPUITOXXEHUAM



PeweHune CASB — 3awmta ana obsnauHbIX CT': o e
NPUNOXEHUU s

Innovations

CASB ona
laaS/PaaS

3awuuweHHoe
MCNOoNb3oBaHWe

BW3Hec NpUNoXeHUA B

3awMlleHHoe Ucnonb3oBaHWe
KPpUTU4YECKOW MHpacTPYKTYpPbI
B obnake

I obnake . I



KniouyeBble BO3MOXXHOCTU KOTOpbIe c VNL N
npepaocrasnfatot peweHna CASB = 5

1. Visibility — 3. 3awuTa oT yrpos —
NoBbILLEHNE 2. 3alnTa ABHHBIX by 1ob e ine aHOMASTBHOTO
BUAUMOCTM U B obnake npw noseaeHvs 1
Npo3pavHOCTn AOCTYNE K HM naoeHtTndpukaumns BINO
NCMOoJib30BaHUA nocpencTsoOM aHalIMTUKK

00naYHbIX CEepBUCOB
BAOMMOCTE

KOHTPOIE JOCTYTA JALWMTA OT ¥YTPO3

ObecnedynTs 3alMiiieHHBIA
LOCTYN OTOBCIOAY KO BCEMY

KopnopaTUBHBIA NepUMeTp OBbnako MonesoBaTenu/ycTporUcTEa

4. AyauTt no gocTyny K obrnavyHbiM gaHHbIM U cepBucam (KTo, Koraa, C Kakou
Leriblo, K KaKUM AaHHbIM, OTKyA4a uMmen 4ocTyn)



ApxuteKTtypa pa3septbiBaHua CASB
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Direct to Cloud

—

L nd
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o
0

Mobile Devices
and Data

Inside Perimeter

Redirect Traffic IBM Bluemix
From End User Force.com
and Administrator Redirected Oracle Cloud PaaS
to Cloud Services Traffic
l ‘ > PaaS
CASB
Visibility
E/‘ ServiceNow
Workday
Compliance G Suite
Salesforce
a SaaS
Data Security
Threat
Protection
ofe »
. Microsoft Azure
Enterprise IBM SoftLayer
Integration Amazon Web Services
+ 1" laaS
Enterprise API
Integration Access

ABILITY TO EXECUTE

Gartner Magic

Quadrant for Cloud

Access Security
Brokers

PI—— @ Skyhich Networks
@ Netskope
CipherCloud @)

Cisco gy

Oracle @ @ Bitglass

Microsoft @

Saviynt @y

Censorlet @

@ Palo Alto Networks

COMPLETENESS OF VISION —

As of November 2017

© Gartner, Inc



be3onacHoOCTb U3 obnaka — obecneyeHue NS —
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3aLinTbl B 11060 TOUKe

Malware
C2 Callbacks
Phishing

Mepsas ] Bcé HaunHaeTes ¢ DNS

CeTb M XOCThl
' CeTb 1 XOCTbl

| ORouterflUTM
AV AV AV
= I J

MpepwecTByeT OTKPbLITUIO
cdannoe 1 yctaHosneHuwo [P
CoeaAVHEHWS

Mcnonb3syetca Bcemu
YCTPOUCTBaMM

- I.I,E'HTpﬂanhlﬁ — R {D“n“an — PDF’M“HF HESEEMCMMD DT I'ICIFJTE

Odpmc




Mpeumyuiectsa 6e3onacHocTu U3 obnaka c T':’""’

UMBRELLA

MpepoTBpalleHWe 3apaxeHua malware
He ToAbKO OBHapyxeHue yrpo3

MpepoTBpalleHue nopknroueHUa malware k C&C
MpeADTEpaLULEHHE PacNPOCTPaHEHHA

3alumTa BHYTPU U CHapyXXu ceTu
He OrpaHM4MBaETCA YCTPOMCTEAMH OTCHIARHOLMMM TPadHK Ha
YCTPOHCTEA 3aLUMTEI BHYTPH CETH

NeTanbHbIM MOHUTOPUHT MHTepHeT-pocTYNA
AASA COTPYAHHKOB, rOCTEHR M MODMALHBIX YCTPOHCTB

BcTpoeHHble n HacTpauBaemble APl nHTerpaumm
He TpebyeT npodeccHOHanbHOM CepBrca ANA HACTPOMKM



[NpocToTa pa3sepTbiBaHUA ANA Chmbanlaions

Technology

NaTUBHbIX VCTDOUCTB et

[locTyneH co Bcex NnatgopM U YCTPOUCTB
Umbrella

LleHTpanbHLIA
ouc

loT =t O— O— O— O N » Bce opucHbie nokaymum
MoBunbHbie ------- oO—0O0—0O0—0O—7~0
YCTPORCTEA —

BHYTPU CETH JTtoBoe ycTpOWUCTBO B CETH

. BHE CETH .
Ounman moml__.. o000 04 R o6unbHbIE XOCTbl

1[m
MobunbHbie 2 . U A N Kaxxabl nopT 1 NpoToKon
COTPYOHWEM —

BCE NOPTHI U NMPOTOKONEI



PelweHuna yxxe pabotalot y Hawmx CT7 e e b
3a Ka 3"' M Ko B Innovations

- Pewenna CASB un obnayHon 3awmThl
MOXHO nNpoTecTUpoBaTb 6ecnsiaTHO

- PewieHuga pa3BepHyThI "
nogaepxusalotca B obnake Cisco & G covconn yGrunsore AN

oficedss bOX seslack  Tap; I ¢¥CloudLock
Umbrella = CTI Cloud O o % azon.

- becnnatHaa oueHka ©GesonacHOCTU [ [ [
+ + 1t

MCMNOMb30BaHNA 00MNayHbIX TEeXHONMOIMMM B s s+ s

PN

s 2 2 | L2
Temn yemponerea o o -

Balleii opraHM3auum W OLEHKa PUCKOB r
MCMONb30BaHNSA 0OMaYHbIX MNPUIIOKEHWUIA
CTI Security Cloud Assessment
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