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Subject area...



Cratuctuka H2'2016 H1'2017, Poccua n CHI’

GRDUP‘iBl

HI-TECH CRIME
TRENDS

group-ib.ru

GROUP-IB.RU

FOPUONYECKNX NNLA eXeOHEBHO CTOHOBATCH
XepTBAMM OTAK

1630 000 000

CyMMa XULLEHUIM B PEe3YbTATE YCMNELIHbIX
LleneBbix aTaK HO BaHkM

2500000P

ExXxegHeBHO BbIBOOMTCS CO CYETOB tOP. NNL, B
MHTEPHET-6AHKMHIE KNOEPMPECTYMHNKAMM

821700 000 P

CYMMA XMLLEHUNN Y GUINYECKNX NNLL

c Android-TpogHamm 30 nepuom
H2'2016-H1'201/



Cratuctuka H2'2017 H1'2018, Poccus u CHI sRoUR|is

2 2200 000P

ropnaon4eCKkmnX Jimua exeHeBHO CTAHOBATCA ExenHeBHO BbIBOOMTCH CO CHETOB OP. JIML, B
>|<epTBCIMl/I ATAK l/lHTepHeT—é(JHKMHFe Kl/léepl_lpeCTyl_lHl/lKOMl/l

1303 900 000 P 191730 000 P

Ha 20% cHM3nnach CYyMMQ XULLIEHNN B CYMMQA XULLEHN Y Cbl/]?)l/]quKV]X L,
Pel3yJibTaTe LelieBblX ATAK 6AHKM o AﬂdrOid—TpOFIHOMl/] 3a nepwon
H2'2017-H12018
HQ 77% MeHbLLEe MO CPABHEHUIO C
NPEOWIbIM OTHETHBIM NepmnogoM

GROUP-IB.RU 5



TeHaeHUuun — CHMXeHue yep6a Nnpu pocTe KONMYeCcTBa aTak |GF%C)UP‘iB|

YBENMUYEHME YACTOTbI XMLLEHUIN — KIKOUEBOM TPEHM PbIHKA HA npoTaxeHnn 2013-2018 rr

OUuUEHKa BbICOKOTEXHOMNOMMUYHBIX MOECTYMAEHUIN, MITH PYO.

2014-2015 H2'2015-HT1'2016 H2'2016-H1'2017 H2'2017-H1'2018

638 2 500

1630

1303

S48

38 6,4 15,7

1912

956 623

XULLEHWNS B UHTEPHET-6AHKMNHIE Y IOPUONYECKMX JTLL
XULLLEHWNS B UHTEPHET-6AHKUHIE Y GUINYECKNX ML LleneBble aTaky Ha 6AHKM

GROUP-IB.RU



Threats... Risks... What the hell?!




What're we doing and why?
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What're we doing and why?

NIST Cybersecurity Framework

Environment Anomalies & Respond

Governance

; Events
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What're we doing and why?
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Technical specification for work

/

OrnaBsieHue

1.

2
3
4.
5
6

Llenn 1 cpok okasaHus ycayr
Pewaemble 3agaumn
IpaHMupbl NposeaeHns pabot
Mogenb HapyluTena
MepeyeHb 1 06wme TpebosaHua Kk pabotam
CogepKaHue atanos pabot
JKcnepTHoe o6cneaoBaHUe OPraHM3aLMOHHbIX M TEXHUYECKUX MEXaHWU3MOB 3aLUMTbI
BHelHee TecTMpoBaHMe Ha NPOHUKHOBEHME
BHYTpEHHEee TeCTUpOBaHME Ha NPOHUKHOBEHME
TecTupoBaHWe Ha NPOHUKHOBEHWE Yepes BecnpoBoaHbIe CeTH

MposegeHve aHanM3a 3aLULLEHHOCTU C MCNO/b30BaHMEM METOA0B COLMaNnbHOM UHMKEHEPUK
7

AHanu3 BbINONHEHHbIX PaboT 1 paspaboTka pekomeHaauum
MoBTOpPHOE TECTUPOBAHME MO UTOraM YCTPpaHeHUA 0BHaPYKEHHbIX YA3BUMOCTEN

MuHUManbHO Heobxoanmblit Habop UccneaoBaHWUA ANA BHELLHEro U BHYTPEHHEro




Technical specification for work

Requirements for scopes 1 A set of banking security
and work schedules - standards documents
g TR CTO BP MBBC-1.0-2014
Think over your ..o I (PC BP MBBEC-2.6-2014)
requirements for reporting S ———
documentation and : Control to eliminate vulnerabilities.

intermediate work results | SA separate and mandatory stage!










Reporting documentation




Reporting documentation
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Request for proposals
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Request for proposals

COOTBETCTBUE TEX3ALAHUIO

KpuTEPUI |

Komnanms 1

Komnianms 2

BIOIDKET MPEAJIOXEHUA

140 MIH.py6.

CPEHAA BANT

Komnanms 6

180 MnH.py6.

KomnaHus 3 1,55 MIH.pY6. 5
H
p
KoMnaHms 4 : 333 6,00 MAH.pY6.
H
p
Komnanms 5 : 4,00 195 MAH.DY6.

TVBKOCTb MPEONIOXEHUA

OLEeHKA Mo Lkane: 1-He COOTBECTCBYET,
2 - cnaéo cooTBeTCTBYET, 3 -

YIOOBNETBOPUTENBHO, 4 — COOTBETCTBYET
OXMACHUAM, 5 - NPEBOCXOONUT OXWUACHUS

OLIEHKA Mo LLKare:

1 - HE COOTBECTCBYET OXMAQHMSM 1
nepeyHIo yCnyr,

2 - GIOOXET CYLLECTBEHHO NPEBbILLAET
OXMAAHMS,

3 ~OLLYTVMO NPEBLILLICET OXUAAHMS,

4 ~ HECKOSIbKO MPEBBILLIGET OXUACHMS,
5 - MOMHOCTBIO COOTBETCTBYET
OXMAGHUSIM 1 NEPEYHIO YTy

oLeHKa Mo LKane:

1 - He cooTBecTCBYET,

2 - cnado COOTBETCTBYET,

3 - YOOBNETBOPUTENBHO,

4 - COOTBETCTBYET OXMAQHMSM,

5 - NPEBOCXOANT OXMAHMS (HaMpPUMEP,
COLEPXMT Mose3Hble 6OHYCHbIE yCnyri)

MNPUMEP OTYETA

#[EN/O!

MPE3EHTALMA

WUTOTORAS] OLIEHKA

#[EN/0!

oueHKa no wkane:

1 - He cooTBecTCByeT,

2 - cnaéo cooTBeTCTBYET,

3 - yOOBNETBOPUTENBHO,

4 - COOTBETCTBYET OXMACHMSAM,
5 - NPEeBOCXOAUT OXUOAHMS

oueHKa rno wkane:

1 - He cooTBecTCByeT,

2 - cnaéo CoOTBETCTBYET,

3 - YOOBNETBOPUTENBHO,

4 - COOTBETCTBYET OXMAQHMAM,
5 - NPEeBOCXOAUT OXUOAHMS

OLueHKdA Mo wikane:

1 - He cooTBecTCBYET,

2 - cna6o COOTBETCTBYET,

3 - YAOBNETBOPUTENBHO,

4 - COOTBETCTBYET OXMAAHUSAM,
5 - NPEeBOCXOAUT OXUAAHMS

OLLEHKA MO LLKare:

-1 uMeeTcs HeraTuBHbIA,
0 otcyTcTeByer,

1 MeeTCs NO3UTUBHBIA



Don’t hesitate to set a penalty fee for
each month of delay in amount

THIS NOTE 1S LEGAL TENDER <
. FOR ALL DEBTS, PUBLIC AND PRIYATE -\’\

(3]

of 10—20% contract!



Carrying out works






Acceptance of work
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Pitfalls & obstacles on the way

|

Deadline for works.
Disputes with IT about vulners.
_ong-term agreement.

Highly likely budget transfer.
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