PycnaH bap6awivH,
AkKayHT MeHekep McAfee

ruslans_barbasins@mcafee.com _ .
#ProfitSecurityDay



Snuepa¢

JTlo60Bb 3TO BaM He NpocTo Tak!

J1i060BbIO HAA0 3aHMMATbCA!

AHOpel KHeiwes




Copep>kaHue:

« AjanTuBHas apxXmTeKTypa

6e3onacHocTu (Gartner)

« Kak nHTerpmpoBaTtb peLlueHus

pasHbIX NpoM3BoAUTENel SECURITY

« AHOHC pewieHnii McAfee gna OLNB




3ayeM Hy>XXHa UHTerpauua peweHunm b?

ABTOMaTU3aLUMss obMeHa AaHHbIMI
- Threat Intelligence (TI)
- TenemeTpus
-10C

« ABTOMaTM3aUMAa N3MEeHeHNAa NONNTUK

*  YMeHbLLUEeHVe BPeMEHV 06HapYXXeHS
(MTTD)

*  YMeHblUeHNe BpeMeHy peakuum n
BoccTtaHoBneHnsa (MTTR)

-

M 3dPpexkTuBHOCTL VB !!!

MCcAFEE CONFIDENTIAL

I McAfee | 4



U McAfee

Together is power.

AganTuBHasa ApXxmuTteKTypa

be30MacHOCTU

PekomMeHaaUMM aHANNTNYECKOro areHTCTBa
Gartner




N MHOro 6yaeT CTpaHCTBUM N CKUTAHUN:
CTpaHa J/1robBK - Benvkas CTpaHa!
N C pblyapen cBovx - ANA UCMbITAHUN -

Bce CTPOXe CTaHEeT CrnpallinBaTb OHaA...

Baadumup Beicoykudi



The Adaptive Security Architecture: Twelve Critical
Capabilities of Security

Predict Prevent
Exposure/Vulnerabil s
pos Asmsmonn{ = Harden Systems
Predict Attacks Isolate Systems
Baseline Systems M Continuous Prevent Attacks
Monitoring
Remediate/ and

Analytics /& Incidents

Design/Model change g f,‘,’é‘?:?.‘},mm

Make Change

Investigate/ \ Contain
Forensics Incidents

Gartner
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KpaTkue BbiBOAbI OT Gartner:

> CyLLl,eCTByI-OLLl,VIX TexXHON0rnm 3alWTbl HEAO0CTATOYHO A1 NPOTUNBOCTOAHNA COBPEMEHHbBIM

LueneHanpaB/ieHHbIM aTakKaM.

> bonbWwmHCTBO Opl'aHI/|3aLl,I/II7I 40 CNX NOP NHBECTUPYHOT CpeicTBa TOJIbKO B TEXHO10TVN 3alLJNTHI.

\7%

TexHO/M02UU 30U UMbI, hpedomepauwjeHUs amak, demeKmupoeaHus u
paccnedoeaHus/ycmpaHeHUs om pa3nuYHsIX hpouseooumerseii He UHMe2pUpPoeaHsl Opye €
dpy20M, Ymo npueooum K 00nosIHUMeAbHOMY XA0CYy, yeeauyusaem sampamel U CHUMcaem

s¢ppexmueHocmeo Ub.

> Wb He xBaTaeT NOCTOSIHHOW BNANMOCTN NPONCXOoAALLLEro ANA AETEKTNPOBAHNA

LueneHanpaBneHHbIX aTak.

> KOpI'IOpaTI/IBHbIe CNCTEMbI HaxXo4ATCA NMo4 NOCTOAHHBIMU N HE NPeEKPaLlatoLLLMMNCA aTaKaMWy,

No3ToMy NMoHsiTMe «Incident Response» 60/bLUE He MOAXOAWT.

MCAFEE CONFIDENTIAL I McAfee | s



PekomeHgauum ot Gartner:

> [MomeHsTb noHaTMe «Incident Response» Ha «Continuous Response», rae npeAnosiaraeTcs, UTo CUCTeMb
MNOCTOSIHHO CKOMMPOMETUPOBAHbI 1 M HEOBXOANM HenpepbIBHbIM MOHUTOPWUHI 1 BOCCTAHOB/IEHMeE.

> Co3paHve AganTmBHOW ApXmMTeKTypbl Be3onacHoCTn A9 3aLnThl OT LiefieHanpaBaeHHbIX aTak, UCMosb3ys
12 kpuTnYecknx GyHkUn ot Gartner.

» HanpasuTb 60/blUe NMHBECTULMN Ha CUCTEMbl OBHAPY>XeHVSA 1 6bICTPOro pearnpoBaHUs, N YMeHbLUNTb Ha
3aLNTy U NpejoTBpaLleHue.

» OTpaBaTb NpeanoyYTeHUA NPouUsBOANTENSAM, KOTOpble NpeasiaraloT KOHTEKCTHO-OPMEHTUPOBaHHbIE
nnatpopmbl Ans ceTeBoil 6e30NacHOCTU, 6€30MacHOCTU paboumx CTaHLMA 1 NPUIOXKEHUIA, a TaKXKe
MHTErpmpoBaHHbIA NOAX0A K aHaNn3y, NpeAoTBpaLLeH o, 06Hapy>KeHUI0 1 pearnpoBaHMIO Ha
aTaku.

» Pa3BuBaTb Security Operation Center (SOC), KOTOPbI MO3BONSET OCYLLLECTBAATL NOCTOAHHbBIA MOHUTOPUHT
» NpejoTBpaLLleHmne aTak.

» OcyLwecTBNATb NONHbBIA MOHUTOPVIHT Ha BCeX YPOBHAX UT: ceTeBbIX NakeToB, CeTeBbIX MOTOKOB, aKTUBHOCTH

OC, KOHTeHTa, MoBeeHNsI MONb30BaTeNen.
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I McAfee dKkocuctema McAfee

Together is power.

3awumTa
3awumTa 3awuTta 6az €™ (IPS) 3amra Web
AAHHbIX OaHHbIX L
(DLP) Tpaduka
3awmTa ) Threat Intelligence
KOHEeUHbIX ToYek ‘ Exchange
/ (cepBep penyTaummn)
Advanced
3a wunTa Threat Defense
McAfee EDR «MecoyHnLa»
MVISION EDR ﬁ
- &) +
‘ u Enterprise
Security
. Manager
Enterprise 6 (SIEM)
Security
Manager YcTtpaHeHune OG6Hapy)keHue

(SIEM)
McAfee ePO
McAfee ePO
. % % Threat Intelligence Exchange/
Threat Intelligence Exchange/ . ‘ Data Exchange Layer

Data Exchange Layer

MCAFEE CONFIDENTIAL I McAfee |
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A MHe NPUCHNNOCH -
Muvipom npaBuT 1HOH0Bb,
A MHe NPUCHNNOCH -

MUPOM NpPaBUT MeuYTa.

Bukmop Llod



KnneHt McAfee:

“MbI MOXcem
O06Hapy3»cums amaky e
me4eHuu 60 ceKyHO,
npoeecmu aHAAU3 u
/IUKeUOUpoeamMb amaky e
me4yeHuUu 5 MUHym”

https://www.mcafee.com/enterprise/en-us/assets/case-studies/cs-
idc-national-bank.pdf

MCcAFEE CONFIDENTIAL


https://www.mcafee.com/enterprise/en-us/assets/case-studies/cs-idc-national-bank.pdf

ExpertROI Spotlight Top 100 US FDIC Bank

“Mbl MOXeEM 06HapYXUTb aTaky B TeveHun 60 cekyHA, NpoBeCcTV aHann3 1N TNKBUANPOBATL aTaky B

TeYeHU 5 MUHYT”

PeweHus: Endpoint, SIEM, TIE, GTI, ATD, DLP

FIGURE 1

Average Annual Benefits
3,500,000

$370,300 $39,100

3,000,000
557350 ]

2,500,000
2,000,000
$1,728,500

1,500,000

($ per year)

1,000,000

500,000

0
Risk mitigation — Business enablement — IT staff productivity Security-related cost
user productivity benefits higher revenue benefits reductions

Average annual benefits: $3.02 million

Source: IDC, 2017

Source: http://idcdocserv.com/US42210917

JkoHoMuUSA cpeacTe $3.02 M B rog,
ROI 208% B TeueHUn 4 net
MNepwnog okynaemocty 20 MecsLeB

Ha 90% 6bicTpee pacciesoBaHme
NHLUNAEHTOB

Ha 77% meHblUe NHUNAEHTOB C
NPUYMHEHHbIM YyLLIep6oMm

Ha 98% MeHbLLe BpeMeHU CHUXeHne
NPOAYKTUBHOCTW 13-3a NHUMAeHTOB Vb

$5-10 MUANTIMOHOB A0MNONHUTE/IbHAS
npubLIIb

MOHUTOPUHI BCEX KOMMOHEHTOB Ha 1-2
KOHCONAX

MCcAFEE CONFIDENTIAL
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Copep>kaHue:

« AjanTuBHas apxXmTeKTypa

6e3onacHocTu (Gartner)

« Kak MHTerpmpoBaTb peLueHus

pa3HbIX Npon3BoAUTENEeN KAZAKHSTAN

« AHOHC pewieHnii McAfee gna OLNB




Me>xcepBucHas nHTerpauvia go DXL

Ana Havana nHTerpaums
ABYX peLueHuin

PewweHne #2

PeweHue #1

MCAFEE CONFIDENTIAL I McAfee | 15



NHTerpaumsa peweHun ao DXL

CHa4ana obmeH 6a30BOW
nHpopmaumen, host
names, credentials, UTO6bI
peLLleHns MOrnn Ha4vaTb

0bMeH AaHHbIMW PelLeHme #2

PeweHue #1

Credentials

O6MeH YYETHBIMU JaHHBIMN

MCcAFEE CONFIDENTIAL

I McAfee |
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NHTerpaumsa peweHun ao DXL

Kaxablh NnpoayKT
NHTErpmpyeTcs C Kaxzabim
C UCMOJIb30BaHNEM
cneunanm3npoBaHHOro

AP PeweHne #2

OF

PeweHne #1

Credentials
Sras 0

J (@

X
X

O6MeH YYETHBIMU JaHHBIMN

VHTerpaums Ha yposHe API

MCcAFEE CONFIDENTIAL

I McAfee |
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NHTerpaumsa peweHun ao DXL

Heobxoanmo
OTperynnpoBaTh CeTeBble
NONUTUKN ANS
paspeLueHns CeTeBoro
obMeHa Mexay
peLwleHnamm (ports,
protocols)

PeweHne #2

@4

N3MeHUTb
ceTeBOU

TpaduK

PeweHne #1

Credentials
Sras 0

3@

O6MeH YYETHBIMU JaHHBIMN

VHTerpaums Ha yposHe API

PerynnposaHue cetn gns
NopTOB W MPOTOKOJI0B

MCcAFEE CONFIDENTIAL

I McAfee |
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NHTerpaumsa peweHun ao DXL

Ana nonyyeHuns
N3MeHeHW, peLleHus
perynsapHoO onpaLwlnBaroT
APYr Apyra

PeweHne #2

@ o

N3meHnTb
ceTeBOW
TpaduK

PeweHne #1

Credentials
Sras 0

O6MeH YYETHBIMU AaHHBIMN
VHTerpaums Ha yposHe API

PerynnposaHwne cetn gns
NMOPTOB 1 MNPOTOKOJI0B

Onpoc n3meHeHne
(simulate real-time events)

MCcAFEE CONFIDENTIAL

I McAfee |
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NHTerpaumsa peweHun ao DXL

CNnoxHoCTb
B3aMOAENCTBUW
yBenmumBaeTcs ¢
KaX/JbIM HOBbIM
peLleHnem

X O6MeH YYETHBIMU AaHHBIMN

X WHTerpaumsa Ha yposHe API

X PerynnposaHwne cetn gns
NMOPTOB 1 MNPOTOKOJI0B

Onpoc n3meHeHne

PewweHune #2
(simulate real-time events)

OF

N3meHnTb
ceTeBON
TpaduK

"

VismeHnTb
CeTeBoiA Tpacbmk';._
PeweHue #1 PeweHne #3

N3meHNTb ceTeBOWA
TPaduK

Credentials q
@Q, API @'ﬁ

MCAFEE CONFIDENTIAL I McAfee | 20



NHTerpaumsa peweHun ao DXL

[No-moemy 3TM [*+%= A |****®
OY€eHb C/IOXHO @ {(‘2’3
% o

yrnpaBnaTb
N3MeHUTb ceTeBom

.................... TRAGUIK .,

PeweHne #2 PeweHne #4

~ Vi3meHnTb =
.. ceTeBOV Tpaduk

N3meHuTs | | | | WameHuTh
ceTeBol i CeTeBOM
Tpaguk || | ¢ Tpadwk

" NI3amMeHnTb A

CeTeBoli Tpa(l)l)lk;._
PeweHne #3

PeweHne #1

N3meHNTb ceTeBOWA
TPaduK

Credentials | ***% [ **** X [ %% *%
§C343 APl @ﬁﬂ @#Cﬂ) @ﬁ'n @'Q'@

O6MeH YYETHBIMU AaHHBIMN

VHTerpaums Ha yposHe API

PerynnposaHwne cetn gns
NMOPTOB 1 MNPOTOKOJI0B

Onpoc n3meHeHne
(simulate real-time events)

MCcAFEE CONFIDENTIAL
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NHTerpaumsa peweHun ao DXL

x

Banal‘leHO Oo4yeHb MHOTIO | %% | *%%% |****O I**** | *%%% |****O )
O6MeH YUYETHBIMY AaHHBIMM

BpemMeHn n yCI/IJ'II/II‘/JI @ﬁ' @g @ﬁ @# @ﬁ @ﬁ X WHTerpaums Ha yposHe API

YTO6bI MOCTPOUTL TaKyHo
C/IOXKHYH CUCTEMY U3
HeCKONbKNX peLleHuia.

VismeHuTb ceTesoi X PerynnposaHwne cetn gns
.................... TPa¢V'K> MOPTOB 1 NPOTOKONOB

PeleHve #4 Vgl Onpoc vsmeHerie
(simulate real-time events)

PelleHue #2
Koraa B ogHOM 13 i - v
MNPOAYKTOB N3MeHUTCAAPI L ceTesol Tpagvik.
(uTo bbIBaET), BCE TN NS

V3meHuTb | | || NamennTb

cioManock Ha4nHaem ceTeBOi | | | || ceTeBoii

cHayvana! Tpaduk | | | Tpaduk

“ YameHnTb - P e

ceTeBoli TPAdUK .

@a ............................................ >
PeweHune #1 PeweHne #3

N3meHnTb ceTeBOWA
Tpaduk

Credentials EXXE, |**** [**** |**** |**** [ ****
s s
Shas 40 Sra B é@’ao e S i@}a@
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U McAfee

Together is power.

OpenDXL - BO3MOXXHOCTW

I/IHTGFp&LI,I/IOHHOﬁ LLINHbI

DXL - Data eXchange Layer




YHenoBek XXMBET And
TOro, UYtoObI
Hay4YnTbCA NeTb OT
no6BMU.

bExakmu BueesHa oceamu



DXL ynpoLlaeT B3aMMOCBA3b

B3anmogerictBre B paMKax efHOM
CTPYKTYPbI 1 NPOTOKONA

PewueHune #2

Data Exchange Layer

PelwueHune #1

PeweHne #4

PeweHune #3

B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

MCcAFEE CONFIDENTIAL
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl 1 MPOTOKOANA
DXL ynpoLlaeT B3anMOoCBA3b :
v EavHbIn APl ansa Bcex
KoMmnoHeHTOB (DXL API)

MpoCTO B NCMOIb30BaHUN, eANHbIN
Ansa Bcex komrnoHeHToB API (DXL API)

PeweHnne #2 PeweHne #4

Sss

Data Exchange Layer

PeweHne #1 PeweHne #3

#Q. API
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

DXL ynpoLlaeT B3anMOoCBA3b

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

Multicast (topic-based)
KOMMYHMKaLMn

EEE

KoMMyHMKaLmsa nocTpoeHa no
npuHUMny multicast, coobuweHns
OTNPaBAAKTCA B COOTBETCTBYHOLLME

TemMbl PeweHune #2 PeweHne #4

Registers request handler for topic:

Sends request for file reputation to topic: oo .
/mcafee/service/tie/file/reputation /mcafee/service/tie/file/reputation
Sends response message back to

Process file reputation response message invoking client

Data Exchange Layer

PeweHne #1 PeweHne #3
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

DXL ynpoLlaeT B3anMOoCBA3b

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

Multicast (topic-based)

CobbITuS AOCTaBNAKOTCA KO BCEM KOMMYHUKaLmm

noanucyrkam Tembl C MUHUMaNbHbIMUN
3ajepXxKkamu (MoYTU MTHOBEHHO)

IEIIES

MouTw real-time (6e3
onpocHas cucTema)

PeweHnne #2 PeweHne #4

Sends event on topic: -
/mcafee/event/tie/file/repchange @ m

Data Exchange Layer

Registers event handler for topic: - - Registers event handler for topic:
/mcafee/event/tie/file/repchange HI- HI- /mcafee/event/tie/file/repchange

PeweHne #1 PeweHne #3
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

DXL ynpoLlaeT B3anMOoCBA3b

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

Multicast (topic-based)

LleHTpanv3oBaHHasa N efHaa MoAenb KOMMYHMKaLMK

ayTeHTUOMKaLUKN 1 aBTOopU3aLNY Moutn real-time (6e3

OHPOCHaﬂCMCTeMa)

HEENE

€HTpann3oBaHHasA
PeweHne #2 PeweHne #4 Ir\-/:'o,qegb aBTOpM3aLUM U
ayTeHTUdMKaumm
Data Exchange Layer
LleHTpanusoBaHHoOe

yrnpaBneHuve ceptTudrkaTamm
ANS eANHONM ayTeHTUdMKaumm
NS——
ABTOpPU3aLMA TaK Xe
LeHTpanm3oBaHa, npu

nomMoLum ePO tagging n

PewleHune #1 PeweHune #3 McAfee epQ CePTidnkaros
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

DXL ynpoLlaeT B3anMOoCBA3b

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

Multicast (topic-based)

MocTosiHHbIE ceTeBble coeanHeHus (client-to- KOMMYHVKaLMK

broker).

MouTw real-time (6e3
onpocHas cucTema)

I,[l,ByHaI'IpaB]'I(E‘HHaﬂ KOMMYHWKaLUW4. LleHTpanv3soBaHHas
MoZe/b aBTopusaLun u

ayTeHTUdMKALMUN

PeweHnne #2 PeweHne #4

IEIENIES

[MocTosAHHbIE

| CoeAnHeHua Mexay
HI- KNVeHTaMu 1 CTPYKTYpo

(Firewall friendly)

OTnpaBka cobbITVSA YAanEHHOM
ToYKe

[TOCTOSIHHbIE MOAKNOYEHUSA

Data Exchange Layer yCTaHaBAMBAOTCH K CTPYKType
: : CO CTOPOHbI YAANIEHHOW TOYKN
’ MOCTOAHHbIE MOAKHOUEHNS
H MO3BO/SIOT BECTY
eyRanpaEner L
KOMMYyHUMKaLun 6e3
OC/IOXKHEHWIA CO CTOPOHBLI MC3

PeweHne #1 PeweHne #3

YaanéHHas Touka
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DXL ynpoLlaeT B3anMOoCBA3b

Heckonbko pexmmoB ¢Ba3un: Multicast
event-based coobuieHns ansa Bcex

MnoAMMCYNKOB
PeweHne #2

mea

Data Exchange Layer

PeweHne #1

PeweHne #4

PeweHne #3

) O (« ) O («

IEINIES

B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

Multicast (topic-based)
KOMMYHMKaLMn

MouTw real-time (6e3
onpocHas cucTema)

LleHTpanmnsoBaHHast
MOZe b aBTopu3aL i u
ayTeHTUdMKALMUN

[TocTosAHHbIE
COeAVHEHUS MexXay
KNIVIeHTaMU U CTPYKTYypoO
(Firewall friendly)

Multicast BelaHue
(event-based)

MCcAFEE CONFIDENTIAL
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B3anmogericTere B
pamkax eanHom
CTPYKTYpbl ¥ IpOTOKONA

DXL ynpoLiaeT B3aMOCBA3b

EanHbin APl ans Bcex
KoMmnoHeHTOB (DXL API)

. . . Multicast (topic-based)
Multiple Communication modes: KOMMYHIKaLMM
3anpoc - OTBeT pexum obLyeHNs

«TOYKA-TOUKa» MeXAY peLleHNsIMU

MouTw real-time (6e3
onpocHas cucTema)

LleHTpanmnsoBaHHast
MOZe b aBTopu3aL i u
ayTeHTUdMKALMUN

IEINIES

PeweHnne #2 PeweHne #4

[MocTosAHHbIE

| CoeAvHeHus Mexay
KNMEeHTaM1 1 CTPYKTypoii

(Firewall friendly)

PeweHne #1 PeweHne #3

Multicast BelaHue
(event-based)

1-1 cBa3b

Data Exchange Layer
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U McAfee

Together is power.

[Mpmep ncnonb3oBaHuA
LWiHbI DXL n ckpuntoB

openDXL




[ToMOrm, MoOMOru,
9 CONAaT CBOEW

no6BU..

A'Studio



[Mprmep - OpenDXL cueHapwui

Kakvie BO3MOXHOCTW AaeT OpenDXL? -~ Mpocnywusarne Co6bITUl OT
Check Point

3noBpes NHULMNPOBaH

Ha I/IHq)I/ILI,I/IpOBaHHOM OpenDXL
Malicious Check Point Infected Orchestration
APM, kak cneacteme Site Firewall Endpoint Script
nepegava Tpadrka Ha
o o « TIE Client Module
n0Bpe i caiit Bt & | T SO
CobbITne noay4yeHo .
OpenDXL xocTom : : :
~— : T H : g
Data : : : : :
Exchange :
Layer : : : : :
Y 2 . /
9 = 4
= @ —-—+ e > 4
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)
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[Mprmep - OpenDXL cueHapwi

Kakve Bo3MoxHOCTU gaet OpenDXL?

Ckpun BbINoOAHAET
3anpoc yepes DXL k
McAfee Active
Response (MAR) ans
onpegeneHnsa cMcTem
1 NPOoLEeccoB (XaLw
CYMM) NHULMNPYHOLLX
noaobHble
coegnHeHns

Infected
Endpoint

Check Point
Firewall

| |
o}odootoooooo&
| I |

Malicious
Site

Orchestration

» TIE Client Module
* MAR Client Module

OpenDXL

Script

¥

v

MpocnywusaHue cobbituii ot Check
Point

MAR ans nomcka npoueccos (rno
COBMajeHWo NopTa 1 agpeca
Ha3Ha4yeHus)

o— -
Data : :
Exchange : :
Layer :
: . -
9P = % 7
= Q0 —-—+ g o
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)

MCcAFEE CONFIDENTIAL
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[Mprmep - OpenDXL cueHapun

Kakve Bo3MoxHOCTU gaet OpenDXL?

CkpunT onpegenseT
penyTtauunto B McAfee
Threat Intelligence (TIE)
kak Known Malicious
yepes DXL

MNprMeHEHHas
nonntuka TIE
NPYBOANT K
VHULManm3aymm
npoeaypsl
YHNUTOXEHNSA
BpejoHOoCa

N N30NALMN BUHAPHBIX
davinos

Infected
Endpoint

Malicious Check Point
Site Firewall

| |
o}odootoooooo&
| I |

Orchestration

» TIE Client Module
* MAR Client Module

OpenDXL

Script

L 4

MpocnywusaHue cobbituii ot Check
Point

MAR ans nomcka npoueccos (rno
COBMajeHWo NopTa 1 agpeca
Ha3Ha4yeHus)

OnpegeneHne penytauum ans
06HapyxeHHbIX npoueccos (KC)
BB/ TIE

o— -
Data : :
Exchange :
Layer : :
49 = %a
= @ —-—+
McAfee McAfee Threat  McAfee Active
ePO Intelligence Response (MAR)
(TIE)

Rapid7
Nexpose

v
v
v

Aruba ClearPass
Policy Manager

MCcAFEE CONFIDENTIAL
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[Mprmep - OpenDXL cueHapwi

Kakne BO3MOXHOCTU AaéT OpenDXL7 MpocnywusaHme cobbitnit ot Check

Point

MAR ans nomcka npoueccos (rno

CKpI/II'IT MapKupyeT COBMajeHWo NopTa 1 agpeca

Ha3Ha4yeHus)
CnNCTeMbl coep>Kallume OpenDXL
- . ; OnipegeneHvie penyTauum ans
Malicious Check Point Infected Orchestration
3/10BPEA B ePO Hepes Site Firewall Endpoint Script S%FE%}EK%HHX npoueccos (KQ)
DXL
. 1 . 1 « TIE Client Module MapkunpoBka cuctem B ePO
| I | * MAR Client Module
o— ®
Data
Exchange

Layer

=
_Malx;are v .

McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)
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[Mprmep - OpenDXL cueHapui

Point

Kakne BO3MOXHOCTU AaéT OpenDXL7 MpocnywusaHme cobbitnit ot Check

MAR ans nomcka npoueccos (rno

CKpI/II'IT oTnpaBndeTr COBMajeHWo NopTa 1 agpeca

DXL 6 Ha3Ha4yeHus)
3anpocCkK cny>xoe OpenDXL
L . : OnipegeneHvie penyTauum ans
: Malicious Check Point Infected Orchestration
Rap|d7 NEXpOSE Ans Site Firewall Endpoint Script S%FE%}EK%HHX npoueccos (KO)

3anycka CkaH1poBaHUSA
CUCTEM COAEepPXKaLLMX
310Bpe],

MapkunpoBska cuctem B ePO

3anyck CkaHMpPOBaHWUS CUCTEM B
Rapid7 Nexpose

Data
Exchange
Layer

T ] 1 1 Mal » TIE Client Module
| I | el * MAR Client Module

5= % o

McAfee McAfee Threat McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)
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[Mprmep - OpenDXL cueHapwi

Kakve Bo3MoxHOCTU gaet OpenDXL?

CkpunT oTnpasnseT

3anpoc K cnyx6e DXL OpenDXL

Malicious Check Point Infected Orchestration
Aruba ClearPass ANA Site Firewall Endpoint Script
06HOBNEHUS

CUCTEMHbIX aTpMBYTOB
CUCTEM COAepXKaLLMX
3/10Bpej C LieNiblo

» TIE Client Module
* MAR Client Module

Point

Ha3Ha4veHus)

B B/, TIE

Rapid7 Nexpose

HEENEE

MNpocnywusaHue cobbiTii ot Check

MAR gns nowvcka npoueccos (no
coBnajeHuto nopTa un agpeca

OnpegeneHvie penytauumn Ans
06HapyXeHHbIX npoueccos (KC)
Mapkurposka cucrtem B ePO
3anycK CKaHMPOBaHNA CUCTEM B
O6HoBNeHVEe CUCTEMHbIX

atpnbyToB B Aruba ClearPass
(MprIMeHeHMe HOBbIX MOAUTKK)

npmMMeHeHnsA HOBbIX P °
NONNTUK Data :
Exchange : : : :
Layer : : : :
: : . -
9P = <
= 0 —— ‘N s
McAfee McAfee Threat ~ McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager
(TIE)
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[Mprmep - OpenDXL cueHapui

Kakne Bo3amoxHocTn faét OpenDXL?

OpenDXL Python knveHT 6bin

NCNO/Ib30BaH ANA: ?N"l.":m::;;::;z}
OpenDXL — BO3MOXHOCTb CO3AaHUA TP
o COBCTBEHHBIX MHTErPALMOHHBIX CLEHAPUER
» CKpUNT OpKecTpauum 3anyckaemMblin yepes , openoxt
A : OpenDXL McAfee McAfee
3aperncTpmpoBaHHbIli DXL Event listener Cumoomoyrfons LA product #2 product #2

COO;::S;ILC%:)?;:»QMMM OpenDXL Service Wrapper
BOMOKHOCTAMMA MpoayxTsl 6e3 Hanuuna poaHoi DXL
= CKpUMT OPKeCTpaLmn NHALMNPOBA e papossn oy
pewenun “cnonb30BaHs! Npu nomotuu OpenDXL
.

cnepyrowme cnyxébl DXL: ot
» McAfee Active Response (MAR) e

» McAfee Threat Intelligence Exchange (TIE) ;
» McAfee ePolicy Orchestator (ePO)
» Rapid7 Nexpose

McAfee McAfee SIA Product #1  SIA Product #2  SIA Product #3

= Aruba ClearPass Product #1 Product #3

= DXL service wrapper ncrnosab3oBancs Ans
Bbl30Ba Rapid7 Nexpose API

= DXL service wrapper ncrnosb3oBancs Ans
Bbi30Ba Aruba ClearPass API
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GitHub.com n OpenDXL.com

L3 C (+ & opendxl.com &« c O @& github.com/opendxl

Solutions v Forum v Articles v Learn v Develop v

O Why GitHub? Enterprise  Explore Marketplace Pricing

OpenDXL Solutions

Browse the repository of open source and commercial solutions that O pen DXL
have been developed for use with the Data Exchange Layer (DXL) OpenDXL
fabric. @ Santa Clara, CA @ https://www.opendxl.com

VIEW SOLUTI

Repositories 40 Packages People Projects

Pinned repositories

ede
B opendxl-client-python B opendxl-client-java
@ " OpenDXL Python Client OpenDXL Java Client
Solution Releases Forum Discussions @cyhon K89 Y32 @i ki1 ¥s
Oct 17th 2019 Oct 24th 2019
OpenDXL Java Client (Official) | have some TIE ERROR lines
0.2.4 = inOrion.log after B opendxl-bootstrap-python ] opendxl-console
TIE.set_reupation . .
Sep 27th 2019 Application which generates the structure and OpenDXL Console is a high-level web-based console
MISP.  MISP DXL Python Service T T AT related files necessary.for developing a Data for interacting with a DXL fabric

015 OpenDXL Java Client (Official) Exchange Layer (DXL) integration with Python

@ Python 12 ? 7 JavaScript W 4 ? 5

This site uses cookies. By continuing to browse this site, you are agreeing to our use of cookies.
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U McAfee

Together is power.

McAfee Threat
Intelligence
Exchange (TIE)

JlokanbHoe ynpasneHue penytaumnamu, |OC




McAfee Threat Intelligence Exchange

ePolicy Orchestrator

| € Dashboards @ Svstem Tree

Systems

TIE Reputations

File Search Cerificate Search

File Overrides Certificate Overrides
TIE File Reputations : File Search
Presst: Custom: Quick find:
[Last 20 days v | [ None ~] |

E TIE Reputations

| | apply | Clear

Active Response Workspace

Hide Filter

M e — Ervarprise fapmtatic] Latest tocal Repumation e —

SDCLT.EXE
(] NLSDATAQOCS.DLL
| | LIBEGL.DLL
LIBGLESV2.DLL
CHROME_WATCHER.DLL
) | cerOmME.DLL
| CHROME_ELF.DLL
! | pEMOO2.EXE
UBPM.DLL
@ | wsz2_z2.0m
| | CRYPTO.EXE
MSPATCHA.DLL
ELSCORE.DLL

Actions w 13 itemns=

Known Trusted (Latest Local)
Known Trusted (Latest Local)
Most Likely Trusted (Latest Local)
Most Likely Trusted (Latest Local)
Most Likely Trusted (Latest Local)
Most Likely Trusted (Latest Local)

Most Likely Trusted (Latest Local)

@ Most Likely Malicious (Latest Local)

Known Trusted (Latest Local)

Known Trusted (Latest Local)

" Most Likely Malicious (Latest Local)

Known Trusted (Latest Local)
Known Trusted (Latest Local)

Not Avzilable
Not Avzilable
Not Available
MNot Available
Not Avzilable
Not Avzilable
Not Available
MNot Set
Not Avzilable
Not Avzilable
Not Set
Not Available

Not Available

Known Trusted
Known Trusted

Most Likely Trusted
Most Likely Trusted
Most Likely Trusted
Most Likely Trusted
Most Likely Trustec
Most Likely Malicious
Known Trusted
Known Trusted

Most Likely Malicious
Known Trusted

Known Trusted

Known Trusted
Known Trusted
Most Likely Trusted
Most Likely Trustec
Most Likely Trusted
Most Likely Trusted
Most Likely Trusted
Not Available
Known Trusted
Known Trusted

Not Avazilable
Known Trusted

Known Trusted

Not Avazilable
Mot Avzilable
Not Avszilable
Not Available
Not Avazilable
Mot Avzilable
Not Avsilable
Not Set
Not Available
MNot Avzilable
Not Set
Not Avzilable

Mot Avzilable

Not Avzilable -
Not Available
Not Avzilable
Not Available
Not Awvzilable
Not Avzilable
Not Avzilable
Most Likely Malicious
Not Avzilable
Not Avzilable
Most Likely Malicious
Not Available

Not Avszilable
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McAfee Adaptive Security Architecture

[TocmosiHHbIG 06meH penymayuamu (I0C) no eceli akocucmeme

GTI & VirusTotal
Apyrvie ncrouHukm Tl

ATD  McAfee EDR
(necoyHnua Hauatb

TIE MoNHbIA aHann3 paccnegosaHvie

McAfee Web

Gateway
McAfee IPS  Bnokuposka IP
Bbnokuposka I[P aApeca n JoMeHa

d &

.
.

Data Exchange Layer : : :
o : : - : = — - ®
: : : Security
— : . Innovation
. Alliance (SIA)
ePO McAfee SIEM CTaHumm Cepsepa
TarvposaHve ans PaccnepoBaHme/ 610KMpoBaHme/ 6nokupoBaHme/
onpezesieHHbIX NCTOPUYECKNIA KapaHTVH/ KapaHTUH/
AencTBunin noucK CKaHVMpoBaHue CKaHVpoBaHue

JUniPer

NETWORKS

RAPIDY)
(7 Check Point

" SOFTWARE TECHMNOLOGIES LTD.

atran] s
CISCO

[= Extreme

Connect Beyond the Network
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NMpumepbl MHTErpayum c openDXL

Cisco pxGrid or
McAfee DXL

SIEM Partner

e

Threat Action (

User/Device
Quarantine

Endpoint % - i‘_
Remediation McAfee Cisco PXG rid

| Ll McAfee OpenDXL @

CISCO ISE

. ;®’ Dynamic ACLs, (
' Increase Inspection

https://www.cisco.com/c/dam/m/en_us/products/security/technical-alliance-partners/core/assets/pxgrid-
mcafee-opendxl-integration-aag.pdf
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I McAfee

Together is power.

ApanTnBHanA
6e3onacHOCTb ANS
Kopnopauum n
rocyaapcrBa

CoBpeMeHHbI MoAX0A




JTIobUTb — 3HAUUT
NCTUHY 3allnLLaTh,
[laxxe BOCCTaB NPOTUB

BCell BCeNeHHOMN...

Jdyapd Acados



3alwmuTa Kopnopauunu
A,D,aI'ITI/IBHaFI 3alinTa - OT 06Hapy>|<eH|/|s=| A0 3alWnTbl 3a MUNNTNCEKYHAbI

O¢MCA Odunc b

./.

McAfee

McAfee TIE Server

TIE Server

McAfee
TIE Server

[1pon3BoACTBO
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3awuTa ana BCcero rocysapcrea

AZanTmnBHas 3aLUMTa — OT 0OB6HaPY>XXeHNSA 40 3aLMThl 3@ CEKYHAbI
McAfee
Global Threat
Intelligence

iISOC dx]

3rd Party
dxl — Feeds

MuHncTepcTBo A dx|

McAfee
TIE Server ;i =in]
McAfee
: % TIE Server

dxl
MuHucTepcTBO b

B McAfee
TIE Server
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NMPUMEPbI AAANTUBHOW APXUTEKTYPbI C DXL
AZanTnBHaA 3aLLMTa - OT OOHaPYXKeHUS A0 3aLLUNTbI 38 CEKYH/bI

OpraHusauua 3aWunTbl XON4UHra HauuoHanbHbi CERT

Threat
Hunter b4

W @

CERT ATD Chuster

CERT Sandvower

% . > f\oclechcnq

-

------ »DEMISTO <

,.3[(.; o5 Q

amets S Rerraore Sa .

R B g nEMIsTO S 0 IO Repaamaey T O MO Ry
%;Mu-m . g - DL - Secur ity Messageg
oxL - > DXL

B a8 ‘ B 8 : (A  ooecron (@]  moesron
£ [@] & Check Point ¥ [&] & Check Point *:E:,;g;f-" m'nrrm- Mchise Complate m:!'nrlnzt

£ - toction Sute i Protecson Sone ainain

TIE Server McAfee Endpoind 3T INIET. TIE ServerMcAfee Endpoinl =T VT INIET. C15¢0 CI5CO

Security vlualn Security il
cisco cisco Remote Site One Remote Site Two

CERT Site
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Copep>kaHue:

« AjanTuBHas apxXmTeKTypa

6e3onacHocTu (Gartner)

« Kak nHTerpmpoBaTtb peLlueHus

pa3sHbIX NpousBoaUTeNein

« AHOHC pewieHnii McAfee gna OLNB




U McAfee

Together is power.

McAfee Enterprise
Security Manager
(ESM)

BruicokonpousBoauTenbHas SIEM nnatpopma

ANA NOCTpoeHus nHTennektyanbHoro SOC




s

ABILITY TO EXECUTE

8 neT B KBagpaHTe JingepoB NapTHep

Splunk

LogRhythm PY
Dell Technologies (RSA)
Exabeam
®
McAfee
. Securonix
Micro Focus @ ®
AlienVault@ @ Rapid?
Fortinet
NetsurionEventTracker @ @
@ LogPoint
Wi
Solar.lnds @ Venustech
ManageEngine
L

COMPLETENESS OF VISION e

Source: Gartner (December 2018)

As of October 2018

© Gartner, Inc

McAfee has implemented a modern SIEM architecture that leverages
big data technologies, such as Kafka and Elasticsearch. The open
nature of the data tier allows organizations looking to feed data into

or out of ESM to have flexible options.

User behavior capabilities are available through several options. In
addition to basic user monitoring via a content pack for ESM, McAfee
offers MBA as a UEBA/analytics offering, plus support for numerous

third-party UEBA integrations.

Application support is strong across databases, ERP solutions, OT
and IoT, either leveraging native capabilities or enhanced through the
use of its ADM and DAM solutions.

MI (an add-on subscription product in the Security Operations
product portfolio) provides guided incident investigation support for
analysts, including context/evidence collection and recommended

actions.
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McAfee SIEM - NMnatdopma ana o6pabotkum Big Data -

ESM 11 = Hukakmnx komnpomwmccos. Bbicokasi NpoOn3BOAUNTE/IbHOCTb.
Huskasa ctommocTb BnageHus

Kafka Databus

XpaHeHwne ioros & MNownck no noram & KobbesLyis e Knactep ESM
CobbITus Compliance OxoTa 3a manBeape PREnAL P

CxaTble faHHble. KpaTkocpouHoe
A P P Koppenauyus. MNeprognyeckas
MNognucaHHble. XpaHeHne
B pexume aHanutnka. M n
JonrocpoyHoe JaHHbIX.
peanbHOro MalUVHHOoe
XpaHeHunsa ana OnTrMn3poBaHO

BpeMeHu. bbicTpo obyuyeHue. Jlerko

COOTBETCTBUE Ansi 6bICTPOro 3pdeKTUBHO! 3bdeKTMBHO! E E
HOpM.aKTam MOWCKa 1 OXOThI.
XpaHunnuie , B namartn XpaHunuiie
AaHHbIX EDB Elastic Search (6e3 3anncy JaHHbIX) AaHHbIX EDB
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U McAfee

Together is power.

MVISION EDR

MOLWHBIA NHCTPYMEHT ANsA paccneoBaHus

nHumaeHToB b




A nckan B 3TOM ropoje
KEeHLMHY, Ty

eANHCTBEHHYHO, CBOHO...

[puz2opud Jlenc



Pa6ouue cTaHLUM U cepBepa reHepupyloT 6oJibLUoe
KOJINYECTBO AAHHbIX

CerogHs, MHCTpymMeHTbl EDR TpebytoT @ ......................... A ((Q\\,

BbICOKOKBafII/I(I)I/ILI,I/IpOBaHHbIX dHaA/INTUKOB

Mouemy? 0To
y S0 D

= MHOXeCTBO JaHHbIX - TPYAHO «UTO/KY B
CTOry CeHa»

* MHOXeCTBO OMoOBeLLEeHWI 1N aiepTOoB @ @

= Bblcokas kKBannoukaums creumanmncTos - m

06bIYHO OHU B gedununTte - AN
paccnesoBaHNs N NHTEPNPEeTUPOBaHUS
anepToB
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Yto Takoe MVISION EDR?

McAfee Active Response YnyulieHus McAfee Investigator MVISION EDR

R e B0+ BR = &3

L -

o
MOHUTOPWHT MpocTtas obnayHas AnHamnyeckn rng rno MoLHoe cpeacTBO
pabounx CTaHUMIA U apxuTeKkTypa paccneoBaHNAM ANA AETEKTNPOBAHNA,
< - accnefoBaHuin U
cepBepos, c6op PacluMpeHHbI c60p | ABTOMAaTU3MPOBaHHbI olToBeTHoQ L
AdHHBIX AAHHbIX N KX aHanus 5 I'IpOCT(F))M B#Ae
r'?'eTeKT;ITpOnB:ﬁMre obHoBNEeHMe C60p AaHHbIX MO BCe
OAO3PUTENBHOTO MITRE ATT&CK™ opraHu3aLmy
MOBEAEHW MeTOZA010rns
BbiCTpbI Monck paccsiesoBaHus

BbICTpbIN OTBeT
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O6Hapy>eHMe N ycTpaHeHue yrpos - 6bicTpee 1 npotue

~

@ I @

MVISION EDR

01101010019 19CR@MOTI000610101101010010
10001 1@h PP 109901 011 1110001110101

MoBegeHuYeCKnin aHaNn3
®arinosble 1 6e3dainnoBble aTaku
PaboTaeT ¢ Nto6bIMU BeHAOPaMU

EbICTpoe BHeApeHWE HOBbIX aHaTIMTUYECKX a/IlTOPNTMOB

001010

10110118]
1101019

?ﬁg&@‘? f 101110101011
() 010110 011101010101
MOCTOAHHBIN 5% oo PeaKLyms
MOHUTOPUHT

0101001010
1101010101
010101000
10101101
10101011
101110
10W011011

CTaHUMW U
cepBepa

» /leTeKTUpOBaHVe ocHoBaHHOe Ha cTaHaapTe MITRE
ATT&CK™

» CKOPOCTHOM W MOCTOSIHHbIN NPOLEeCcc NO3BOJIAOLMNIA
onpezensitb pasy ataku, CBA3aHHbIE C aTakon PUCKL ©
npuvopuTeT NPOTUBOAENCTBUIA

» PaccTtaHoBka npnopunTeToB OI'IOBGLLI,GHI/IM no3BonseT
aHannTrKaM NOHATb CTerneHb PMCKa 1 ONnacHOCTA

* Busyanmsauusa JaHHbIX NO3BONAET aHaNNTVKaM
6bICTPO NOHATbL MOYeMy c1CTeMa BblAennna AaHHoe
cobbiTve. [lanbHewLlee AeCTBME : UTHOPUPOBATb,
OTBeTHOe AelicTBMe, paccaedo8aHUe.

MCcAFEE CONFIDENTIAL
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HoBbi noaxoa McAfee kK 3apauam EDR

CKOpOCTHOE paspeLleHme C BbICOKOW A0/el BePOATHOCTH

AnHamunyeckoe oby4yaroLee
C60p faHHbIX/ aKTLUBOB / Scope paccnepgoBaHne NMHUNAEHTOB

________________________________________________________________________________

[laHHble ¥

.f”i e e splunk>

ArcSight<t

onoBeLeHn4 'An HP Company
JaHHble/KOHTeKCT

Bblcokas

«OXOTa» BepOFITHOCTb

OTBe'rH ble

JleCcTBUSA
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NMNaHenb paccnepgoBaHua MVISION EDR

HHGTTGA2 joshua.newman

v Investigation Guides
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NMNaHenb paccnepgoBaHua MVISION EDR

Out of

Investigation
Workspace ]0 ]4]3

Key Findings Artfacts Descovered

Last updated: 29 Mar 12246 pm

name

v Investigation Guides

processid 6700
Show

commandLne “CAUsers\oshua.newm
an\AppData\Local\Tern
Analyst guic PArAdGOA TE.tmpAshXn
bQiq.exe”
Malware alert triage publsher
W There is a socunity threat, we can confiem 2 descrption
malicious actvity
product
v Does the endpoint contain evidence of
PRoous outbound network version
connections
fleVersion
v Did the endpoint connect to s of
domains with malicious reputation? caeateTime
v Does VI/GTI flag it a5 known with rawOas
maiicious reputation?

2 Suspicious Indicator
> Suspicious indicator
> Prevalence

> Evidence Notes
v Does the endpoint contain evidence of
makoous files actvation?

v Does the endpoint contain
processes running from suspicious
directones?

v Does the endpoint contain running

MCcAFEE CONFIDENTIAL
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Change the Game with MVISION EDR

G bbicTpoe Caenatb CKopocHas
obHapy>xeHue n | 6onbLue C OTBeTHasd -
peaKuyus cyuiecTByr oMM pPe€aKuuns -

y O6HapyxeHve B QM Kaapamu o a
«0bnaKke»
ATT&CK™ cTaHaapT AnHamnueckme Obe3BpexnBaHme B
ANS1 OTUETHOCTU paccnesoBaHUsA Nog OAVH KNVK
PYKOBOACTBOM
NomMoLb B WHTerpaums s
paccnesoBaHUN NoZ a2 3KOCUCTEMY
PYKOBOZACTBOM
NCKYCCTBEHHOTO
NHTENNEKTa
= \\\.’; L T ’h\‘
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U McAfee

Together is power.

McAfee Advance Threat
Defense

O6Hapy>KeHue CNOXKHbIX
LesieHanpaB/IeHHbIX aTak




McAfee Advanced Threat Defense Advanced Analysis

MNecouHuua + MyboKnii aHanmns BpeLOHOCHbIX MPOorpamMm

CTaHAapTHbIe
cpeAacTBa

D8,

Vicnonb3oBaHve
CUTHaTyp, penyTauuii,
IMYyNAUNN— Ans
6bICTPOro BbIiBNEHME
N3BECTHbIX aTak n
BPeAOHOCHbIX Gpainos.

AHanuns 6osbLUero
yrcna ¢annos.

BbiCcTpble pe3ynbTaTthl

4

[AVHaMunyeckni
aHanus

I
—3
3anyck darina B
“3alMLLEeHHON" 1

KOHTpoO/IMpyemMoii
cpege.

Ha6nroaeHue 3a
NCMOJIHEHVEM
nporpamMmmebl painna v
NMOWNCK BPeLOHOCHOr0O
noseAeHuUs.

Ctatnyeckunin

AHanmns koaa
(NcKkyccTBEHHbIN
NHTEeNNeKT)

Y6paTb «Luenyxy» 1
Ha TN BbINOHAEMbI
KoA,.

AHanns BCEX atpnbyToB 1

NHCTPYKLNA ANs
BbIIBNEHWE AeNCTBUN
BPeLOHOCHOrOo KoAa.

HaxoxzeHue K KakoMy
cemMeuncTBy
BpeAOHOCHOro KoAa
OTHOCUTBLCSA Pain

HelpoHHbIe ceTn
(MawmnHHoe oby4eHue)

+

O6Hapy>xeHuUe
LWabMOHOB KOZa CKPbITbIX

yrpos.
AHaNN3 TUMNYHOIO

noBegeHus
BPeAOHOCHLIX MPOrpamMm.
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AETaJ'IVI3I/IpOBaHHbIe oTyeTbl N BbiAd4Y4a X B
CTaHAapTnaInposaHHoOM Bunae

Assembly Code, Graph Analysis,

Threat Analysis Report and Indicators of Compromise MITRE ATT&CK™
U McAfee | Threat Analysis Report ﬁwr tompvol, 'nappmg

Threat Timeline
£ Processes per
— g ® 00
;']‘Z)ropped Malware Files™: [

{ D0 O

"Name": "@WanaDecryptor@.exe™,

"factor": "100.00"
}

MCcAFEE CONFIDENTIAL
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OTKpbITasa natpopma, MHTErpauus ¢ 4pyrumm pewueHmsamm b

ABTOMAaTM3aLMsA AENCTBUI MO 3aLMTe N 4eTEKTUPOBAHNIO U MHTErpaumsa yepes oTKpbITYo naathopmy

o

NSP, Web, TIE/Endpoint

o o,

McAfee®
m- Advanced
) Threat Defense
Any 3rd-party Secure Email Gateway
proofpoint. ':,_Il's' éloh v/ Symantec.
< &

Bro IDS Sensor

S
“4 S THREATCONNECT'

)

Threat Sharing

STIX
x O

O6MmeH ATD loCs ¢ apyrumu ESM
pelteHuamu yepes TAXII

Radar

splunk>

ArcSight<t
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> > >

yOou neec
yOou neec

yOou neec

IS
1S
IS

o

OVE is all you need!

John Lennon

»



oh

bpeHa McAfee

Mbl BEPVM B TO, UTO HI OANH YenoBeK, MPOAYKT VK
opraHV3auUns He MOXeT 3alUUTUTb LMGPOBON MVP B
OZIHOUKY.

[ToaTOMY Mbl Nepeaenany McAfee beps BO BHUMaHMe
COBMECTHY0 paboTy: JTtoam paboTaroT BMecTe.
PeweHwns paboTaroT BMecTe. OpraHm3aummn paboTaroT
BMecCTe.

Halla Lenb — BAOXHOBWTb Ha COBMECTHYH paboTy
HaLLUWX KIMEHTOB, MapTHEePOB, U AaxXe KOHKYPEeHTOB -
C/lenaB 3TOT MUP 60/ee 3aLLUMLLIEHHbBIM.

McAfee. Together is power.
BmecTe - cuna.

\% McAfee. The device-to-cloud cybersecurity company.



Nur-Sultan McAfee MVISION Day

Mbl paboTaem A5 Balero ycnexa v Bcerga
FOTOBbI MOMOYb U NPesoCTaBUTb
KOHCYNbTaL MM MO BOMPOCaMm
NHGopMaLMOHHON Be3onacHOCTK!

bysem paabl Bawnm 3anpocam!

Halun KOHTaKTbl:

PycnaH bap6alunH, McAfee
TeppuTopuranbHbIv MeHeaxep
+7 727 350 5498
Ruslans_Barbasins@mcafee.com

MpucoeanHaNTeCh B COLL.CETAX:
www.facebook.com/ruslans.barbasins
www.linkedin.com/in/ruslansbarbasins/

Kupnnn Kpekkep, MoHT
McAfee Product Manager

Mobile: +7(702) 216-05-90;
Office: +7(727) 355-60-05, int. 161
kkrekker@mont.com
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