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Ham HYXKHbI Ham He xBaTaeT KaK Ham Mbl yxoanm B YT10 genatb C
HOBble COTPYAHUKOB 3alMLWATh obnako perynaropom?
KOHTPONMU loT?



SOC - cepaue MHMpacTpyKTypbl KNbepbesonacHOCTH

Kak Bbinrpatb p
e

Bpemsa npu Ao

paccrnegosaHun

S

nHumaoeHtos NB? 2

KntoyeBoe otnnyne —
Mcnornb3oBaHne
aHaNUTU4yecKux
TeXHonormm ans
CO3aHnNA eauHoro
onepaTtMBHOIO BUOEHUSA

SOC - Security Operations Center TekyLLen cuTyaLmm B

LleHTp onepatmBHOro pearmpoBaHusa Ha nHumaeHtbl Ub KOM”aH"'V'I"BC TOSK
3PpeHNnd .

Jlroon — Npoueccobl — TexHonorum >
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OOHapyxeHue
IBM Qradar



IBM QRadar Sense Analytics

Mpuopurtesauusa
MHLUWOEHTOB U pUCKa
OT Nonb3oBaTenen

UdeHnmudpukayusi UHuudeHmos
C60op AaHHbIX, XpaHeHue 1 aHanus

AKmMuHOCMb MPUIC Koppenauusa v aHanua yrpo3 B pearnbHOM BpeEMEHU
ABTOMaTMyeckoe onpeaerneHve u npocdunuposaHme
MHd)OpMaL{UFI 0 KOHd) ; aKTUBOB, CEPBUCOB W Mosib3oBaTenemn
j Ba3oBble aKTMBHOCTW U BbISIBIIEHNE
Ys3eumocmu aHomanui

BcmpoeHHbIU
Unmennekm

YnyqweHHass aHanumuka 051s npedomepaueHusi, 8bIS8IeHUsI U peaauposaHusi Ha y2po3bl
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VHTerpupoBaHHagqa, yHUdUumMpoBaHHas ap

B OQHOWN web-KOHCcOonu

Log
Management

Security
Intelligence and
Sense Analytics

Network Activity
Monitoring

Vulnerability
and Risk
Management

Network
Forensics

Incident
Response

IBM Security

IBM QRadar Security Intelligence

LEENEINE Offenses  Log Activity  Network Activity ~ Assets

Show Dashboard: | Daily Overview

Internet Threat Information Center

Current Threat Level
Leam More
ALERTCON"

Last updated Sep 14, 2015, 10:58:18 AM
* Multiple Adobe Flash Plaver code execution vulnerabilities
* glibe buffer overll il
* Microsoft Windows OLE
> in Wicrosoft OLE Could Allow Remote Code Execution

Array Remote Code Execution

* Microsoft Windows OLE code execution

* Apache Struts C security bypass

Top Authentication Failures by User (Event Count) @08
9/14/15 5:03 AM - 9H4/15 11:03 AM

[ Il.

* Legend
Ml skhataei EMismith  Ellidoe
View in Log Activity

Reports  Vulnerabilities ~ Admin

Mew Dashioard [ Rename Dashbosrd (@) Deleie Doshboard  Add Hiem ¥

Most Severe Offenses

Offense Name
Local IRC Server Detecled containing ChatIRC
Local IRC Server Detected containing ChatIRC
Local IRC Server Detected containing ChatIRC
Local IRC Server Detecled containing ChatIRC
Policy. Remote: Clear Text Usage containing Mail POP

Top Applications Outbound to the Internet (Total Bytes)

Reset Zoom
300M

Total Bytes (Sum)

10:20 AM 10:30 AM

¥ Legend

XUTEKTYpa

(@ %]

Magnitude

208
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Web.Web.Misc [P2eBiTorrent EMOther EMP2PKazaa EP2PeDonkey  Web.WebFieTransfer [lMailSHTP

W streaming StreamingAudio  F2ROpentiap IFZRGrutels MRemainder
View in Network Adtivity
Top Applications (Total Bytes)

Reset Zoom
600M

Total Bytes (Sum)

10:00 AM 10:10 AM 10:20 AM 10:30 AM

E08

9114015, 3:50 AM - 9M14/15, 11:02 AW

10:40 AM 10:50 AM 11:00 AM

System Time: 11:08 AM |

nNextRemesh: 000020 I 2 @

Top Log Sources (Event Count) @58
0% \0H4/15 5:05 AM - 914115 11:05 Al

1% N 27%
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IOS{“I v'
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 Legend

System Notification-2 :: vmibm7066
[l Health Metrics-2 : vmiom706% [l Asset Profiler-2 - vmibm7085
M snort @ wolverine [l SIM Audit-2 - vmibm7065

Pix @ apophis [l Custom Rule Engine-8 - vmibm7066

View in Log Actvity
Firewall Deny by SRC IP (Event Count)
ResetZoom 9/14115, 0:39 A - 9114115, 10:51 AM
50

Event Count (Sum)

10:30 AM

* Legend
[+1205.174.174.23¢ [Ml10.10050.16 [
[ |7} [l 10.100.65.20 10.100.100.10¢
2185213145 [IEM2189220135  10.100.50.4
M10.10050.46 M
Viewin Log Activi




AHanm3 ceteBon akTUBHOCTU
« OnpegeneHne aTtak HyNeBoro AHs, Ha KOTOPble He BbINyLLEHbl CUrHaTypbl

MOHUTOPUHT NONMUTUK N AETEKTUPOBAHNE CEPBEPOB

BuamMmocTb BCcex nyten arak
[TacCUBHbLIN MOHUTOPUHI BCEN CETU N co3adaHue npodunen akTMBoB

PelueHne npobnembl BUOMMOCTN BCEro NPOUCXOASLLEro B CETU

Displaying 1 to 40 of 64 items [Elapsed time: 0:00:00

Top 10 Application Results By Source Bytes (Sum) | | Top10A Results By D Bytes (Sum) =
Zoom: max 2010-0ct-05, 01:03 - 01:5¢ | | Zoom: max 2010-0ct-05, 01:17 - 02:0(
i Remainder Wb SecursWeb Wb Image GIF 1 Wb Application XJAV. m Remaindar Wb Application XLAV. Wieb Image PNG Wb Image JPEG
m Wb Image JFEG Wb Misc m DataTransfer Windows. m Rem SSH m'Web Appiication Misc Web Misc m VolF Skype m RemoteAcoess S5H
m other m F2F.BitToment Vol Skyps mather m P2F BitToment DataTransfer. Windows...
22500000 165000000
15000000 110000000 A [
£ £
3 @
500000 . 55000000 2 & A A
p
0120 0125 0130 0135 01:40 0145 0150 0155 01:20 01:25 01:30 0135 0140 0145 0150 0156
e Source IP {Unique Source Network D P D Port 5 Deslt_i':""’l_‘li"," = = Destination Bytes | L Sumy~ | Source Packets | Destination Packets Total Packets o
RUACERON Count) {Unique Count) {Unique Count) {Unique Count) e““Co"m[m'"““e urce Bytes {Sum) (Sum) otal Bytes (Sum) (Sum) {Sum) {Sum) o
DataTransfer Window| WMultiple (24) Multiple (7) Multiple (12} Multiple (2) Multiple (7) 16 319 315 531531708 547 851 023 178 629 390 655 569 284 123
P2P BitTorrent Multiple (20) Multiple (5) Multiple (85) Multiple (50) Multiple (3) 44 216 868 191 621 654 235 838 522 127 854, 161 966 289 820 546
other Multiple (259) Multiple (8) Multiple (3 063) Multiple (2 877) Multiple (10) 37 349 699 168 802 101 206 151 800 93 672 228 533 322 205 6810
VoIP Skype Muitiple (5) Multiple (4) Multiple (40} Multiple (40} other 131172 458 46 819 290 177 991 748 195 570 76 007 271577 171
RemoteAccess SSH | Multiple (10) Multiple (5) Multiple (7) 22 Multiple (4) 37 885 116 111 228 020 149113 136 101 404, 261 727 363 131 122
Web.Misc Muitiple (16) Multiple (5) Multiple (295) 20 other 10 726 080 20 635 741 313261821 33634 23904 57 538 2401
Web Application. Misc | WMultiple (9) Multiple (4) Multiple (31 20 other 654 743 23 125 267 23 780 010 5193 15674 23867 89
WebImage JPEG | Multiple (13) Multiple (4) Multiple (50} 20 other 2418 857 18 538 204 20 957 061 15 449 14 150 29 599 586
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BbisgBreHmne noteHumanbHbIX yrpos yepes aHallInTuKy

Offense 908 3| Summary Display ¥ Events  Connd = [7]
Magnitude —— Status| 4 Relevance | g ‘ Severity 5 | Credibility | 4
Offense Type Source [P
Description Potential Data Loss
EventiFlow count 111 events and 1.042 flows in 13 categories
Source IP(s) 10.0.110.221 (dhcp-221-users-2.acme.com Start Oct 18, 2013 12:28:02 PM
Destination IP(s) Local (2} Remote (376) Duration 4d 10h 42m 573
Hetwork(s) Multiple (3} Assigned to admin
Offense Source Summary
P 10.0.110.221 Location Users Users-2
Magnitude Vulnerabilities 0
Username compliance MAC Address 00:0E:0C:B4.D3EE
Host Name dhcp-221-users-2.acme.com
Asset Name dhcp-221-users-2.acme.com Weight 1]
Offenses 8 Events/Flows 15,310
Last 5 Notes “Notes [y Add Note
Notes Username Creation Date
Potential data loss detected, forensics case created 0Oct21, 2013 6:39 AM
Forensics Reconstructions
Case Collection P Start End Status
DataLoss DataLoss 10.0.110.221 3i27/2014 3:31:00 PM 3i27/2014 4:31:00 PM SUCCESS
Top 5 Source IPs @ sources
So:gce Magnitude Location Vulnerability User MAC Weight Offenses Destination(s) Last Event/Flow EventsiFlows
dhc... Users.Users-2 No compliz, 3 21 0s

IBM Sec



Cumynsauma ataku ¢ nomolbto RiskManager

Beibop cumynsauum

Bbibpate SSH
vulnerabilities’

BbiGpaTb aKkTuBbI

Buasyanunsauus...

[MyTb aTaku

PacnpoctpaHeHue

MoHUTOpUHT B pexume PB

oo Growss | Crested By reaton Date

L ast tocuten

Schedue

Lot Run v

Mot R

| Unknown SSH Vulnerability Results, Step 2 of 3 << Prav Step Next Step >>

Edit [8] View Offenses [B] View Events

Attack originates from the Internet
and Attack targets one of the following networks (Net-10-172-192)
and Attack targets a vuinerability on one of the following ports (22) using protocols (TCP,

Simulation Defini
Usin el

Current Topology

Generated on 2010-10-15 13:08:15 by admin

520 (Of 600 Total

pSmulation Result
Step Results
Assets Compromised

8 (Of 88 Tatal Compromised)

Simulation Resuilts by Step

Step 1

Step 2

Step 3

‘ i) Risk Score for the current step is 3

uUnknown SSH Vulnerability ~ Progression, Step 2 of &

N

O start

© 10.010.41
O Users.Users-2

© 10.015.10
© Users.Building_3

© 10.015.20
© WailWail

© 10.010.42

O Users.Users_1
© 10.0.12070
O VPN_Addresses_Space VPN_Addressss_Space

O DNsDNg



Dashboard

IBM Security Qradar Vulnerability Manager

Offenses

Vulnerabilities

My Assigned
Vulnerabilities

v Manage Vulnerabilities
By Network
By Asset
By Vulnerability
By Open Service
Scan Results

Vulnerability Exception

Vulnerability Assignment

» Research

» Administrative

IBM QRadar Security Intelligence

Log Activity  Network Activity  Assets

Reports  Risks

Vulnerabilities

Search ¥ H Save Search Criteria Quick Searches ¥ Actions ¥

Manage Vulnerabilities > By Vulnerability Instances

Search Parameter(s)

IP Address Asset Name
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
JUMP
JUMP
JUMP
172.16.60.79 JUMP
172166079 | JUMP
172.16 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.100.205 | 172.16.100.205
172166079  JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
172.16.60.79 JUMP
1721 79 | JUMP
172.16.60.79 JUMP
172 0.79 JUMP
172.16.60.79 JUMP
172166079 | JUMP
172.16.60.79 JUMP

7 79

CVE-2015-2365 -

Admin

Visual Analytics

Display: | Instances

Vulnerability

MS15-073 - Microsoft - Windows - Privilege Escalation |

CVE-2014-1784 -

MS14-035 - Microsoft - Internet Explorer - Code Executio

CVE-2014-0310 -

CVE-2012-1887 -

MS12-076 -

MS14-029 - Internet Explorer - Code Execution Issue
Microsoft -

Excel - Code Execution Issue

CVE-2014-0299 -

MS14-012 -

Microsoft -

Internet Explorer - Code Executio

CVE-2014-2807 -

MS14-037

- Microsoft

- Internet Explorer - Code Executio

CVE-2013-3861 -

MS13-082 -

Microsoft -

NET Framework - Code Excutio

CVE-2014-1762 -

MS14-035 -

Microsoft -

Internet Explorer - Code Executio

VE-2013-3918 -

MS13-090 -

Windows

CVE-2015-2461 -

MS15-080 -

Windows

- Code Execution Issue
- Code Execution Issue

Microsoft Windows MDM DLL planting code execution

CVE-2015-1644

- MS15-038 - Microsoft - Windows - Privilege Escalation |

CVE-2010-0821

- MS10-038 - Excel - Code Execution Issue

CVE-1999-0504

- Microsoft - W

vindows -

Default Credentials Issue

CVE-2014-2769

- MS14-035 -

Microsoft

- Internet Explorer - Code Executio

CVE-2013-3208

- MS13-069 -

Microsoft

- Internet Explorer - Code Executio

CVE-2013-3907

-MS13-101 -

Microsoft

- Portcls sys - Privilege Escalation

CVE-2013-3881

- MS13-081 -

Microsoft

- Windows - Code Execution Issue

CVE-2013-3561 -

Wireshark -

Multiple Integer Overflow Issues

CVE-2013-0006

- MS13-002 -

Microsoft

- XML Core Senvices - Code Execu

CVE-2013-3357 -

Adobe - Multiple Products - Integer Overflow Issue

CVE-2014-1795

- MS14-035 - Microsoft - Internet Explorer - Code Executio

CVE-2012-0142 - MS12-030 - Microsoft - Excel - Code Execution Issue
- MS13-097 - Microsoft - Internet Explorer - Memory Corru

CVE-2013-5048

CVE-2013-3876

- Microsoft - DirectAccess - Man in the Middle Issue

CVE-2014-2757

- MS14-035 - Microsoft - Internet Explorer - Code Executio

- MS15-075 -

Microsoft

CVE-2015-2416

- Windows - Privilege Escalation |

PCl
Severity
Low
Low
Low
Urgent
Low
Low
Low
Low
Low
Low

Low
Urgent
High
Low
Low
Low
Low
High
Urgent
Low
Low
Urgent
Low
Low
Low
Low

Risk v

High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

4
CVEd

2015-2365
2014-1784
Multiple(2)
Multiple(4)
2014-0299
2014-2807
2013-3861
2014-1762
2013-3918
2015-2369
2015-1644
2010-0821
1999-0504
2014-2769
2013-3208
2013-3907
2013-3881

013-3561
2013-0006
2013-3357
2014-1795
2012-0142
2013-5048
2013-3876
2015-2416

Risk
Score
5.90

o o o
g8 8
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Date Found

2015-11-04 17:23:44
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23:44
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23:.44
2015-11-04 17:23:.44
2015-11-04 17:23:44
2015-11-04 17:23:44
2009-09-27 21:36:14
2015-10-26 16:02:48
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2015-10-26 16:02:48
2015-11-04 17:23:44

Last Date Seen

2015-11-04 17:23:44
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23:44
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23.44
2015-10-26 16:02:48
2015-11-04 17:23:44
2015-11-04 17:23:44
2015-11-04 17:23:44
2015-11-04 17:23:44
2015-11-04 17:23:44
2009-09-27 21:36:14
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23:44
2015-10-26 16:02:48
2015-10-26 16:02:48
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2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-10-26 16:02:48
2015-11-04 17:23:44

Next Refresh: 00:00:30 Il

System Time: 5:39 PM
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JkocucTema 3allnTbl Yepes COTPYAHNYECTBO

=  IBM X-Force Exchange Search by Application

Refie By All Applications (67) Sort By

All Applications

Type
o QRadar Advisor With User Behavior Analytics Snare Log Analysis
[ Application Watson for QRadar
Custom Properties Enr '

Custom QID Map
Entries £ By IBM Security

Custom Rule @ IBM Validated

+8 More

pwresilient  MIETWLITIE BAOK

[[] Show Early Access Apps TECHNOLOGIES

QRadar QRadar QRadar BigFix

IBM Resilient QRadar STEALTHbits Active Palo Alto Networks App BigFix and Carbon Black
Learn Mere Integration Directory App for.. for QRadar Integration

Ll M r QR ory 2 tize, a e Integ
Develop Apps 1y

Support
2 By STEAL

FAQ 2 dated & IBM valida

Co3paBante U UCNOMb3ynTe + 100+ NpUnoXeHum - 49K+ noceLueHwit
NPUNoXeHUs1 HaA OCHOBe co3gaHHbIX IBM v naptHepamu 28K+ ckaumBaHuM NPUoXeHum

TeXHOJ'IOFVIﬁ | B M secu rlty C MOMeHTa Havyana paboTbl B [lekabpe 2015
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https://www.ibm.com/security/engage/app-exchange/

Buayanunaauus

IBM Security

IBM QRadar SIEM

Dashboard Offenses Rules LogActivity Network Activity Assets

Realtime
Security
events

Q, Visualize search

Filter categories

© towtoresdthis

Top 5 low-level categories

Casegories past hour Everts
Data Loss Possible 4337
P2p 4120
Compliance policy v 4024
Chat 3915
Data transfer 3815

Offenses

Categories

81765

From categores dsplayed

Policy: Remote: Clear Text
Application Usage preceded by.

Local IRC Server Detected
containing ChatIRC

Large Outbound Transfer Slow
Rate of Transfer proceded by.

DELETED POP3 SSLv3 invalid
timestamp attempt

Event rate pe secons

From categories daplayed

102 /605




OOHapyxnTb aHOMarnbHoe NoBeaeHne OgHUM KIUKOM

IBM QRadar Security Intelligence

Dashboard Offenses LogActivity NetworkA... Assets Forensics Reports Risks Vulnerabili... Admin RIECIgUUE TN System Time: 4:52 PM

Quick insights o,

Monitored Users

2.2K

System Score (Last 24 Hours)

Current High Risk Users

1.8k

Sense Events (last hour)

187.6k 7

Risk Category Breakdown (Last Hour)

Offenses Generated (last hour)

1.5k

Recent Sense Offenses

@UserAccess . '
1240389 User Privilege S '
“ ® ’ User: 0D0756649

1000000 @ User Geography
800000 Evert Court: 1 Flow Count: 0 Magy
600000
400000 Sfarea # 200 il
200000 User: Eduarda

10:56 12:00 15:00 16:42 Event Count: 281 Flow Count: 0 Magi

User: Anastasia

Most Risky Users (Overall Score) Most Suspicious Users (Window Score) Event Count: 531 w Count: 0

/ Washburn Ken (K.J) M 17720 ® / Washburn Ken (K.J.) 8 +4020 @® i S .
/ Valertina LOGON 16026 < / Valertina LOGON

>

IBM QRadar User Behavior Analytics

I

MpunoxeHue ans BM3yanusauum AenNcTBUmn KoHconb User Behavior Analytics sisnsietca
Ka)[oro nonb3oBaTens U BbIBMEHUS ero MHTErpupoBaHHON 4acTbio koHconn QRadar
aHOMarnbLHOro NoBeAeHus
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http://www-03.ibm.com/software/products/en/qradar-user-behavior-analytics
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|
UBA: BbigaBngaa aHomMmanbHble OTKITOHEeHUSA

= MOHUTOPUHI Nonb3oBaTeNen o

OTKJTIOHEHUAM OT HOPpMaJibHOIo rnoBegeHus .

+ MHOXECTBO pasHbIX KaTeropmin CobbITUN
- BPEMEHHOW aHanms
-+ aHanm3 BpPpeMeHHbIX pAaoB

= [MpepckasaHne gManasoHa B KOTOPbIN
[OMKHa YKnaabliBaTbCA akTUBHOCTb

= [lpumepbl aHOManbHLIX aKTUBHOCTEW
BbISABIIEHHbLIX 3TUMM anropuTMamu:
- A3meHeHune B akTUBHOCTN (BO BPEMEHN)
- N3meHeHusa B aBTopn3aunn UM akTUBHOCTH
goctyna
- OTKITOHEHUS1 OT HOPMAaIIbHOro pUCK-NPodnns

IBM Security

Usar Activity by Category

Usar Activity

Risk Posture




UBA: AnroputmMbl MalUMHHOIO 0byveHuns

IBM QRadar Security Intelligence

Dashboard Offenses Log Acfivity MNebtwork Aclivity Assels Reporis Admin ETESgRREIT
Dashboard » User Details

Grant_Lamson

Lamson
IT Support Sp list
Support
Yokohama, Japan

Risk Events Generated by User [Last

Owerall Scome Current Score

531\ 5
' OTKNOHEHWS
‘ OT HOPMarbHOro

Risk Score N nOBeﬂeHMﬂ ‘

54
-

Group Sense Events ( )]

Sense Events

(& May2,2017 4715

UBA-ML : Abnormal increase in User activity

26 IBM Security

System Time: 805 PM

User Activity by Category

Suspicious

May 2, 6:00 PM B

I Actual
M Learned

Application

Authentication

'Sense' Activity

May1-May2 B

15:00

Il Actual

16:00

Bl Learned

May1-May ? BB

Recent Offenses

Offense # 5283

Grant_Lamson

a day ago

s Access Permitted, Information, User Risk, Sense

Event Count: 14

Flow Count: 0

Magnitude: 3




CoBmecTHOoe ncnornb3oBaHue 6a3bl 800TB+ gaHHbIX 00 yrposax

Search AlertCon™ Threat Level § 1

o Activity Collections

Current Threat Activity

).233.187 186.3.44.230 190.253.187.144 197.27.87.411 41.143.58.200 186.56.134.65

Ecuador
Spam, Dynamic IPs

Colombia
Spam, Dynami

Morocco
Spam, Dynamic IPs

Argentina
Spam, Dynamic IPs

a
Dynamic IPs ic IPs

Malicious IP addresses in the last hour

1606 e

IBM Security X-Force Exchange

,U,OCTyI'I K I/IHTerpVIpOBaHHOVI oase yrpo3 B pexnmMme pearqsibHOro BpemeHu
JaHHble oT 6onee
2000 opraHusauun

« [JaHHble O BPeOOHOCHBIX Yrpo3ax C - 1000+ COMMNOB (PUHAHCOBBIX cpean 16 uHpyctpui
270MRH+ KOHEYHbIX TOYeK BPEOHOCOB B [iE€Hb

- 15Mnpa+ MoHUTOPUHI cobbiTun Vb B AeHb « 1MnH+ BpenoHocHbIX |P-agpecos
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https://exchange.xforce.ibmcloud.com/new

Resilient Incident Response

ABTOMaTU3UpPOBaHHOeE pearnpoBaHue
Ha MHUMOEHTDbI



Ha 4ém Mbl 4OSKHbI ObITb COKYCUpPOBaHbI?

MNpepoTBpaLleHne O6HapyxeHue PearnpoBaHue

72% Y10 MbI NbITaemMcs
npeaoTBpalleHue 0GHapyXUTb?
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ABTOMaTU3MPOBAHHOE pearnpoBaHne Ha MHUWAEHTbI

) | Resilient Dashboards List Incidents

Severity High Destination Network:

Date Created 07/13/2016 Het=I0=172: 0Ny 1921509

Date Occurr... — Protocol: other(255)
Date Discov... 07/13/2016

QID: 28250184
Data Compr... Yes

Incident Type @E@

Tasks Details Members Artifacts Notes Attachments News Feed Stats Timeline Breach

People News Feed Show Types All ~
Created By & Tim Armstrong

Owner & Zach Taira

Members. & Carlo Alpuerto ————
& Jody Cannady

& Ethan Goldsten |

Related Incidents an hour ago o Marc Makowski reassigned task Notify internal management chain (preliminary)

#3852 Proofpoint Sample Alert 34342
#3865 QRadar Event Name - CRE Rule

Dis... | ‘ Zach Taira added a row to the Data Table Task Histd IBM ReS"lent |nC|dent Response

OpraHusoBaTb pearupoBaHue Ha - OpraHusoBatb 1 aBTOMaTM3npoBaTb * BHegpeHue npouenyp

MHUMAOEHTbI U3 eAUHOW KOHCOMNU pearMpoBaHMe Ha MHUMOEHTbI pearmpoBaHusa U1 3KCNePTU3bl
ob6beanHAA nogeun, npoueccbl U - C60p MHANKATOPOB KOMMPOMETALMM
TexXHonoruu C MCNONb30BaHMEM I1yBoKoro

paccnenoBaHus
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http://www-03.ibm.com/software/products/en/resilient-incident-response-platform-enterprise

I
QRadar + Resilient = SIEM + Incident Response

QRadar
NMpuoputesauna nHpopmauum ns Logs,

MNMpouecc pearnpoBaHua SOC Ha
nHunaeHT Ub ansa oTtBeTa Ha

yrpo3bli, Ablipbl, YA3IBUMOCTU

Flows, Vulns, User, Config Data v T.n.

UCTOYHMKN JAHHBIX

Ycmpoticmea Ub

Cepesepa u meliHgpelmbl

Cos3paHue
MHUMOEHTa

Cemeeasi u eupmyaribHasi cpeda MpuceoeHne Tnna - Co6op lMocTaHoBKa 3agav
) A (Hanp. ysa3BMMOCTb) [OOMOSTHATESBbHBIX BOCCTaHOBIEHUSsI
MTILEHOGHECEN MpuceoeHve JloKa3aTenbCTB KomaHgae
Paboma npusioxense Ou3Hec - |_|pVIMeHeHI/1e - ToaTteepxaeHue
XapaKTepUCTUKN B TpeGoBaHuit BOCCTaHOBINEHUsI
Kowcbuzypauuu yempoticme 3aBUCUMMOCTU OT perynsitopos - 3aKkpbiTve HUMaeHTa
Tuna (Hanp. Puck) - HasHauenve 3agay - Otyet/YBepomneHue

C6op KOHTeKcTa
M Ha3HaveHue Bozc;:::z::: ne
3agay

Ysa3eumocmu u yepo3bl OTBETCTBEHHbIM
lMonb308amenu u y4emku BZ’:; :?_’7_’:2 lnl:
nobarnbHble 6a3bl y2po3
Ba3sa Bcex
nHumaeHtoB UB
NocTosiHHasa aHanutuka b Tpwn atana nHungeHTa b

| OT4eT NO MHUMAOEHTY I
M yBegoOMIIeHue

lequueHme npouecca BbidABINEHNA UHUMNOEHTOB
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12 Enterprise Insight Analysis

AHanu3 n paccnegoBaHue
KnoepnpecTtynesieHUN U MOLLEeHHUYeCcTBa



IBM
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AHann3 pUCcKoB Yepe3 NOUCK B3aUMOCBS3EeN CYLLIHOCTEN

shAa1ORETOOH Custom GE Chart - IBM i2 Analyst's Notebook

Arrange Analyze Select View Publish
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AHanus un paccnegoBsaHue [Momowb aHannTuky B

KnbepnpectyneneHmm u BbISIBNIEHUWN CKPbITbIX CBA3EN CTPYKTYPUPOBaHHbIE U
MOLLUEeHHMnYecTBa MeXay MOLLEeHHMKaMn HECTPYKTYpPUpPOBaHHbIE AaHHble

Jlerko kombBuHMpoBaTb



https://www.ibm.com/us-en/marketplace/cognitive-security-analytics

Guardium

Data Protection
[TONTHBIA MOHUTOPUHT U 3aLUUTDI

He Tonbko B[, HO U hannoBble
XpaHunuuwa



3adeM HyxxeH Guardium?

Yrposbl

° HeaBTOpI/I3OBaHHbIe N3MEHEHNA

° npe,EI,OTBpaIJ.I,eHI/Ie yTedeK AaHHbIX

HopmaTuBHbIE TpeboBaHMA

* YnpoLlleHne npoLeccon
« CokpalleHune 3atpart

YMeHbLleHne Harpy3ku Ha CYB[]

« 3amMeHa HaTUBHOIo ayamTa
« CokpauwlieHue 3artpar !!!
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—
MoHuTopuHr B/] B peanbHOM BpeMeHU

Application Servers

Database Servers
&, §ﬁ§rePoint'

IBM InfoSphere :
® TERADATA ' N N ~srezu'
& .m Mysal

Guardium Host Based Probes
(S-TAP) Guardium Collectors
« [NlpooymaHHaga apxuTtekTypa * He nonaraercqa Ha noru B B[1, KoTOpHLIE

MOryT ObITb CTEPTHI

« YHuBepcanbHoe pelleHne ans pasHbix
« [eTanbHble NONUTUKA 1 ayanuT

CYbA
* 100% KOHTpOSiA, BKMoYas nokarnbHbIN - ABTOMaTunyeckas oT4eTHOCTb (SOX,
goctyn DBA PCI, NIST, n 1.4a.)
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CNACKUBO

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com

@ ibm.com/security/community
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Y @ibmsecurity

I3 youtube/user/ibmsecuritysolutions
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