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Your network has been penetrated. .
A1l files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.
shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

we exclusively have decryption software for your situation
No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT REMNAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at
AndyMitton@protonmail. com
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« Riviera Beach, Florida — S600K
e Florida City — S550K
o La Porte County, Indiana — S130K

 Baltimore — RobbinHood, S18M
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Hit by Ransomware Attack, Florida
City Agrees to Pay Hackers $600,000
= R

¥

The city council in Riviera Beach, Fla., voted quietly to authorize a nearly $600,000 ransom payment
after hackers paralyzed the city’s computer systems. Wilfredo Lee/Associated Press
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153 seconds ago

John Smith Financial Report.cleaned.xls
Potentially malicious elements were rermoved from the file

Eased on campany policy, potentially malicious elernents
wiere removed from this file

Get original

Showr less

21 seconds ago

m John Smith Advance cv.doc

Access to file has been blocked, Original file is malicious

2 weeks ago

ProcessExplorer.zip
Original file downloaded. Mo threats were found
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From: Office 365 <noreplyB7788392341.356@offlce.com>

p h | S h | n g Atta C k' Sent: Tuesday, September 4, 2018 10:32 AM

To com>

Subiect- Office is delavine (9} incomine messaoes

From: CEO@acmecorp.com
To: Jane@acmecorp.com
Subject: Urgent

| need you to initiate a wire transfer in the sum of $45,250 to the
account below. | am boarding a flight and this needs to be done right
now. Can you please get this done? Send confirmation of the transfer
immediately.

Thanks

Thank you,
Office 365 Team
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Beware! Deceptive site blocked

&) WHATSAPP

Help Desk

Robert, we've spotted suspicious activity on
your 0365 account. Follow link to resolve:

https://bif.lyiAESjKV

This phishing site may pretend to be accountonline.citi.com.
Phishing sites try to trick you to steal your information
(for example, passwords or credit cards).

Details
If this is incorrect, send a report and continue.

URL: http://citibanklocations.org/virginia-va
Title: Citibank Virginia (VA) | Citibank in Virginia (VA) | Citibank Locations

AHanun3 cogepXmMmoro Beb-cTpaHuLbl,
a He TO/IbKO penyTaumm
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5 year flashforward

industry, just as cryptoware has today.

As technology advances and cybercriminals

become more sophisticated — further refining
existing methodologies and borrowing from leaked
nation state toolkits — cyber-attacks will become
increasingly stealthy and harder to detect. While
currently there are few reports from law enforcement,
attacks using fileless malware will become a
standard component of the crime-as-a-service
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CLEANED Gandcrypt - MEDIUM Endpoint Behavioral Guard ;...\windcws\syswow&tﬁwindnwspﬂwershell‘w1.Ulpowershell.exe
status : malware family : severity : triggered by - trigger

conhost.exe 2884 O
y powershell exe 6944 9
ck Start, Abnormal Launch

Attack St
Dropped File Deletion, Dropped Script =
Powershell Encoding ©
powershall exe 6448
Triaasr o refiel| eye

gger: powershellexe
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Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

[

Credential Access Discovery Lateral Movement

Collection

Command and
Control

Exfiltration

Impact

Remote Logon
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Valid Accounts

Command-Line
Interface

4 events

Execution through
API

Scheduled Task

1 event

Scripting

4 events

User Execution

Registry Run Keys /
Startup Folder

m

vent

Scheduled Task

vent

m

Valid Accounts

Process Injection

22 events

Scheduled Task

1 event

Valid Accounts

Modify Registry

Process Injection

]
o]
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events

Scripting

4 events

Valid Accounts

Browser Bookmark
Discovery

0 evenis

Data from Local
System

Man in the Browser

Commonly Used Port

13 events

Data Encrypted for
Impact

Inhibit System
Recovery

Process Termination

= 44 events

Service Stop


https://attack.mitre.org/

ABTOMaTH3aLUA pearmpoBaHus

Monntuka «Bce B aetekT» (EDR):

‘ BUSINESS IMPACT What was the potential damage done?

- Data ‘I O Privacy
r
!®' 651 Changes 'h Violation

1 1 1
PR—> PR > Y——
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powershell exe 5768
Attack Start, Abnormal Behavior
Dropped Executable, Dropped File Deletion

Dropped Script...
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conhost.exe 3372 e

mrbdfz.exe 5044
Trigger: mrbdfz.exe
Process in AppData

ey - ‘ BUSINESS IMPACT

What was the potential damage done?

o

No damage detected
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NANO AGENT PUBLIC CLOUD
CeHcop, NPMMEHeHMne CepBucbl 6be30nacHOCTH
NOSMTVRY PRIVATE CLOUD

Ba3a yrpos, obHoB/EHUSA,

|0T MHCNEeKUNA KOH(I)M,D,EHLI,ME]J'IbeIX
OAHHbIX
Mobile
laaS
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SaaS
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[MpoABUHYTbIE CEPBUCHI
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2020 2021

TecTupoBaHue

MpoeKTnpoBaHue
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MSSP

[y6anyHoe
obnako

S OPEX
OHu/mec.

JIOKanbHoOe
ob6.1aKo

SSS CAPEX @ Mera®oH | AHTUB3NIOM SS OPEX

o Mpenynpexpaaiite yrposbl

O P EX CKaHWpyWTe CBOE YCTPOWCTBO Ha Hanu4ue ﬂl /
S (T——— 1917 BO3MOXHBIX yrpo3 De3onacHocTH. H M M e C °
I_ y H H
Olﬂl bl YIPO3 W BUPYCOR HE OBHAPYKEHO! Cnepwute 3a 6e20nacHOCTLIO

............ y oo yCTpONCTBa

lNpoBepalTe gocTyNHele oBHoBNEHUA ANA o (( L'I M CTa ﬂ pr6 a ))

Ballero nesanca u YﬂﬁﬂﬂﬁTe BpeQOoHOCHbBIE

COOBWEHMA NPAMO W3 NPUNOKEHWA. | 3a LLIIMTa I-I OL‘ITbI
@ [ioropeirenpmoxcuuava — [MecoyHuMLa KaK cepBuc

Cnepnute 3a YCTaHOBNEHHBIMKW NPUNOXEHWAMM

1 NofyyaitTe ONOBELIEHWA, ECNIW UTO-TO He Tak. e 3a LLIIMTa pa 6OLI MX CTa H LIIM ﬁ
D B & @ Korronvpyime ceoe — 3awmTa MOBUNbHDBIX YCTPOMCTB

B0 founowpi  MORCET noAknoueHne

MNpw oBHapyxeHUM HosoW Wi-FiceTm SO C
ybenuTech, YTO OHa He NpeCcTaBNAeT Yrpo3sl — ) e

BallMM OaHHbIM.
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2. BCE no noanucke 00 INFINITY

5%

e

50%

% 6loaxKeTa Ha
obopyaoBaHue

CtonmocTb 3a
KaxKaoro
NoNb30BaTeNA B roA,

24x7

% b6toakeTa Ha
obyuyeHune n cepBuUCHI

Premium Support

BCE NMPOCTO, BCE BK/IKOYEHO
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