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SD-WAN - cokpawueHune OPEX Toraa,
Korga 3TO HYXHO
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KopnopaTtnBHbIU CeKTOp

* BO3MOXHOCTb yrnpasreHus
CITO)KHOM MH(ppaCTpyKTypOoWn

CpeoHun n manbin OU3Hec

«  OdpdekTnBHas paboTbl ¢ NyGNUYHbIMU
obnakamu

MSSP

» [lepexopn k cepBuCcHOM Moaenu
noTpebneHunst oT annapaTHbIX U
NpPOrpaMMHbIX peLueHum



OcHoBHbIe NpuYnHbI nepexoaa Ha SD-WAN

D000

Pa3Butne 6usHeca CokpalueHue Bbicokas 'MbkocTb M MacwTabupyemocTtb
HoBble dunmansi pacxogoB WAN 3a¢ppeKTUBHOCTbL Ge3onacHoCTb MpocToe 1 yao6Hoe
(cnuanuna / nornowenns).  Kak OPEX, Tak u YnydieHue MNepexon B obnaka. YnpaereHne BCel CETbio 1

YBenuyeHme KrmeHTCKom CAPEX. MPON3BOANTENBHOCTU  MopyiieHne yPOBHS (punuanamm.
6asbl (ans MSSP). MPLS popor. OU3HEC-NPUNOKEHUA. 5,111 BHHOCTY NpK BoamoxHOCTb
Crapoe KoHTpornb kadecTBa AOCTYyrne K ceTu npegocTtaBrneHne
060pyaoBaHe. KaHanos 1 BUOMMOCTb. NHTepHeT. AOMNOJTHUTESbHbBIX CEPBUNCOB.

TunoBble TpeboBaHUA COBPEMEHHbIX opraHu3aunm k opraHnsauymm WAN
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BbicTpas aganTtauus cpeabl nepeaavn AaHHbIX
noa N3MeHsIroLmecst ycroBus

[TpeogoneHne ceTeBbiX Npobnem Ansg onNnTUManbHOro B3anMoaencTBuUS

Ynpexparowas MHOrothaKTopHbIiA ApanTusHoe

N Eee ynpasrieHue Tpamkom
own60kK (FEC) KOHTPOJIb COCTOAHUSA

WAN Remediation

Technique
Habop npunoxeHumn BusHec Ayano/Bugeo Saas UCaaS
ORACLE : \. 2 £ 1] Office 365 Centrar' N
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OnTumMusayms Q‘(j\
NPOU3BOAUTENLHOCTH =~
oG M Hopmanusauus
ybcekyHOHoe YMeHbLUEHNE noTepu WHUMU3aLUNnA KNTTEpa
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be3onacHocTb — OCHOBHoOE npenaTtcTeue ana SD-WAN
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] CtonmocTb
YnpaBneHve: BUGUMOCTb, MOHUTOPUHT U OUAarHocTuka

ObecneyeHne BLICOKOW JOCTYMHOCTU

Hannume n nogaepxxka obnayHbix nnatgopm

OTcyTCcTBUE MTMOKOCTH

Base: Total, excluding no specific concerns; n = 303
QO07: What the top three biggest concerns (if any) with your overall WAN today?
ID: 355369

UHdopmaLmoHHaa 6e30nacHOCTb Bbi3biBaeT HaubONbLUYHD 00eCNOKOEHHOCTb (72%) B

npoektax SD-WAN, Hapsay ¢ npon3sBoautenbHOCTbLIO (58%) n ctonmMmocTbro (47%)

Gartner Survey Analysis: Address Security and Digital Concerns to Maintain Rapid SD-WAN Growth, Naresh Singh, 12 November 2018
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ApxuteKTypbl 6e3onacHocTu gna SD-WAN

BapunaHT-1.
SD-WAN n NGFW
KaK otaernbHble
peLweHuns

@ununan
npeanpusaTus

@ W T N WD R TR T ——————n—a

PYHKLUMOHANBLHOCTb IBap|/|aHT-3. SD-WAN ¢
joonayHbIMK
IcepBucamm NGFW
:(“Thin Edge”)

I dunnan
FortiSASE : npeanpusaTus
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BapuaHnTt-4. NGFW ¢
MHTErpupoBaHHbIM
SD-WAN

(“Thick Edge”)

BapuaHT 2.
SD-WAN c
UHTErpupoBaHHbLIM
MCO

Fortinet
Secure
SD-WAN



FortiGate NGFW ¢ nHterpupoBaHHbIM SD-WAN

W2

A
Internet 06 N
/n
SaaS I

SD-WAN — 3TO BCTPOEHHas
dyHKUMOHaNbHasa BO3MOXHOCTb FortiGate,
KOoTOopaa He TpebyeT NMueH3uun
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FortiGate — nnaepcTBo n MHHoBauun NGFW

“Leader” - Magic Quadrant “Recommended” ot NSS #1 — no KonnyecTtay

oT Gartner (Network Security O Labs (NGFW, DCIPS, ATP, Q yCTpONCTB 6e30MacHOCTU
Firewall) DCSG, NGIPS u gpyrue) (cornacHo IDC)

3awumweHHbin SD-WAN

f—

SD-WAN NGFW \
6 ¥ ' ' ¥
« ssL L g
SD-WAN Routing and App Intrusion Antivirus URL Sandboxing SSL Inspection
Traffic Control Prevention Filtering

Shaping

SPU Bbicokas NponM3BoauUTENBHOCTb N MacLLUTabMpyemMoCTb

A
/N, FORTINET

DRRAE 1M TecHas HTerpauuns peLleHnin n paclumpeHHas BUAMMOCTb
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CneunanusunpoBaHHbin ana SD-WAN yun ASIC
[Mpoueccop FortiISOC4

, ; — CnpoekTnpoBaH 3X
r ' 1 ona SD-WAN u Bonblue
Gk s _ npou3BoAUTENbLHOCTHU
[ | FeRRREE __ SD-Branch haBHeHUM ¢ S0C3
~ FortiSOC4

. 15281PS02

NMNopnpepxka
.ee y
UHTepdencos 12G IPSEC
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MoAaynb annapaTtHOro yCKoOpeHus
SD-WAN ASIC

B o @ <& <ap (@)

A53 QUAD DDR4-328 28,000 18X 20crs  12crs CAPWAP

@ 1.4GHZ @ 2400 MHZ DMIPS NETWORK PORTS THROUGHPUT IPSEC THROUGHPUT SUPPORT

A9 QUAD DDR3-328 10,000 10X 10 cees Scers  CAPWAP

@ 1GHZ @ 2400 MHZ DMIPS NETWORK PORTS THROUGHPUT IPSEC THROUGHPUT SUPPORT
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FortiOS — asomouusa SD-WAN

®PyHKUuMOHanbHble Bo3moxHocTtu SD-WAN B FortiOS

Policy Route

Equal-cost multipath (ECMP)
Dead Gateway Detection
Wan Link Load Balance
Zero Touch

ISDB

Best Path Selection

SD-WAN Interface

Security Fabric

Minimum SLA enforcement link steering

Application Control

FortiManager Template and Monitor

Dynamic Routing (BGP) + Full IPv6 support

Interface percentage based traffic shaping

Forward Error Correction

SD-WAN rule load balance

Per packet load balance

Additional BGP path

ADVPN

Cloud-Assist Monitoring

Factory default health checks

VRF based segmentation

Weighted aggregated IPSEC tunnels
Multiple SLA metrics link steering

ADVPN health check probes

ISP1 On Demand Tunnel

NAT
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KoHconunpauua cepBucoB B
SD-Branch s o s

KOHTpOnnep ynpaeneHus

| KOMMYTaTOpaMu B Pa3/IMYHOM MCNIOMHEHUMN
l ! (indoor/outdoor)
s -

FortiNAC - KoHTporb gocTtyna
YCTPOWNCTB K CEeTU

FortiAuthenticator - ynpaBneHne gocTynom
W ayTeHTudmKaLus nons3oBarenemn

FortiToken —
OBYyXdrakTopHas

. ayTeHTMdukaumnsa (2FA)
FortiExtender - ycunurtens

3G/4G curHana, mogem, onsi
NOCTPOEHUSI OCHOBHbIX UK

pe3epBHbIX WAN kaHanos.
FortiGate

BecnpoBogHom
KoHTponsnep Touek
[docTtyna BCTpPOEH B

FortiGate FortiCamera +
FortiVoice —
BUAEOoHabNoAeHe n

TenedoHns

FortiSandbox - 3awuta
OT NPOABUHYTHIX Yrpo3)!
YHuKanbHasa ang pbiHka
SD-WAN wnHTerpauums ¢
ATP-peLleHnem
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[MpuopuTteszauma n Knaccudpukaumsa npuroKeHnin

NGFW BA3A OBJIAYHbLIX

BMAUMMOCTb MPUNIOXXEHVM 1
NMPUJI0XXEHUMX U ¢, CEPBUCOB

OGLUAS BA3A
NMPUNOXXEHUMN
& (LAYER 7)

S

NMOPTAJIOB (ISDB)
PaclumpeHHas 6a3a OuHamMuyeckm-o6HoBNsemMast Knaccudukaums n
OOHOBISAEMBbIX NPUITOXEHNN 6asa gaHHbIX 0bnayHbIX HanpasJIEHNA NMPUITOXKEHUU
1 Beb-kaTeropuu npunoxeHun (Ha ocHosaHwun IP Mo nepebIM rnakeTam

afpecoB 1 NOPTOB)

BunaonmMmocTb, MOHUTOPUHT N KOHTPOIJb I'IpVIHO)KeHVIﬁ U noprtanoB

“: Dropbox salesforce G Office 365 WA\ CITRIX LOQMG@ n Q

Google Cloud
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OTcnexuBaHue KadectBa SLA

__ HECKOJIbKO METOAOB
< SLA NO rPYNNAM m

NMPUNTOXKEHUAM

-~ FUBKOE 3A0AHME
OTCNEXWBAHUA =~ NAPAMETPOB

KAYECTBA

] Office365 Laténcy <100ms - Ping @ HacTpoiika nHTepBanos
Packet Loss < 1% a HTTP |
@ Jitter < 30ms O TCP Echo A ckntouenne flapping
e Q UDP Echo

for Business

SaaS

] Office365 /

a0 TWAMP ) /\
Traffic Shaper - 8 |
[MapameTpbl Q0S |

[nHamMmunyeckoe rnepeknveHne

F:2:RTINET © Fortinet Inc. All Rights Reserved.



SDWAN u ueHTpanu3oBaHHOe yrnpaBreHune Can
[Mbkoe macwTabupoBaHue onepauunn ynpasrneHus

S:E SD-WAN Orchestrator v

 TpeboBaHMA OU3Heca

* MuHumMmnsauma owmbok Ha atane
pa3BEpTbIBAHNS CEPBUCOB W YCNyr Ass
CHUXXEHUSA PUCKOB CETEBbLIX OTKA30B M OT
Knbepyrpos

* YNpoLleHNE 1 MOBbILLEHNE
9P PEKTUBHOCTMN agMUHUCTPUNPOBAHUS

 KnroyeBble 0COOEHHOCTHU
* MacuwTtabuposaHmne no 100k+ FortiGate

* YnpasneHue SD-Branch (Toykamu
OOCTyna U KOMMyTaTopamMu) Yepes OHY
KOHCOJS1b

 [MBKOCTb NpKU NCMOMb30BaHNN KOHTEKCTOB G e o e
ADOM (multi-tenancy) B . S
« PoneBon OocTyn K ynpaBneHuio, :
ayauT OencTsni e ————————————————————————
Fi:RTINET




OT14yeTHOCTL M aHanuTuka SD-WAN
[TpoaBUHYTHLIN MOHUTOPWUHT

- TpeboBaHua bnsHeca e s a0

+ AddWidget [E Dashboard v B All Devices ~ © Last 1 Hour »  10:02:23 - 11:02:23 &' Refresh  [3E Night feld=

Top Sources Today 0 Top Cloud Applications

[ ] O Ll|e H Ka M M 3 M e pe H M e CO CTOH H M ﬂ CeT M M Total 3,031,221 traffic sessions (1,610,682 Allowed / 1,420,539 Blocked) discovered Aowed  Bocked
COCTOSIHUS 3ALUMLLEHHOCTMN B PEXMME Bl o o

fe80::115:d706: :cddc 0 296,130
ealribHOIro BpemMeHu s [ 161705 10210
10.88.120.104 164,323 126,677
10.88.120.103 139,898 110,272
1723072168 0 130,59
® feB0::260:a3f7:feb0:6726 0 87,543
NTlo4yeBbleé OCOOEHHOCTU s @ wms
17230.1425 60,115 10,245 000 1005 10 025 1030 103 4
10.88.210.50 69,748 67 Application Category WRisk  LoginIDs Sessions(mBlocked/HAI.. File (Up/Dow..
0000 0 57,642 — 0 0 0.0KB/0.0 KB
- B oC roye apakTepuc wraw 0w oo s G e
MOUMOCTb KIHOYEBbIX X KTEPUCTUK U e o s e BT ;
172307239 40,048 0 Social Medi ([ 0 0 0.0KB/0.0 KB
napameTpoB CETU —

Resource Usage Average o i Top Policy Hits

* OTyéTbl N0 SLA B pearnibHOM BpeMEHN U , SR

M CTO p M l"I e CKO M pa3 p e3e FGR60D4 . 9.17% 1 29.83%m 3 1191 101.25 40kbps | 017

NGFW-D  15% | 6 | 407 EEEEEEEENNNNN 261025  5193kbps M 2800
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Demo-lSF 0.42% | 3 6 | 878 W 57392 1,829 kbps | 525
. Dem: 017% 1 3 (| 3731 344042 2962kbps B 2867
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o Demo-ISF 0.08% | 1 3 0.53 1 65.33 50kbps | 0.33 # Policy  PolicyType Sourcelnterfa.. DestinationInter.. DeviceName VDOM HitCount YBytes(HSent/HRe..
I'I p I/I J'I O>|<e H I/I I/I CeTe B bIX aT a K M ﬂ' p NGFW-D o . 1 0081 284.50 163 kbps 0.00 Outbount policy DC-SERVERS  portl Demo-DCFW root 167,190  121.9 MB/598.8 MB
’ " FortiGate ; ; 1 09 1 12492 Tkops | 0.00 VLAN-ISF policy ENG VLAN  want Demo-ISFW-Eroot 41,857  38.9 MB/551.0MB
FG_VM-C " " i | 32 m 11025 9kbps | 0.08 FSA-DM2 policy FSA-DMZ2  port36 NGFW-DEMCroot 6351  19.9 MB/495.5 MB
° I_I O r a M M M O B a H M e O 6 a 60TL‘I M KO B LAN-NGF policy ENG/FINSALES portt FORTIDEMO- root 42,154  339.2MB/30MB
p p p p N-Wi policy VIANFIN  wanl Demo-ISFW-Froot 120,906  36.7 MB/209.8 MB

coObITUN
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FERTINET




SDWAN u Zero Touch Provisioning (ZTP)

bbicTpoe pa3BepThiBaHUE

 TpeboBaHUsAA OU3Heca

* [loBbiweHne adpPEeKTUBHOCTH
ynpasneHus

* YMeHblUeHMe BpeMeHN Ha
pasBepThLIBAHME, ONTUMU3aLNA 3aTpar

 KnoyeBble 0COOEHHOCTHU

« Zero Touch Provisioning < 6 MUHYT
(npoBepeHo by NSS labs)

 WabnoHbl kKoHdUrypauumn gns SD-
WAN, SD-Branch & NGFW

« CueHapun aBTOMaTM3aLUnm U CKPUNTHI
(Ansible, DevOps)

* YnpaBrneHne pe3epBHLIMUN KONMUAMU U
PEBU3NAMU KOHJOUTypaLui

FERTINET

G

FortiDeploy

SR

FonosHow oguc T

’-" Edge Firewall

FortiGate .

Fo’rtngnager

="

Onuua DHCP

YcTaHoOBKaA C
HakonuTens
USB



ABILITY TO EXECUTE

Fortinet SD-WAN — npu3HaH Gartner

Gartner
peerinsights

® VMware
J
CUStOmerS @ Fortinet
choice —
2020 ™ ."-"Ersa Networks
itrix
(@] Cisco
Huawei .
Sllv.er Peak. Palo Alto Networks (CloudGenix)
@ Juniper Networks
Y Nuage Networks
Peplink
. Barracuda. o @ HPE (Aruba)

FatPipe Networks @ nglepoint

@Teldat @ Riverbed

COMPLETENESS OF VISION As of September 2020

© Gartner, Inc

Fortinet SD-WAN AaonxeH HaxoauTbCSH B CNIUCKEe
peleHnn ana Bcex aktuBHocten no teme WAN
edge

BuaeHuve pbiHKa 1 nnaHbl pasBUTUA
COOTBETCTBYIOT B3rnagy Gartner Ha noTpebHoCcTH
knneHtoB: SD-WAN, npoaBuHyThIe CEeTEBbIE
BO3MOXHOCTU 1 6€30nacHOCTb B O4HOM peLleHnn

Fortinet nHBeCTUpYeT B pa3paboTky
cneunanu3anpoBaHHbIX MOAYNEN annapaTHOM
obpaboTtku Tpadpumka SD-WAN

MoXeT ObITb OCHOBHbIM peLleHneM Kak ans
Enterprise, Tak u onepatopoB MSP/MSSP

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Fortinet.
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to
this research, including any warranties of merchantability or fitness for a particular purpose.

FERTINET

https://www.fortinet.com/solutions/gartner-wan-edge.html



https://www.fortinet.com/solutions/gartner-wan-edge.html

MHoOXeCTBO pybexxen AOMKHbI ObITb 3aLlUULLEHbI
Bcerna v Besge

EavHas 3awumTa

YnanéHHasa paborta

EvHble cepBuchl 6e30MacHoCTy Mwrpauus B obnaka

70% NoNoOXUTEernbHO OTHOCATCA K

i . na nonb3oBaTenen n YCTPOUCTB, 0 Y,
yAANEHHoI paGoTe A A yCTp 93% opraHu3auum rotoBsbl K
Kak B CETU, TaK 1 3a e€ npegenamu nepexody B obnaka
2020 State of Remote Work, Buffer 2020 FortiGuard Threat Report, Fortinet 2020 State of the Cloud Report, Flexera

Mepumetp : E

..........................

Me pumeTp '
. WAN ¢ YacTHble

: obnaka

' NMepumeTp
/' yCTpoWCTB

O6nayHbIN
nepumeTp
YcTponctBa ..

e 3a npegenamm
F:=RTINET cety



SASE (Secure Access Service Edge) — TepmuH Gartner

K 2024 rogy oo 40% 3akas34ynkoB MPUMYT CcTpaTernm npumMmeHeHuns texHonornm SASE

))

Knuenmsbi npedbsiesisirom
mpeboeaHusi K npocmome,
Macwmabupyemocmu, 2ubkocmu,
HU3KUM 3adep)xKaM u o6 be0uHeHUro
peweHuu WAN Edge u cemeeou
6e3onacHocmu

Gartner

Market Trends: How to Win as WAN Edge and Security Converge Into
the Secure Access Service Edge — 29 July 2019

Source: Gartner

FERTINET

CeTb-kak-CepBuc BesonacHocTb-Kkak-CepBuc
MNopgknounTb 3awmuTnTh
|
> SD-WAN » CeteBasg 6e3onacHOCTb
» FW kak cepsuc (FWaasS)

» WAN-ontummnsauyms

» MapwpyTtunsaumsa

» Bandwidth Aggregators
» Networking Vendors

» ObnayHbin 6pokep CASB
» ObnayHbIn npoken (SWG)

» ZTNA (Zero Trust Network
Access)

> VPN
» 3awmta DNS
1 » RBI (Remote Browser Isolation)

Secure Access
Service Edge




FortiISASE — gononHutenbHbIe NpenMyLlecTBa

%o o

NGFW VPN CeTtb

¢

OB Flopran

° oo ® OpKeCTpaLI,I/II/I
.e. .. A
. (] (] ")
SD-WAN OrtiSA OG%

A FEERTINET COMPANY

P.

QO
O O %/% « PacnpenenéHHas cTpykTypa

{ .
© ycl):?ﬁﬁgmg XToqu MPUCYTCTBUSA Ha BCEX
Sandbox CASB & CermeHTauus

e [1 AMble NMMPUHIoBblIe NMOAKITHYeHNA K NMoNnvIdpHbIM
WAF Zero Trust P P A ynap

SaaS, laaS, n kpynHeivm LUO
» KomneteHuunun n akcneptnsa DevOps, SDN u cetun
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ApxutekTypa Security-Driven Networking

Y Bac ecTb BbIOOp, rae NPUMEHUTbL MepPbI 3aLLMThb

(dﬁ?i FortiSASE O SASE

Endpoint
Edge

FortiSASE Agent
LAN Edge [E9] WAN Edge
( m

Data Center

)

iwzﬁ N%

Edge

FortiAP FortiGate m FortiGate HW ol e Network
. Firewall
E m FortiGate VM
FortiSwitch FEX (LTE)
Secure WLAN/LAN SD-WAN
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3aKnro4yeHue: noyemy Fortinet?

LndpoBas TpaHccpopmauuns Pacwunpenune po SD-Branch

[poasuHyTas 7 [lvalne B MHAVCTOUM =r EauHas KoHCOrMb
6e3onacHoCTb, LUMPOKas w- Y b AYCTp @ yrpaBneHus
RECOMMENDED O Lle H KM )
nogaepxka obnayHbIX ; \/4 BUOAMMOCTY 1 ZTP
CEPBMCOB U NPUNOXEHUN
BUIUMOCT U UHCTEKLMS ObecnevyeHne BbICOKOM BxoouTt B cocTaB
042011 . aﬂ(bl/lKa H cmmm AOCTYMHOCTMH, e Fortinet Security Fabric:
3&‘1’ (§SL Deep Inspection) I__ Ka4yeCTBEHHbIE MeXaHU3Mbl pacLLUMPEHNE CEePBUCOB
P nsp BGanaHcnpoBKu B dunuane
[MOKoe ynpaBreHue BbiCOKAS ABTOMaTM3aLUA
) NOMELLIEHNE B KapaHTUH,
ﬁgﬁl};ggggﬁeyl; — sttt s L en = |(\/|exaHL|l143Mb| 3au.|,|/£b| Ha
i N MacTabnpyemocTtb ”
NPUNOXEHNN YpOBHE nopTa/yCcTponcTea)
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SD-WAN ot Fortinet oaHnMm cnavaom

®

v" Bknto4déH B cocTaB FortiOS
v PaboTtaeT Ha Bcex FortiGate v' [vbKkune npasmna ynpasneHns Tpagukom
v' He nuueHaupyeTca

o
Q« OTtcnexuBaHue SLA (Ikuttep, 3aAepXku, notepun n ap.)

v" YYé€T KayecTBa B pearnibHOM BPEMEHN

S ] DY HKLMOHANLHOCTL [FelgilCE Wzl MHTENNEKTYarlbHOM DanaHCMPOBKU
CEPBUCOB, NPpUoXXeHNUGERJIS o E /R E At/ S el RV ATPEOOBAHUN K Q0S

v" TlpoToKonbl 1 cepBuChl

glejoBeprienHon ceTEdJUNEREREIROe3onacHocT NGFW.

@

v Ouepean,
npuopuTesauus u
LennmpoBaHue
["apaHTUpoBaHue
MosioChl

v' Jlto6on Tvn WAN noaknto4veHunin
v' YcKkopeHue Ha yunax ASIC v
v MobunbHble cet 3G/4G @
v" TynHenm VPN, GRE...

v ®yHkuum 6esonacHoct NGFW ot

v' Ba3sa uHtepHeT-pecypcos (ISDB) FortiGate
v’ BuanumocTb, ynpaBneHusi Ha ypoBHe v" UHcnekumsa SSL (Bkntoyasa TLS 1.3)
@ npunoxeHnin L7 v FQDN (Application awareness) @
F:2:RTINET © Fortinet Inc. All Rights Reserved.



