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PacTyLiana noTpebHOCTL B peLleHUusax ans
opraHmM3auuu ygarneHHou pa60Tb|w!

Kpn3nc MoXeT npuHUMaTh pa3Hbie OPMbI: |

* NPUPOAHbLIE KaTaKNM3Mbl
 rnobarnbHble NaHaeEMUM il 88 -]'.,;;;,ﬁ

* TepakThbl

Bcé aTo nponcxoauT HEOXMAOAHHO U TpebyeT bbicTpoun
peakuum

* [1naH HenpepbIBHOCTU OU3HECa — BOCCTAHOBMNEHWE
npu katactpodn4eckom cobbITUK

« PaboTa coTpyaHUKOB BHE MPUBbLIYHBIX paboymx mecT

« AKTyanbHO ON19 BCEX BUOOB OpraHM3aumnm
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BBeneHve 4pe3BbLIYaNHOIO NMOSoXKEHUs B
Pecnyonuke KazaxcraH

Hata: 15 mapta 2020
Bpewms: 18:00

3agayva: OpraHusaums 3awmEHHOro yganeHHoro gocryna
Kon-Bo cotpyaHukoB: 40 000

UHdpacTpykTypa: AD cepBep, cepBepHble pecypchbl
Bpems Ha ucnonHeHue: 13 yacos

Konu4yectBO pecypcoB AoCTYynHbIX Yepe3 VPN: MHoro ©

KomMmnoHeHTbI peweHusa: 2xFortigate-VM32,
FortiAuthenticator, FortiClient VPN, Fortitoken Mobile
3aTtpayeHo BpemMeHMn: 10 YacoB(c y4ETOM OXuaaHUSA
NNLEH3MIN)

Kon-Bo 3agencTBOBaHHbLIX COTPYAHUKOB Fortinet: 2

ERTINET

PECMYBITUKA OOUUKWANBE

KA3AXCTAH OOKYMEHTE SUOEHTA

HOPMATUBHBLIE NMPABOBBIE AKTbI

15 mapTa 2020
O BBejeHMM Upe3BbLIYaWHOro NornoxeHusa B Pecnybnuke KasaxcraH

B uenax ofecneyenunn Ge3onacHOCTH HaceneHna Pecnydnukn KazaxcTaHd B COOTBETCTBMM C NOANYHKTOM 16) cTaTeu
44 KoHctutyumu Pecnybnukn Kazaxcran w ctateamn 4, 5, 6 3akoHa Pecny@nukn Kazaxctad «O ype3gblyaiHOM
nonoxeHun» MOCTAHOBNAKD:

1 B cBAan ¢ oDbaBneHWem BcemupHoR opraHwzauweil 3npaBoOXpaHeHWA HOBOMO KopoHaeupyca COVID-19
naHoeMued B UENAX 3alMTbl XU3HW M 3[0POBbA [PaxiaH BBECTW B COOTBETCTBMM C 3@KOHOAATENbCTBOM
Pecnyfnukn KazaxcTaH Ha Bceld Tepputopun Pecnydnukn KasaxcTaHd upe3BblidaiHoe nonoxeHWe Ha nepwon c 08
yacos 00 muHyT 16 mapTa 2020 roga Ha cpok go 07 yacoe 00 muHyT 15 anpena 2020 rona.

2 Co3naTe HA MEPWOM UYPE3BLIYARHOTO MOMNOMKEHWA [OCYNAPCTBEHHYID KOMUCCUIO NO OBBCMEYeHUH pEXUMa
4pe3sBbIMEAHOr0  MonoxeHus npu [peangente Pecnybnnkn KasaxctaH W HAgenuTb €€ MONHOMOYUAMN,
NpefycMoTpeHHbIMU 3akoHom PecnyBnukv KasaxctaH «O upesBbiyafiHOM MOMOMEHWW», B COCTABE COMMACHO
NPUMOKEHMI0 K HACTOALLEMY YKasy.

3. BeecTu Ha nepuo/ AeWCTBUA YPE3BLIYARHOMO NOMOKEHUA CNedyLUe Mepbl U BPEMEHHbLIE OrpaHUYeHUA:

1) ycunuTe oxpaHy oFLLBCTBEHHOMO MOPAAKA, OXpaHy 0CoB0 BaMHLIX TOCYAAPCTBEHHLIX W CTPATEIMYECKWX,
0CODOPEKUMHBLIX, PEXRUMHBIX W 0Cc0BO  OXxpaHAemblx 0DLEKTOB, a Tawke O0O0LEKTOB, ODECNEeYnBaKLLNX
KM3HBEATENLHOCTE HACENEHUA U (DYHKLMOHUPOBAHUE TpaHCnopTa;

IMHUCTPALLL



ApXUTEKTypa peLUueHUs:

SIEM MoHUTOPUHF
| Data Center
88
Active Directo Tunnel mode
v i SSL / IPSec VPN SSL / IPSec VPN Client
‘ . m CELENEY > Internet <
GE o : &
FortiAuthenticator FortiGate @
Teleworker

FortiClient

FortiToken

Native OS VPN Support

&3]

- o 3
. New VPN Connection = 3
|
VPN [ sy I
o (f,’ o . LA I Connection Name
FortiToken Manage (55 @
Remote Gateway x
+Add Remote Gateway
FortiToken 4139 [ Customize port 443

Client Certificate None
Authentication O Prompt on login () Save login

] Do not Warn Invalid Server Certificate

L} REMOTE ACCESS

197055 DE e

==RTINET — + w.w.w Inc. All Rights Reserved.



https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator%20SSO
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm

KomMnoHeHTbI pewueHus - FG-VM32
VPN Portal

Technical Specifications
_ VCPU Support (Minimum / Maximum) 1732 — PIEEEE LDgIn

MEITII:II'}' Suppurt {Mlmmum} 2GB

Network Interface Support (Minimum / Maximum) ' 1724
Sturage Suppurt (Mlnlmum ! Maxlmum} 32GB/Z2TH Username

Wireless Access Points Cnntrolled {Tunnel / BInbaI] 1,024 7 4,098

Virtual Domains (Defauft / Maximum) 2 10/ 500 Password

Firewall Policies 200, DDD
Maximum Number of Reglstered Endpolnm EG,GDD

Unlimited User Llcense Yes

System Performance Non-DPDK+vNP Offloading
Firewall Throughput (UDP Packem} 50.0 Gbps
Mew Sessmns / Secnnd {T CP)

" IPsec VPN Throughput {AE8256+SHA1 512 B],-te} 7.0 ths

Gateway-to- Gateway IPsec VPN Tunnels

Client-to- Gatma}f IPsec VPN Tunnels

SSL VPN Throughput 8.6 Gbps

Cuncurrent SSL-VPN Users (Recommended Ma:umum)

_PSThroughput* 19.0 Gbps

IPS HTTP 1M 29.0 Gbps

Launch FortiClient

Appllcatlnn Control Throughput . 17.5 Gbps

I"IEF‘."."Thn:nughput5 - S 16.5 Gbps

Threat Protection Thrnughput 5 13.0 GBps

F:2:RTINET © Fortinet Inc. All Rights Reserved.



(npopa,) NMNonuTnkn gocryna

*30eck 1 ganee ncnonb3yeTcd

Name © SSL-access-internal-network npumep KoHurypaumm

Incoming Interface (&) SSL-VPN tunnel interfacer(ssl.root v

Outgoing Interface 72 lan v

Source = all x

= Employees =

+

Destination & Internal-network X
+

Schedule always v

Service () ALL X
+

Action Vay leeiial @ DENY ™ LEARN

Firewall / Network Options

w D)
IP Pool Configuration REIeNCGILTAGIG .0l Use Dynamic IP Pool

F:2:RTINET © Fortinet Inc. All Rights Reserved.



KomnoHeHTbI pewueHust — Forticlient VPN (6becnnaTtHbIN)
X]

. New VPN Connection

P v s

Administrator

Connection Name

Description

Remote Gateway
+Add Remote Gateway
[ ] Customize port |443

Client Certificate MNone v

Authentication Q© Promptonlogin () Save login

|_| Do not Warn Invalid Server Certificate

L1 REMOTE ACCESS

o) T

OHnanH nHctannartopsbl: https://forticlient.com/downloads
7 —— OdvdpnnanH nuctannatopsl: https://support.fortinet.com/

© Fortinet Inc. All Rights Reserved.


https://forticlient.com/downloads
https://support.fortinet.com/

KomnoHeHTbI peweHuns — Fortiauthenticator VM

Edit LOAP Server

+ NHTerpaumsa ¢ AD cepsepom

+ BO3MOXHOCTb Mcnornb3oBaHnsa 06bekToB Active
Directory HenocpeacTBeHHO B MOMuUTUKe QueryBemorts

+ [locTaBka Kofa akTuBaunm TOKEHa

Activate HKU 2FA Mobile App

To

Message I %= ftm_qr_FTKMOBSB00722D55_DEILZX3HG4BH6R7N.png (3 KB) l

Action Items

Dear colleague,

Thank you for registering to use HKU Two-Factor Authentication (2FA)

FERTINET
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KomMmnoHeHTbI peweHus — FortiToken Mobile

+ MNoppepxumBaeTca TexHonorus Push notification + Android

+ [lononHuTtenbHas 3awmTa NpunoXXeHus ¢ +10S

nomoulbto PIN koga ¢ nogaepxkkon Touch ID u

Face ID + Windows mobile

+ 6 nnn 8 cnmBornoB B KadecTtBe OTP, ¢
obHoBneHuem kaxablie 30 unmn 60 cek

+ lNogaepxka aktuBauum Yyepes QR Code

£, Download on the

th
@& AppStore

(2 Download from
u Windows Store

i ,
FERTINET



Y10 MOXHO ObINIO YNYy4YLWNTL?
Enterprise Management System (EMS)

 [logrotoBka n passepTbiBaHne anctpmbyTtmsos FortiClient EH - EI

* WHTerpaumsi c AD 1 ApYrMMu KOpPnopaTUBHLIMK CUCTEMAaMK Eh o

OuieHKa COOTBETCTBUS NONUTIKaM 6e30MacHOCTU | m

MOHUTOPWHT KITMEHTOB B pearnbHOM BPEMEHMU D

CBoaka rno yrposam, ornoBeLeHUd i

ynpaBneHme KIiMTMeHTaMu, B T.4. —

« CkaHupoBaHue Ha BI1O LI D' .

» CKaHMpoBaHMEe Ha ys13BMMOCTU ‘_;
* [lomelieHne B KapaHTUH D
NHBeHTapusauyma NO

Macwtabupyemoe pelueHue

FERTINET



(npoA.) YTo MOXHO ObLINO YNy4LIUTL ?
FOrtiNAC

Yto
(ycTpouncTtBo)

; airwatch

v

LI\‘

FERTINET



TunoBasi apxuTeKTypa peLUeHus:

Active D|rectory SAML

FortiAuthenticator

FortiSIEM

SSL /IPSec VPN

Gateway >

FortiGate

$—+

FortiAnalyzer FortiManager

SSL /IPSec VPN Client

d

salesforce LOQMG@
Kl internet/ Saas
(] Office365 %# Dropbox

CiTRIX
FortiCASB

Direct-to-Internet
for Cloud/SaaS
Applications
Split Tunnel Support

<

Internet

On Premises - Cloud - Hybrid
Data Center

FortiGate VPN Gateway

* VPN Services
* Enforcement/ Admission control
NGFW
» Fabric Connectors
» Dynamic policy

FERTINET

» <
» <

FortiClient EMS

FortiAuthenticator

Authentication Management
LDAP / Radius / SAML Integration
MFA / Token Management
Certificate Authority

https://docs.fortinet.com/teleworking

Endpoint Management Server (EMS)

* VPN Client configuration

» Endpoint policy / profile management
 Fabric Connector

* FortiClient Deployment

Teleworker

\ 4

FortiClient

FortiToken

Native OS VPN Support
1 | -
a5 B

» Endpoint telemetry

Vulnerability management

* Malware prevention

Web filtering/Application Firewall
VPN / MFA Support

© Fortinet Inc. All Rights Reserved.


http://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/40351/adding-a-google-domain
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator%20SSO
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm

2020 Fortinet Security Fabric

Apxumekmypa be3onacHocmu, Komopasi
obecrnieyusaem:

OCBEAOOMJIEHHOCTb

[Mpo3payHOCTbL M 3aLumTa LUpPOoBLIX
NOBEPXHOCTEN aTaku

UHTEIPALIUA

OGHapyXeHne NpPoaBUHYTLIX YrPO3

ABTOMATU3ALINA

[lpoTnBOOENCTBUE U NPOBEPKA aKTUBOB

LocmynHel 6 sude:

O & D §e)

~
SoLe

Appliance Virtual Hosted Cloud Software
Machine

FERTINET

PARTNER API

UNIFIED ACCESS

/ ‘IIIM
/ \ |
A . ]
/ X
/

MANAGEMENT-ANALYTICS

ADVANCED THREAT PROTECTION

MULTI-CLOUD
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